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APT12/IXESHE/Numbered Panda

2009FNSTEFEENHDEAI SN TV BHEZHLR ETDIIREET)L—T [1]
20124 New York Times\MDIRE [2]
3. BHATREZEZEA [3]
Tools (Malwares)
| IXESHE
| Etumbot (RIPTIDE)
| HIGHTIDE, THREEBYTE, WATERSPOUT
| BlackBox Binder (2015~)
| fciX: Spear Phishing. Outlook msg OLE (FFED#RREES [4]) , /\RAD— RfdSzipTd 7 (ILE
| —RILITT: BEEALENEDLLD 7 ILIMBDAENTH D, TNH AL SAEEFTS,
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Rkl (2015) TN networks

SHA256: bbd90f25d27df4a9936bcf726c12b46ffaBad214dbd478e641c8e9609798f487
>/ J)LEBF: 2015/06/09 08:09:40 (UTC) l]i;
C2: Y

Adobe

dwhea23.scr

107.167.75[.]1174

akashi[.]biz[.]tm
User-Agent (BIE):

Mozilla/5.0 (Windows NT 6.1; rv:30.0) Gecko/20100101 Firefox/30.0
SE1—57vPRX:01-1536
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Am I Dropper or Dropped? (7 7 IILEZDHE:R) networks

00401E77
00401E79
00401E7F
00401EE6
00401Ege
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00401EEE
00401ES0
00401E9%4
00401ES9S5
00401E97
00401E98
00401E99
00401ESE
00401EA3
00401EA7
00401EAC
00401EB1
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00401ECS
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40 00
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6F
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2E
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00
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00 00

; char *
AO) ; chrome.exe

J7AILEN. chrome.exeh ?
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ko f

lea edx, [esp+&CCh+var 104]
push offset a5 S

push edx ; char *

call _sprintf

lea eax, [esp+eDih+var 104]
lea ecx, [esp+6D4h+var 310]
push eax

push ecx

lea edx, [esp+&DCh+pszPath
push ocffset aEchoErrorSS
push edx ; char *

call _sprintf

lea eax, [esp+eE4h+pszPath]
nush Saw

call run cmd exe

mov ecx, 41

Xor eax, eax

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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push €ax ; char * oo -
call _sprintf 4 aS db ""%3"',0 ; DATA XREF: WinMain(x, X, X, X)+69
lea ecx, [eap+6D4ih+pszPath] -9 align 4

— . IC : char aCopvBSCWindows /]
lea edx eap+alih+Filename

NI ESE ] |C] aCopyBSCWindows db 'copy /b "%$3™ + C:\windows\system32\cmd.exe "%3"',0
puSh ECH IC ; DALA XKEF: WinMaln(x,X,X,Xx)+o3'
push edx IC ; CHAR Operation[]
lea eax, [eaptelChivar 4181 IC Operation db 'open',0 ; DATA XREF: WinMain(x,x,x,x)+5C
push offzet|aCopyBSCWindows |; Ti 4 I
) r Char aool||

push eax ; char * 4 ass db '%s\%s',0 : DATA XREF: WinMain(x,X,X,X)+58
call _sprintf 34 : WinMain(x,x,x,x)+61510
lea ecx, [esp+EE4h+var 418] & align 4
push ecx
call run_cmd exe
add esp, 24h
lea edx, [esp+oCih+pszPath]

push edx ; pszPath

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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PoOFPFIUSR: IW—Tho>A7—J0O— networks

VD =

sub_401040(sv4l, (int)&v72):
sub 401190(&v72);

dword 410F34 = sub_401500((int)v5, &vll);

((void (__cdecl *) (HINSTANCE, signed int, void *, int))dword 410F34) (
hInstance,
101,
sunk 410F38,
dword_40DEBO) ;

goto LABEL 23;

if ( work_cnt == 8077 ) :')jflla‘aj?g":_

sub_401B50 (v5) ; =9 —FYIZDVER
BHIAFENZ T 7 1 ILDIES

goto LABEL 23;

LABEL 20: ?E":_ L/t’._.j - I\ODS@EE
Sleep(lu): C= —
((void ?_cdecl *) (signe /\7)( 9

goto LABEL 23; * /I’\/X/S’ \/X/ \> H)l/

. - 1> 7J+7J:107.167.75.174..
else if ( work cnt == 6903 ) * port 443(0x1BB)
{

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.



00401000
00401000
00401000
00401000
00401000

00401008
00401002
0040100D &
0040100F 7

E
00401011 S3
00401012 S6
00401013 8B 74 24 OC
00401017 §7

00401018 8B 7C 24 14
0040101C &B D

0040101E
0040101E
0040101E 6A
00401020 S7
00401021 S6 es
00401022 E& 59 00 00 00 decryp

ansnansn o2 ~4 an

DESEXORTC 11— RZEES
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AryanRAT

- 1 et

Export directory for AryanBATD11.d11

WE mE was

dd 0

dd 55769CF1lh

dw 0

dw 0

dd rva aAryanratdll dl
dd 1

AA T

@ WE WE WE TWE wWa ws

machnica
networks

Characteristics

TimeDateStamp: Tue Jun 09 07:59:45 2015
MajorVersion

MinorVersion

Hame

Base
Kimlha»NFTmetd amo

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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®{k2 (2016) TN networks

SHA256: 531f7flee71fc85d3674bc083e8ecc72108f1f816d82c0b7d2edd775173ea900
XESE 2016 FELURIA/ W= 1: ab4f891ee2aebac7dce48c530b05aa4565dc38¢c79ff5dfa00913898167b46095
>\ JLEKF: 2016/01/26 06:41:21 (UTC)

C2: @

software[.]jelastic.servint[.]net (HTTPS/443) jucheck.exe
User-Agent (EIZE):
Mozilla/5.0 (Windows NT 6.1; rv:30.0) Gecko/20100101 Firefox/30.0

=1—7vPIRX: shownews.php E ~

ROw
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BlackBox

.rdata:002348C0 ;

.rdata:002348C0 ; Export directory for

.rdata:002348C0 ;

.rdata:002348C0 dd
.rdata:002348C4 dd
.rdata:002348C8 dw
.rdata:00234E8CA dw
.rdata:00234E8CC dd rv
.rdata:00234ED0 dd
.rdata:002348D4 dd
.rdata:002348D8 dd
.rdata:002348DC dd r
.rdata:002348E0 dd rv
.rdata:00234E8E4 dd r

4 +
[ U« TR # 1]

a1

BlackBox.dll

» Characteristics
; TimeDateStamp: Tue Jan 26 06:34:03 2016
; MajorVersion
; MinorVersion
aBlackbox dll ; Name
; Base
; NumberOfFunctions
; NumberOfNames

off 2348ES8 ; AddressOfFunctions
off 2348F0 ; AddressOfNames
word 2348F8 ; AddressCfNameOrdinals

TORAR— MR

DriverCreate

DriverProc

WEAE

FOAADERT. BII7AI)LZ ROV - E17

C2iB{EIE

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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514 . ROwvZ(DriverCreate)

S1Eep (UXAU) ;

new_allocate_memory = operator new(0xA00001u);
write count = 3;
do
{
add_data_to_jucheck(new_allocate_memory, 0xA00000u, spszPath,

-

Sleep (0xAu);
--write_count;

1
I

while ( write_count );

%temp%(Cjucheck.exe & U TIRTF
0xA00000 x 3 (30MB)/ -1 BN

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

machica
networks

16



C2iEB{E/# (DriverProc)

00401DBC
00401DC1
00401DC6
00401DCA
004010CF
00401003
00401007

00401DEO
00401DES
00401DER
00401DEF
00401DF4
00401DFA
00401DFE
00401DFF

00401E1A
00401E1F
00401E22
00401E24
00401E25

-1

l} NNNNNNNNNNNNNDNN
N T YT Y Y Y Y

b ~N N oo
w ‘- - o

~N
-

L8]
e

sd

machica
networks

57 00 =OV + +
40 44 =OV + + DriverProc
41 BOV + +
43 76 =ov + +
44 =V - *
45 BOV +
46 50 BOV
47 BOV
48 6F BOV + +
49 63 BOV + +
4A 00 BOV + +
FF FF call sub
98 40 00 =OV
4C lea + +
push
1C lea + +
push
40 00 BOV dword_ 40A300
push
9 01 00 00 BOV +
6 lea +
push
ﬁall BlackBox DriverProc
FF FF call sub 401BSC0
add I
xor
pop
DOD 3

QLA O—-RUET—H=2ESUXAED L
(CEAUEIT. CODLLEKRIC(E. RATHEEE(/RU)

(Loader)

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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®453 (2017) 1] e

SHA256: 42da51b69bd6625244921a4eef9a2a10153e012a3213e8e9877cf831aea3eced
>\ )LE#F: 2017/08/17 00:35:55 (UTC)

C2: g

_ MEHRUMZH
bsksac[.]au-syd.mybluemix|[.]net (HTTPS/443) ESe S
— SHEFOERR

User-Agent (BI%E): WCOWTDE
. £, BERRRU
Chrome/27.0.1453.94 Safari/537.36 8 Hf.doc.exe

=1—FYPR: /jquery.php
\
ROw

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved. 18



POFPFUSX: HisHiLiE

quotient = 0;

quotient 100 / (rand() % 101 % 3);

-

tick_count = GetTickCount():
Sleep(300u) ;

}
while {

GetTickCount () - tick count >= 300

[7)9’-*3‘) AR O R ]

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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BlackBox 2017

; Export directory for BlackBox.dll

-
r

dd ; Characteristics

dd ; TimeDateStamp: Wed Aug 09 07:45:11 2017
dw ; MajorVersion

dw ; MinorVersion

dd rva aBlackbox dll ; Name

dd ; Base

dd ; NumberOfFunctions

dd ; NumberOfNames

dd rva off 248E8 ; AddressOfFunctions

dd rva off 248F4 ; AddressOfNames

dd rva word_24900 ; AddressOfNameOrdinals

IOAR—BMEE | DEAS

DriverCreate FOAADERT. BII7AI)L=Z ROV

DriverOpen ROV UEET 71 IIDRT

DriverProc C2iE(SLIE

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

1

machica
networks

20



514 . ROwv 2 (DriverCreate, DriverOpen) ;2?&2}%

0040225F 8B BS 18 FC FF FF mov [ebp+var_ 3EE]
00402265 56 push

00402266 E8 AS F2 FF FF call load library2
0040226B A3 AC 1B 41 00 mov dword 411BAC,

00402270 68 S8 05 41 00 push
00402275 €D 4D DO lea

00402278 51 SaSEEL]
00402279 FF
00402278 Cé
00402282 Cé
00402289 Cé
00402290 Cé
00402297 &8
0040229D Cé
00402224 Cé

offset unk 410558
[ebp+var_30]

; Blackbox DriverCreate l

%temp%|_mshta.exe & U CTIREF
0xA00000 x3 (30MB)/\1 MI&5

0040222B Cé —
00402282 88 , bl
004022B8 Cé 1, 'n’
004022BF Cé 2],
004022C6 57
004022C7 €D 30C]
004022CD 52
004022CE 56 push esi
004022CF E8 3C F2 FF FF call load library2
004022D4 A3 A8 1B 41 00 mov dword 411BAE,
004022D9 8D 4D DO lea ecx, [ebp+var
004022DC 51 _ = _
004022DD FF DO ' call X ; Blackbox DriverOpen l
004022DF 57 push
004022E0 56 push
=
004022E1 E8 SA F2 FF FF call mshta.exeﬁi{-_r

004022E6 56 push
004022E7 E8& 1F 03 00 00 call
004022EC 83 C4 30 add

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.



BlackBox BinderlCR34 5

-I machica
networks

HaE
J7 A )L2DMHE:R

ROwv X

2s]
FoFI7FIS R

IBHIAFENTLND
J71)L

#1451 (2015)
71 )L&HER

chrome.exe
cmd.exeZ 1B

DES + XOR X—_X

IW—THho>570—

AryanRATDII
(RAT)

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

#®{k2 (2016)
7 A )LD

jucheck.exe

BB (CHER LT X EY
T —&7ZENN

DES + XOR \X—_X
AN,

BlackBox
(Loader)

#4443 (2017)
71 )L&HER

mshta.exe

BEY(CHERLTEXEY
> —7ZIENN

DES + XOR X—_X
SR pAN LTI S a

BlackBox
(Loader)

22



BlackBox BinderlCc R34 5: ES I Ré?fvg'r'l:(as

- )\ I RLX
BT —57 KL
-L>OX
————————————

64bit BEA1L
G—

-\ IJ77RLX

- St —%

- IS5
ﬁ

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved. 23



BlackBox Binder (CR3A4A5%: YARA 1

S
o mmMNN s

w

00 00 00

4 0C
08

7 08

loc_40107E:

locret_401096:

[esp+arg_E]

edx, 7

eax, edx

eax, 3

eax, eax

short locret_401096é
ebx

esi

esi, [esp+8+arg 0]
edi

edi, [esp+0Ch+arg_4]
ebx, eax

1

edi

esi
decrypt_des
esp, 0Ch
esi, &

edi, &

ebx

short loc_40107E
edi

esi

ebx

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

rule MNC_APT 2017 BLACKBOX BINDER
{

strings:
Sapil = "LoadLibraryA" fullword
Sapi2 = "GetProcAddress" fullword

Sdecrypt seq= {8B 44 24 0C 99 83 E2 07 03 C2 C1 F8 03
85 CO 7E 25 53 56 8B 74 24 0C 57 8B 7C 24 14 8B D8 6A 01 57 56

machica
networks

E8 ?? ?? ?? ?? 83 C4 0C 83 C6 08 83 C7 08 4B 75 EB 5F 5E 5B C3}

condition:
(uintlo (0) == 0x5A4D and
uint32 (uint32 (0x3C) ) =
filesize < 35MB and
all of them

0x00004550) and

24
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AEBFELLEZWCE

| 20166F £ 20174 (CELRAI U /=WINNTI
| WINNTIORIT(ZILL TWLWBE) ERZR(EIEURRLE)

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserve d.
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WINNTI #i%Z 1

| 20
| 5—/A 2013 [5]
| X577 2015 [6]

| t%. eOY—X, HET7—A. ITL2ZMOZ=ZUX,. LA 2016 [7]
| “JILDOT7

I WINNTI, PlusUnit, ZxShell, Kriskynote, Kernel Rootkit

| WEJ)L—T&H
I WINNTI, ( Axiom ) [8]

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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WINNTI (20161%1F)

| =/
| TLOMOZOXR

| K
| 64bit ROw/(
| SHA256:
5ebf39d614c22e750bb8dbfa3bcb600756dd3b36929755db9b577d2b653cd2d1

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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WINNTI (20161R{&E{F)

1. O RT1>
AR o /=1 . ” 2- D'j\/a:V_DLL@'fE
w/.EXE < —> <DAT File>
O/ Be le>" B otempo @B

machica
networks

> O09>3F+—DLL
3. Rundll32.exe <O > F 7 —
_ DLL>, setup <{&&5+—> <DAT
File> | <ROw/\ File> 4. DATD 7 A )L =185,

ROw ) (ZHIBR

WINNTI ROw J\(EXE)
|
5. 5—EXDLL. EEE(b
LU CTIRE. DATZHIBR

AESKE=S{ET 7 1)L (DAT)

6. svchost —k netsvce Otz AHEEE U,
AXFEV(CCryptUnProtectData TES Uz
WINNTIRO— RZER. AL v RicEy

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.
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CryptProtectDatalgS4{tJ 7
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WINNTI (20164%{k C2 CryptUnprotectData [9])

R 5 =2 = S oS 3 Ik R 1 Re e > 1 A W

2e750bb8dbfa2bcb600756dd3b36929755db9b577d2b653cd2d1 tmp82D7.1tmp
¥ Edit As: Hex ~~ Run Script ~~ Run Template ~~

O 1 2 3 2! = S 7 8 2 B =] C D E E
3: 2AD0ONK = OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2AEOh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2AFOh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B0O0OhNK = OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B10h= OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B20h = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B30h = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B40h = OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
SE2R5 0L OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B60h = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B70h = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2B80h = 31 36 30 2E 31 36 2FE 37 32 2E 31 37 31 3A 38 30
3:2B90Oh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2BAONh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2BBOh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2BCOh = OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3:2BDOh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2BEOh = OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2BFOh=: OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3: 2C0O0Oh = 31 00 OO OO OO OO OO OO OO OO OO OO OO OO OO OO
SIS e OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO
3 2C20h s 32 00 OO OO OO OO OO OO OO OO OO OO OO OO OO OO
SIEEFEEEY TN

OO0 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO
atla ala a¥a ala ala a¥a a¥a ala

Find Results

B2a78h NtBuildNumber

B2a488h loCreateDevice

B24a49SAh loDeleteDevice

B24aAChHh KeClearEvent

B2aBCh PsTerminateSystemT hread
B24a4D4ah ntoskrnl.exe

B24E4h __C_specific_handler
B2ESOh PAVCDrvCom@&

B2E80h PAVCEnNngineNetEvent@&
B2EAS8Hh PAVCMyEngineNetEvent@&®

[ —————— B == —

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved. 30
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WINNTI (2016#& C2h>5 71V D)

POST / HTTP/1.1

Content-Type: application/octet-stream

Host: 169@. 171

Content-Length: 52

Inflate-Length: 52

Cache-Control: no-cache

Connection: Keep-Alive

Accept: /%

User-Agent: Mozilla/4.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0)

ee2ess2asasNXee>ass B.vu3...0.9 =0.So#\. "'.HTTP/1.1 200 OK
Server: nginx
Date: Wed, 05 10:43:02 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Accept-Encoding
Vary: Accept-Encoding

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.



WINNTI (2016#%{& Kernel Driver)

| Windows Filtering Platform (WFP)AX—X FWPS, FWPM

v0 = DeviceObiject;

Vs WINNTI Kernel Driver

v15=0;
v3=0;

memset(&Dst, 0, 0x2Cu);

goto LABEL_16;
v14 =1,

goto LABEL_16;
vl5=1;
memset(&v6, 0, 0x2Cu);
v6 =-1318876260;
v8 =-1366029130;
v9=-1101491021;
v7=1178164397;
v10 = L"Transport-Data Proxy Sub-Layer";
v11 = L"Sub-Layer for use by Transport-Data Proxy callouts";
v12=0;
v13=0;

vl = FwpmSubLayerAddO(fwpm_filter0, &v6,0);
if (v1i<O

TL_drv.c

WDKRS D14 wvOIOFvIF+v

STATUS_SUCCESS;
FWPM_SUBLAYERO TLInspectSublLayer;

NTSTATUS  status

BOOLEAN engineOpened FALSE;
BOOLEAN inTransaction FALSE;
FWPM_SESSTONO session {03;

session. flags FWPM_SESSION_FLAG_DYNAMIC;
status FwpmEngineOpen@(C

NULL ,

RPC_C_AUTHN_WINNT,

NULL ,

session,

gEngineHandle

C ' NT_SUCCESS(Cstatus))

Exits;
engineOpened TRUE ;
status prdTransactionBegine(gEngineHandle, 2D
C ! NT_SUCCESS(Cstatus))
€
Exits;
3
inTransaction TRUE ;

RtlZeroMemory (S TLInspectSublLayer, CFWPM_SUBLAYER®@®D)D;

TLInspectSublLayer.sublLayerKey TL_INSPECT_SUBLAYER;
TLInspectSublLayer.displayData.name
TLInspectSublLayer.displayData.description

L"Sub-Layer for use by Transport Inspect callouts™;

TLInspectSublLayer.flags o3
TLInspectSublLayer.weight Q;
status FwpmSubLayerAddO@(CgEngineHandle, TLInspectSublLayer,

C ' NT_SUCCESS(Cstatus))D

=

-I machica
networks
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WINNTI (2016#%{& Kernel Driver)

| RS54V ODEE (WE)

| Fw psin jectTra nsportReceive(Send) AsyncO KeAcquirelnStackQueuedSpinLock(&dword_408258, & LockHandle);

injdest01 =P;
sub_401240(); P = *(PVOID *)P;
ThreadHandle =0; *((_ DWORD *)P +1) = &P;
YZ = PsCreateSystemThread(&ThreadHandle, Ox1FFFFFu,0, O, O, StartRoutine, 0); KeﬁeleaselnStackQueuedSpinLock(& LockHandle);
if (v2>=0) \ if (injdest01[2])
{ {
v2 = ObReferenceObjectByHandle(ThreadHandle, 0, 0,0, &dword_40881C, 0); \3 = FwpslnjectTransportReceiveAsyncO(
ZwClose(ThreadHandle); L
) injhandle01,
if(v2>=0) 0
{ 0'
ThreadHandle =0; 0’
v2 = PsCreateSystemThread(&ThreadHandle, Ox1FFFFFu,0, O, 0, sub_401480, 0); ’
if (v2>=0) 2,
{ injdest01[11],
v2 = ObReferenceObjectByHandle(ThreadHandle, 0, 0,0, &dword_40820C, 0); !nj.dest01[27],
ZwClose(ThreadHandle); !n!dest01[28],
if(v2>=0) injdest01[12],
{ sub_405300,
DriverObject->DriverUnload = (PDRIVER_UNLOAD)sub_404EQ0; injdest01);
return v2; if(v3<0)
FwpsFreeCloneNetBufferListO(injdest01[12], 0);
v2 =v3;
injdest01[12]=0;
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WINNTI (201748%) 1] ] s

| =89
| £

| RAK
| 64bit O—>F+DLL
| SHA256:
d3c6d513ca7e649287bd63cef865419b2b4a0ef9e48664e2905f700d0db9587
02df9535c6fcfdeeec199135b9f7a0c417bded67e5d28aa0f42827b672af4194
d16e01dbb894a40ff0c8b3f6b25a41d190db03c15¢c432ac50c3784a9880d376e
| C2EER<. RlIDRRGIRARNSIEIE
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WINNTI (20171R{EN{E) L o

IISEHED Ot R 1. 1DDExportBaE=aZ L.
cgi64.dllZz0— 9 Smpr.dll

2. cgi64.dIlEZXOR 0x36TCI— REFTI— R,
w3cutils.dllZrundlITET (J\WwF T 71)L)
‘ rundll32 w3cutils.dll, #28
cgi64.dll

3. w3cutils.dll{&. GetComputerName() T~
Ei1—45—%&. L2XMUMNSProductldzZEiS.
BENDRIBEDIZES. AEST 11— RZES

4, ESUIEO— R%&svchostlcr>>T o3>, i©H
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WINNTI (2017#%k4& Sysmon FIT v )

| Sysmon.exe®2’ OCZAEHK
__int64 _ fastcall OpenEventCloseHandle (__int64 BFE_Event_ )

| o OCREDIBE. SysmonA A MEILE? K

__int64 handle0; // rax

—int64 SysmonChk_OpenProc_WriteF_() handle0 = kernel32_OpenEventA(1i64, 0i64, BFE_Event_ );

{ .
unsigned intvO0; // ebx '{f( handle0 )

__int64v1; //rbx . .
((void (__fastcall *)(__int64))kernel32_CloseHandle)(handle0);

if ((unsigned int)GetVersionEX__()<4) handle0 = 1i64;

return 0i64; }
v0 =Sysmoncheck__ ((__int64)"sysmon.exe", 0); return handle0;
if(vO) }
{

if (!(unsigned int)OpenEventCoseHandle__((__int64)"Global ¥¥BFE_Notify_Event_{65a097fe-6102-446a-9f9c-55dfc3f411016}"))
WriteFBySwith_OpenProc_CreateThread____ (vO, (__int64)gqword_225BC80, (unsigned __int64)&unk_16000,0i64, 0, 1u);
vl =CreateEventl__ ((__int64)"Global ¥¥BFE_Notify_Event_{65a097fe-6102-446a-9f9c-55dfc3f411014}");
kernel32_Sleep(5000i64);
if(vl)
((void (__fastcall *)(__int64))kernel32_CloseHandle)(v1);

}
return 0i64;

}
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WINNTI (2017#%{& Kernel Driver)

ST SIVIRER (C2iE{E72 UICRATIZRIE)

machica
networks

1

¥Y¥Device¥¥NullZRATHMERL. RS JUHhR1 > 5 %FIA

v5 =2a3;
vb =al;
v7 = a4;
v8 = a2;
nullhandlO = CreateFileA("¥¥¥¥.¥¥Nul", 3221225472i64, 3i64, 0i64,
if ( nullhandl0 ==-1)

return 0i64;
if(v5)
{

LODWORD(v11) = v7;

result = DeviceloControl(nullhandl0, &DeviceloCtrl_Arg02, v6, v8, |
}
else
{

LODWORD(v11)=0;

result = DeviceloControl(nullhandl0, &unk_156003, v6, v8, 0i64, vl

WINNTI RAT

}

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

. |Kerne| Driver \

RtlInitUnicodeString(&DestinationString, L"¥¥Device¥¥Null");

vl =loGetDeviceObjectPointer(&DestinationString, 1u, (PFILE_OBJECT *)&Object,
&DeviceObject);

if((v1 & 0x80000000)==0)
{
DrvObj0 = DeviceObject->DriverObject;
if ( DrvObj0)
{
gword_14000A228 =(__int64 (*)(void))DrvObjO->MajorFunction[14];
DrvObjO->MajorFunction[14] =
(PDRIVER_DISPATCH)Probe4ReadWrite_lofCompletelRP;
result = vi;
}
else

{




WINNTI (2017i&4k Kernel Driver) TN networke

I NdisSendNetBufferLists (Buffer size 1024)

v7 =NDIS_HANDLOZ;

v6->Next =0i64;

LODWORD(Irp) =0;

v8 = NdisAllocateNetBufferAndNetBufferlList(v7,0i64, 0i64,v6, Irp, v2);// Alloc and Init NET_BUFFER_LIST

if(v8)
{
if (VirtualAddress)
{
memmove(VirtualAddress, v3, v2);
v9 =NDis_Dst_TargetAdapter;
*(_QWORD *)(v8 +120) =NDis_Dst_TargetAdapter;

NdisSendNetBufferLists(v9, v8, 0i64, 1i64);// target adapter, NET_BUFF_LIST, PortNum, SendFlag

if ((unsigned int)dword_14000A060 >0 && (unsigned __intl6)word _14000A064 >0u )
SpinLockRelated__01 0(v3, (unsigned int)v2, 0);
goto LABEL_18;
}
goto LABEL_11;

}
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WINNTI (2017i&4k Kernel Driver) TN networke

| NdisCopyFromNetBufferToNetBuffer

while (1)
{
vl5 = *((_DWORD *)v12 + 6);
if (v15 -1 <=0x63F )
{
NET_BUFF_struct01 =(_DWORD *)NdisAllocateNetBufferMdlAndData(NDIS_HANDLEO1);
v17 = NET_BUFF_struct01;
if ('NET_BUFF_struct01)
goto LABEL_20;

NET_BUFF_struct01[6] =0;
NET_BUFF_struct01[10] = 0;
NET_BUFF_struct01[4] =0;
LODWORD(v22) = 0;

if ( (signed int)NdisCopyFromNetBufferToNetBuffer(NET_BUFF_struct01, 0i64, v15, v12, v22, &v27) <0
|| vi5 1=v27) // Dst, DstOffst, Bytes, Src, SrcOffst, Bytes
{
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charv31;// [rsp+17Ah] [rbp+7Ah]
charv32;// [rsp+250h] [rbp+150h
charv33; //[rsp+251h] [rbp+151h

a[e s 0 DpeE
WINNTI RAT
2016

if ( (unsigned int)CreateEvent__((__int64)"Sys_Win32_Event"))

{

Kernel32_SetEvent(qword_1800B7270);

kernel32_Sleep(10000i64);

kernel32_WaitForSingleObject(qword_1800B7270, OxFFFFFFFFi64);

}
dword_1800B721C=0;

v0 =Get_VerifVersionIinfo__ ();

if(v0<=3)
{

user32_GetProcessWindowStation();
vl =user32_OpenWindowStationA("winsta0", 0i64, 0x2000000i64);

if(vl)

user32_SetProcessWindowStation(v1l);

}

charv24; // [rsp+75h] [rbp-Bh]

if ( (unsigned int)GetVersionEX__ () <= 2)
{

WINNTI RAT
2017

user32_GetProcessWindowStation();

v0 = user32_OpenWindowStationA("winsta0", 0i64, 0x2000000i64);

if(v0)
user32_SetProcessWindowStation(v0);

!

v5 = 'bolG’; // EventName

v6 = 'B¥¥la’; v7 ='N_EF’; v8 = 'fito’

v9="'vE y’; v10="_tne’; vi1="0D7{;

v12 ='3AF0’; v13 = 'BF-C’; v14 = '4-CD';

v15="D8A’; v16='BEEA’; v17 ='5F3-,

v18 ='84A5’; v19 ='2D09’; v20 =32065;v21 =0;

if ( (unsigned int)CreateEvent__ ((__int64)&v5))
{
kernel32_SetEvent(0i64);
kernel32_Sleep(300i64);

kernel32_WaitForSingleObject(0i64, OxFFFFFFFFi64);

}
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WINNTI (RZDE5)

| B—FRIERSA)\DA A N=)VT5E
| I71IVRES (T <HIER) : ¥YWINDOWSY¥TEMP¥XXXX.tmp

if (v2>3)
{
v4 = 40960; //Size
v5 = &MZ01; // Driver for 7 or above x64
}
else
{
v4 = 22016; //Size
v5 = &MZ02; // Driver for 2003 or below

}

Create_WriteFile__ (v5, v4, v9);

Load_Driver__((__int64)v9, (__int64)&V7); // RegCreateKey(%Service), NtLoadDriver(), RegDeleteKey()
kernel32_SetFileAttributesA(v9, 128);

kernel32_DeleteFileA(v9);
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WINNTI (RZDE5)

| RegCreateKey(H—EX), LoadDriver()IC kY —EX{ER - Bita
| sc queryhS5E (SCMZZHRULEZW)
| DeleteFile()TRS1/\DJ 71 ILODHIIR - -
i) RS/ (—DIEEMZEmT 3
I Av(:mﬂ]éh%mg@{g? * [iZ) Windows Update TDF/ (1R RS54 /(—&EDTO>...
B 7/ (1R RS/ (—DELZHZTD
| driverqueryh*SitE
| PEEERECEORNLETSIINES E—
I 64b|t OS - 9;;;}] bt.:;‘_:/g)bgg-c:sibﬂ; COFFAEEH MR YNSSIE FHTEBNF Ao
| RSAI)INDE GHEZUIZEDMNMIFER LR ?
| €oit? s = . .-
I GM ERT*@H:II FiTH: VeriSign Class 3 Code Signing 2010 GA

HhHAR] 2012/ 03/ 28 M5 20157 04/ 14

42
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WINNTI (RBOERH 7t >TSLNIL)

| o O0AA—-—T>EXLY R¥EBL >V —)LAEREFRCONOUTS

mov  [rsp-20h+arg_10], r8 - sub  rsp, 48h

mov  [rsp-20h+arg_18], r9 e and [rsp+48h+var_18], 0

push rbp aro 2 and [rsp+48h+var_20], 0

push  rbx i mov r8d, 3; _QWORD

push rsi e, ST lea rcx, aConout ; "CONOUTS"

push rdi " 1 xor r9d, r9d ; QWORD

mov  rbp, rsp | “reaceriiew_cowowrs mov  edx, 40000000h ; _QWORD

sub  rsp, 58h - J mov dword ptr [rsp+48h+var_28], r8d ;
and [rbp+var_38], 0 4= _QWORD

mov  rbx, rdx e e, orrrrrvrrrrereees call cs:kernel32_CreateFileW

xor edx, edx — mov  cs:qword_1800B5EEQ, rax

mov  rsi, r8 £ add rsp, 48h

mov  rdi, rex e U retn

1 lea r8d, [rdx+28h] ' =
lea rcx, [rbp+var_30]
call _imul_neg__
test rsi, rsi
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YARAJL—JU (yara32 xxx.yara PID) 1] sz

rule MNC_APT_2016_17_ WINNTI
{
meta:
malware_family = "WINNTI"
actro="WINNTI"
last_modified ="2017-01"
description = "Hextop of OpenProc_CreateThread / Strings on Memory"
rev=1
weight =100
strings:
Shex1={4C 894424 18 4C 894C 2420555356 5748 8BEC 48 83 EC58 48 83 65 C8 0048 8B}
Shex2 ={ DA33 D249 8B FO 48 8B F9 44 8D 422848 8D 4D DOE8 ?? F? FF FF48 85 F6 75 15 E8 }
Sstrl = "CONOUTS" wide
Sstr2 ="AatL %d"
condition:
all of them
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A= SWANESE | MEEDESRATOARRZRED (XEV)

= FFAHHKEL)

B2 (CEERHE
= A RN

WEBECHITDRH" DES =W * [10]
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Tools Tips : MazeWalker
| IntelttH3F L TULVSPINZFIF

| I—RkL—X
| &015EHR~%idb(CBR,

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

dword_410F2C, eax
eax ;

loc_401E41:
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Tool Tips:

x64dbg - OllyDump

File: chrome.exe - PID: 6FC - Module: chrome.exe - Thread: Main Thread F1C

9

N

70

2175 chrome. exe:$2175

&'y Dump 2 &'y Dump

Select All

Aug 22 2017

v & fx # A L

Module
Base: Module

L[ ©v-2

\Local\Temp

Memory | 00180000 (00007000) / Priv /RE / /
9 Address 00180000

List Section: @ Base Only
Dump Mode: @ Rebuild
Image Source: Memory
Search

SearchArea: @ Select
Search Mode: @) Strict
Image

Image Base: 00180000

Image Size: 00007000
Entry Point:  000035E4

Section

Address Size
00181000 00003000
00184000 00001000
00185000 00001000
00186000 00001000

Copyright © 2004-2017 Macnica Networks Corp. All Rights Reserved.

lect BaseModule| | Select Priv. /All‘ ‘SeleclPlivale/Exec‘

All Memory
Binary (Raw)
Disk

Address Range | 00000000
Binary (Virtual)

All Memory (exclude listed module)

Fuzzy (slow) Seachimage| | ReScan Memoy |

Option
V| Prefer Original Characteristics (Need Rescan)
V| Fix Cornrupted Image Header Structure
Disable Relocation
Auto Adjust Image Base Address
Rebuild DataDirectory (Follow ImageBase Change)

| Fix Virtual Offset |

| GetEIP as OEP |

Owner Section Type Access VitualOffset VitualSize Characteristics
PE_Base text Priv 00001000 00003000 60000020
PE_Base data  Priv 00004000 00001000 40000040
PE_Base .data Priv 00005000 00001000 C0000040
PE_Base aeloc Priv 00006000 00001000 42000040

DeSelect All

-

Y2rboA
Hide FPU

(
(
(
(
(
i
(
i

EFLAGS C
ZF 0 PF 1
OF 0 SF O
CFO TF1

LastError 0O

GS 002B FS 0053
ES 0028 DS 002B

£S5 NN22 S5 nNdR

Default (stdcall)

1: [esp] 00400000
2: [esp+4] 00000065|
3: [esp+8] 00410F3§
4: [

5: [esp+10] 0018000

[OEIEFZY 00400000 |
00000065
018F32C | 00410F38
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Tools Tips: Dynamic Load Library IDBAKRIR

@00025130 ; HM

data:000251D0 hLib)
data:000251D0
data:000251D4 dword_251D4
data:000251D4
data:000251D8 dwor
data:000251D8
data:000251DC dw
data:000251DC
data:000251E0 dword :
data:000251E0
data:000251E4 dw
data:000251E4
data:000251EE dw
data:000251E8

data:000251EC dw
\ata:000251EC

LibModule

“\\

PELA PELA 22k
0002516C | 00000020
000251C0 | 00000040
000251C4 | 00000000
000251C8 | 00000000
000’>1CC 00000000
0| 750C0000| wininet.Ordinal378
4| 75DD75E8 | wininet. InternetSetOptionA
8| 75DDAB49 | wininet. InternetCloseHandle
C | 75008406 | wininet. InternetReadrile
0| 75ES18F8 | wininet. HttpSendRequestA
4| 75DE4C7D| wininet. HttpOpenRequestA
8| 75DE49E9  waininet. InternetConnectA
75DEF18E | wininet. InternetOpenA

00000000
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Symbol

BF  Comment

B -
B8 Shell_IAT

wininet_IntemetSetOptionA ]

Add standard enum

-. machica
networks

- Load File > C Header
- Add Enum
- Typem

00025100
00025104
000251D8
000251DC
000251E0
000251E4
000251E8
000251EC

x64dbgd-1 >R —

75DC0000
75DD75E8
75DDAB49
75DDB406
75E518F8
75DE4C7D
75DE49E9
75DEF18E

wininet.Ordinal378
wininet.InternetSetOptionA
wininet.InternetCloseHandle
wininet.InternetReadFile
wininet.HttpSendRequestA
wininet.HttpOpenRequestA
wininet.InternetConnectA
wininet.InternetOpenA

77 LR pRigE

enum-Shell1_IAT {
wininet_Ordinal378 =
wininet_InternetSetOptionA = 0x75DD75E8,
1n1net _InternetCloseHandle = 0x75DDAB49,
inet_InternetReadFile = 0x75DDB406,
net_HttpSendRequestA = 0x75E518F8,
ninet_HttpOpenRequestA = 0x75DE4CTD,
wininet_InternetConnectA = 0x75DE49E9,
wininet_InternetOpenA = 0x75DEF18E,

.
’

0x75DC0000,

IE python TenumE&EDC header
2 A s 27 AL
i
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Tools Tips: Dynamic Load Library IDBAKRIR

sys

def-main():

api_list

{'api': 'dummpy', 'address': '0x0000'},
{'api': 'dummy2', ‘'address': '0x0001'}

wf = open('shell_iat.h', 'w')
enum_start = 'enum Shell_IAT {\n'

enum_end

'};\n'

wf.write(enum_start)

line

open(sys.argv[1]).readlines():

f_dup-=-False
address_table = line[:-1].split(* ')
caller_address - address_table[0]

api_address - 'Ox' + address_table[1]
api_name = address_table[2].replace('.", '_*)

api_x api_list:
api_name api_x['api'l:
f_dup-=:True

f_dup False:

new_dict = {'api': api_name, 'address': api_address}
api_list.append(new_dict)
api_map = api_name + ' ="'
wf.write(api_map)

api_address ’ '\n'

wf.write(enum_end)
wf.close()

__name__
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'_main__":
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Tools

| x64dbg
I OllydumpEx
I xAnalyzer
I MazeWalker
| FLARE
| FileInsight
| BinDiff

I Process Hacker

https://x64dbg.com

https://github.com/0xPhoeniX/MazeWalker
https://github.com/fireeye/flare-ida
https://www.mcafee.com/jp/downloads/free-tools/fileinsight.aspx
https://www.zynamics.com/bindiff.html

http://processhacker.sourceforge.net/
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1. http://blog.trendmicro.co.jp/archives/5293

2. https://www2.fireeye.com/WEB-2014RPTIPM-Trends2014.html

3. https://www.arbornetworks.com/blog/asert/wp-content/uploads/2014/06/ASERT-Threat-Intelligence-Brief-2014-07-Illuminating- Etumbot-APT. pdf
4. https://www.lac.co.jp/lacwatch/people/20160126_000306.html

5. https://kasperskycontenthub.com/wp-content/uploads/sites/43/viIpdfs/winnti-more-than-just-a-game-130410.pdf

6. http://blog.trendmicro.co.jp/archives/11809

7. https://hitcon.org/2016/pacific/Ocomposition/pdf/1201/1201%20R2%201610%20winnti%20poly morphism.pdf

8. https://attack.mitre.org/wiki/Groups

9. https://github.com/0xhajic/

10. http://rvasec.com/slides/2014/Bianco_Pyramid%200f%?20Pain.pdf
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