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config.php
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}

}
}

sc[e]-ah[e]._vgRuntimeStyle;

(e=0;e<StringHex2Int("0x400");e
sc[e].rotation,e==StringHex2Int("0x300")
35 36 37 38 39 40 41 42 43 44");

}
le-gm.dashstyle.array.length;

{
gm.dashstyle.array.length
(a){
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RIG 4.0 Y —)\{Hli&sE (1)

« RIG 20&BARRICYILD T 7= EIR
- A—T>F 4 L RJIZIR>TWLWES ERFISNTLS

Index of /upload

Name Last modified Size

¥ Parent Directory -
#) AOBfdnK6.exe 29-Dec-2016 11:18 319K
&

BOPufbvx.exe 27-Jan-2017 17:12 194K
CSLul7XX.exe 01-Feb-2017 20:00 232K
CeUoJBCb.exe 03-Jan-2017 08:40 85K
i1 EXPS 41f710c882dfad386ac9c944b11691f9.zip 13-Jan-2017 17:34 292K
LaAET1TPexe 27-Jan-2017 19:23 169K
LtKr5siF.exe 28-Dec-2016 03:37 310K
S0jS26J5.exe 11-Dec-2016 18:37 23K

RIG EK, Retarded? (self.Malware)

kingcobratwitter 7% 94 HET 185

http://rigek.com:8080/upload thats all i have to say :|

{ exploits are in the zip

22BOIRAV 2T FPTS FF #Rx HIEEHRS

EAY—)CEdDuploadT~+ L2 kU
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RIG EKBISA DB — ) \{Hl#EE (Eris EK)

c WEY A MERBUEURLEOD TV ZEEE
—/rotator (controllers/Flow.php)

—/landing (controllers/landing.php)

<head><title>5907bdf8490a2</title><script>window.onload = function() {eval(fun
ction(p,a,c,k,e,d){e=function(c){return(c<a?":e(parselnt(c/a)))+((c=c%a)>35?String.

<form id="frm" name="frm" action="http://178.62.90[.]157//177872/5907bdf84
al58" method="POST"><input type="text" value="" name="A5907b" hidden style

landingDL AR R (TSSO DT ST A D
B —/ CRIDBEEEFIA LTz RE DK (C BV T EMRE
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World's worst exploit kit weaponises
white hats' proof of concept code
Plaid Parliament of Pwning's IE &l Sundown exploit kit authors

pay-to-pOwn cannon champions of copy-paste hacking

Pay peanuts, get monkeys.

By Darren Pauli 18 Jul 2016 at 07:02

By Darren Pauli 5 Sep 2016 at 06:28 2]
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END

for (f = 0;f < a.length;f += 8){
[O] = II1Iwa£a substrmg%f f+4));
= ll1lwa(a.substring(f + 4, f + 8));

(h<< 4 A

} g[0] = h;
g 1] = k
}e+ II1Ixa(c[O])+Illlxa(c[l])

?or (var h= g[Og] k=g[1], | =84941944608;0 !=[;){
k -= >>>5)+h"|+d[|>>>11&3
| -= 2654435769, h -=(k<<4rk>>>5)+ kA | +d[l & 3];

RIG EKDINEZE 1 — R (IR DXTEADZEERE
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try{
gm.dashstyle.array.length=-1;

}catch(a){

CVE-2013-25510]

II1I4 rototype.yc = function(a){

ia ma?/I }/
\ row new Error(JSON);

a. kbgll)

a.ib(! )

JSON[ strlnglfy”](thls Pc, this.uc);

a.ob(!1);

CoIIectGarbage() |5

Function SmuggleFag VBScript
aw.ZeroinelL(
Dim i
Fori=0To k3
y(i) = Mid(x, 1, k2*12)
Next
End Function

var o; JavaScript
o ={ "valueOf": function (){

SmuggleFag();

return 1;

setTi'meout(function(){ProtectI\/Ie(o);}, 50);

CVE-2015-24198]
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REATNTVWSREOY D
- ARFEZAR OIS . BB BH7 &2 TERREI A

- B3tz R leofEt R ZERR LU TLDIGE
. e - fatIBiRZHEE T DURL
user: you will give me a link to panel ? A
seller: http://rigerd[.]Jcom/public_stats.php?pkey=db19d0d4dc0b070e915bea

92aab/b22c
seller: your file is working good? you tested it ?
user: hmm actually didn’t test it. one min let mﬁ S>YADT PEmABER
user: first time I use this new crpyting service, need to be sure

=mOJ D (—EBREE)
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—\FfRETIBEHRMDURL
- RIG EKDIiZE (Fpublic_stats.php
-2 bO—=)U)KFILD RAA 2%
- RIG 4.0z & (Frigek[.]Jcom, rigpriv[.Jcom
—TxE
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traffic user : start soon?

traffic seller: now bro

traffic user :k

traffic user : still nothing

traffic seller: now go traffic

traffic user :ididnt got anything

traffic user : http://rigpriv[.Jcom/public_stats.php?pkey=ec36f40723a6d142c0b4a
87410df058e

=m0 Dk (—EbREE)
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Attack type

Name Exploits Percent

v silver 16 57.1%

@ flash 9 321%

€8 msie-2551 2 7.1%

€8 msie-2419 1 3.6%

Bz A TTHESS
Files
Name CRC Size
8QrL3ThB.exe fbb334950b935f500c934043bd03d079 379392
IR ~<ILD T 77
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IRSeEADSDREHRINGE (flitg)

« LEIR] 700 <)L, 1704 1,700 <)L

[14.02.2017 18:23:58] I im very interested in rigek. how can i buy it?
[14.02.2017 18:25:36] <rig_exploit_pack@exploit.im=> week-test 700, month
1700

[14.02.2017 18:27:13] I do you accept BTC?

[14.02.2017 18:32:08] <rig_exploit_pack@exploitim=> yes

[14.02.2017 18:38:14] N thank you. | want to know detailed information
aboutrigek. Can | gettrial account or reference page url?

[14.02.2017 19:53:40] <rig_exploit_pack@exploit.im= | can give you 1 day
test for $100 to try

33 2017 NTT Security @ NTTSecurity
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EEEENT
—public_stats.phpDiEREE L

[14.02.2017 21:30:08] N sounds good. I'm not ready for testing so |
will getin touch you next week maybe. btw, could you tell me an exploit
success rate and a CVE number been used?

34 2017 NTT Security ® NTTSecurity



IRFeEHSDRHINE (ARYI SED)

e RIG EKE RS T 4w OB UE LN
—fDEK & B U 452|418

21:51:17) I 3apascreyire!

| got a file (executable) which | want to spread. Can | do that by using Rig EK only? or shoud |
buy anything in addition?

[22:30:34] *** rig_exploit_pack@exploitim |3 A5, [MpAMO cernyac MeHA 3aech HeT)
[22:18:39] <rig_exploit_pack@exploitim=> just buy traffic

[22:18:45] <rig_exploit_pack@exploitim> and rig ek only

35 2017 NTT Security ® NTTSecurity
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« FEEURLICTZH UL TULIET
https://www.nttsecurity.com/ja-jp/Resources

© 2017 NTT Security

©) NTTE*1U5+

o Unit
< CANARY

RIG IZZ2704 v
FET L7 — =

NTT EF21UFs - Svliadait
2017/05/16

3.2.3. Flash 271 LOHUA»

POST UDXAPEMTIL AN ZCMAENE 2 J80 sorpt ST7CL. W
MEATIE Jnasorpt 3~ FHBOARILCED, SHRMIET & SMBGYEM Y
 Finsh J7-{ LORMPAH RIS ZEFUDOFY .

B11 Flash 77 { AEROAL object

ut

Trias i < -
[imepmssnor . User-Agent NS N BY RESNET. REENIMONR
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