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774 NVDES{ (—FH)
XOR T o7-V), BEHEILZTEINT-Y., W DHDD/INX—VHTFE

AES
“gfjkdnropq
hsjfjb”

HEADER

.rdata

A4 DLL

.data
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— R7%7% DES

REELBET—2DMNEBCTCHERHINTWS

gL INT-T — 2D 8/ FEATRYRT

eECBE—K?

FindCrypt TlZ DES DEH#A LY M T 5

©x73ABE3D8: found const array DES ip (used in DES)
Ox73ABE418: found const array DES fp (used in DES)
Ox73ABE458: found const array DES ei (used in DES)
Ox73ABE488: found const array DES p32i (used in DES)
Ox73ABE4E8: found const array DES sbox2 (used in DES)
Ox73ABE528: found const array DES sbox3 (used in DES)
Ox73ABE568: found const array DES sbox4 (used in DES)
Ox73ABE5A8: found const array DES sbox5 (used in DES)
Ox73ABE5SE8: found const array DES sbox6 (used in DES)
Ox73ABE628: found const array DES sbox7 (used in DES)
Ox73ABE6A8: found const array DES pcl (used in DES)
Ox73ABE6E@: found const array DES pc2 (used in DES)
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HEF— 2 DES

XOR + &% 75 DES

HEADER

.rdata

.data

. stpetero

. stpeter

XOR + 2% 73 DES
“himawari”

EIA el
SXTET — X
db Q
encrypted_config dd @

db 'grandeur.kozow.com',@

2Dh dup(@)
'haggard.casacam.net',0

2Ch dup(@)

"hammock .ooguy.com',@

2Eh dup(@)

"hawthorn.theworkpc.com'

2%h dup(9)
; char port[]
port L4 35
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BIET—2NDES (HTTP)

AES, zlib + XOR + % 7 DES

POST /HWW813qgl/index.php HTTP/1.1

Connection: Keep-Alive

Accept: *x/x

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0;
3.5.30729; .NET CLR 3.0.30729; .NET4.0C; .NET4.0
Content-Length: 97

Host: ducksow.ddnsgeek.com:443

b.

)ereeiXe s C/=0KBX s @ v s s 17, E@ueen]l.

Fixed Payload | i ad

Compressed

Payload
Value 1 Length Value 2

AES zlib + XOR + 2% 7% DES
RET—X2RANDIESHE RET—2XADESHE
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BIET—2DES (4A)
XOR, AES, zlib + XOR + & 7% DES

Illl*lllNllll)lIllellc/=qk8XIl@ nnnnnn "II17IIE@IIII]I jllb nnnnnnn
+lllJlllO@lMlel@lmlmllIIII)IAI|l7flllllT{llll

Total Fixed Payload Payload Fixed

XOR Key Compressed
Length Value 1 Length Length Value 2

zlib + XOR + =7 DES
RET—2ADESHE
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Lavender?

Lea
push
push
mov
push
mov
mov
mov
call
add

eax, [ebp+var 380] £2 Dos Header

eax £ Rich Signature

370h =

edi, offset encrypted_config R _ e 10032
edi - .
[ebptvar 107, 'EVAL' = - : 1000A
[ebp+var_C], 'REDN' = Virect--- || -data 00008
[ebpt+var 8 | jpcertl 0002R
aa_DES_pro : o |

esp, 20h ' > Import Directory jpcertl N0055

Resource Directory
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Lavender ICBTBZE1L

HE 7 DES DMHICEH
mET—ﬁ
e XOR WL 7o V) EE 7 DES DA
« [ =34 LAVENDER
- BIE
e XORWWELC V) RCy Z2{EHT 5

s RC4, DIBEFTHILT — X~y X DLTEICKEIN

Fixed LEWILET Payload Fixed
Value 1 Lenath Compressed Value 2 Payload
9 Length

Payload :
RC4, Key Payload Compressed Fixed Payload
Length Length Value 2
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774 ILDIES

AL W 4

Bl XOR +AES &

enc datalenc_offset:enc_offset+enc_size]

o [e .

for in enc:
dec += chr(ord(c) ~ args.xor_key)

out_file = root + "_" + filename

fp = open(out_file, "wb")

fp.write(dec)

fp.close()

print(" [*] save decoded data as %s" % out_file)

if os.path.splitext(filename)[1] != ".exe" and os.patl
decrypt_binary(out_file)

def decrypt_binary(target_file):
fp = open(target_file, "rb")
enc = fp.read()
fp.close()

aes = AES.new(args.aes_key)

dec = aes.decrypt(enc)

root, ext = os.path.splitext(target_file)
out_file = root + "_dec.bin"

fp = open(out_file, "wb")

fp.write(dec)

fp.close()

print(" [*] save decrypted data as %s" % out_file)
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GitHubGist

‘ eigenein / pyDes.py

Created 6 years ago « Report gist

<> Code Revisions 1 Stars 24

A pure python implementation of the DES

pyDes.py

B e e e e S R e

i

A

# Author: Todd Whiteman
# Date: 16th March, 2009

https://gist.github.com/eigenein/1275094

All gists GitHub

def xor(ss, key):

key = cycle(key)
return "'

tricky_des_decrypt(data, key, flag_lavender):

ecbl = des(key, ECB)
ecb2 = des("\x00"*8, ECB)
if flag_lavender == False:
tmp = xor(data, key)
else:
tmp = data
dec = ecbl.decrypt(tmp[0:8])
dec += ecb2.decrypt(tmp[8:])
return dec

.join(chr(ord(x) ~ ord(y)) for (x,y) in izip(ss, key))
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2% URL

« =T/ —XDRATZ YR L 7= ¥ /L 77 L7 RedLeaves(2017-04-03)
* https://www.jpcert.or.jp/magazine/acreport-redleaves.html

* Cyber espionage warning
* https: //vx//ww nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2017/april/cyber-espionage-
warning

+ [ChChes] ##2ZHAIY 4 N—KEFX v > R —> [ChessMaster] IZ L ZEFHEFHOFO| bL v
FY AR txa0r4 702

* http://blog.trendmicro.co.jp/archives/igssa

s LX) TAHRELVEZ—T O BEEEO 7 AL EES T I/ATILT 2 TOHLWFEO
* http://blog.macnica.net/blog/2017/12/post-8c22.html

e Y JL7J T 7 RedlLeavesZ i&#19 % Volatility Plugin(2017-05-02)
* https://www.jpcert.or.jp/magazine/acreport-redleaves2.html

* A pure python implementation of the DES and TRIPLE DES encryption algorithms
* https://gist.github.com/eigenein/1275094

* ida/idapython_tools/findcrypt at master - youo708/ida
* https://github.com/youo708/ida/tree/master/idapython_tools/findcrypt
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