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Location designation of a module:
pyright: Orig iemen quip

eeeeeeeeeee : IM151-8 PN/DP CPU
PLC name: Technodrome
Module: v.8.8

. P . .M Iln .
lllllllllllllllllll : Mouser Factory jiﬁ*_'_ : SHODAN
OEM ID of a module:

r-’.odl eeeeeee : Siemerl1 SSSSS MATIC, 57 -288 httpS://WWW.ShOdan.lO/

Serial number of module: 88111222
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B —AXEIR— R AF v W —)L THBDnmap TESNI
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s IEMMER NS

create machinel
set machinel personality "Nomadix AG 5800 access gateway (VxWorks)*

set machine1 ethernet “AA:BB:CC:DD:EE"
add machinel tcp port 102 ~-

add machinel tcp port 502 ~- - -
~ 192.168.3.0/24 A THARFIE LIRLMEN S

| i = > LNSERIRSNIAE
set machinel default tcp action closed 7/‘/91“ = =1l “
set machinel default udp action ciused (@ﬁﬁ'éjﬂ‘gﬁ(HMl)d)uﬁﬁEOMP? RLAD
bind 192.168.2.41 riachinel SBAA DT v H(E18)

22 Copyright ©2018 JPCERT/CC All rights reserved. AP Ao P Ut e ErGENCYARESPONSEN A Zu’,r’WZen;;
3



YV J MO 1R

J\Z—7Rwv k (Raspberry Pi)

conpot

&R T

&R T

HTTP Server invented device information 1
[192.0.2.X]
[80/tcp] - NIC
135/tcp : Microsoft RPC
(Ethernet)
139/tcp : NetBIOS [192.0.2.x%X]
S7 Simulator 445/udp : Microsoft SMB
[102/tcp]
invented device information 2
[192.0.2.y]
80/tcp : HTTP
Modbus 502/tcp : Modbus
Simulator l—.

[502/tcp]

invented device information 3
[192.0.2.7]

2l/tcp : FTP
80/tcp : HTTP
5002/tcp : (Control Protocol)

Attacker
Device

BACnet
Simulator
[47808/udp]
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IN=—iRw MCHED O 0F)

B HavexDOAF v FHH AFv > UIeRFH 0T (C5%D

Wireshark CH1z
BE/)\Twv b

frio. Source Destination Protocol  Length Info
13 192.168.3.111 192.168.3.151 Tcp 66 49170{44818] [sYN] Seq=0 win=8192 Len=0 M55-1460 WS=256 SACK_PERM=1
16 192.168.3.151 192.168.3.111 TcP 60 4481849170 [SYN, ACK] Seq=0 Ack=1 Win=0 Len=0
17 192.168.3.111 192.168.3.151 TCP 54 49170-44818 [ACK] Seq=1 Ack=1 Win=65392 Len=0
18 192.168.3.111 192.168.3.151 TCP 66 491724502 |[SYN] Seq=0 win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
19 192.168.3.151 192.168.3.111 TCP 60 502-49 [S¥YN, ACK] 5eq=0 Ack=1 Win=0 Len=0
20 192.168.3.111 192.168.3.151 TCP 54 49172-502 [ACK] Seq=1 Ack=1 Win=65392 Len=0
21 192.168.3.111 192.168.3.151 TCP 66 49173 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
22 192.168.3.151 192.168.3.111 TCP 60 102-4 [SYN, ACK] Seq=0 Ack=1 Win=0 Len=0
23192.168.3.111 192.168.3.151 TCP 54 49173-102 [ACK] Seq=1 Ack=1 Win=65392 Len=0
24 192.168.3.111 192.168.3.151 TCP 66 4917411734 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
25192.168.3.151 192.168.3.111 TCP 60 1123449174 [SYN, ACK] Seg=0 Ack=1 Win=0 Len=0
26 192.168.3.111 192.168.3.151 TCP 54 49174-11234 [AcK] Seq=1 Ack=1 Win=65392 Len=0
27 192.168.3.111 192.168.3.151 TCcP 66 4917 5fT2401) [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
28 192.168.3.151 192.168.3.111 TCP 60 12401-49TR3 [5¥N, ACK] Seq=0 Ack=1 Win=0 Len=0

2017-03-27-21:53:58.5468 tcp(6
2017-03-27-21:53:58.5767 tcp(6

2017-03-27-21:53:58.6067 tcp(6
2017-03-27-21:53:58.6366 tcp(6

(%) Wireshark(d®w RJ—0O7FSAHFEMEND 7T —-23> 7T,
vy NI—=DICRND/ITY hMeFvr TFr UTREPIKRRIDZIENTED
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B Wireshark T/\ow hZHEE LU THEEL<ENDSRRN

Frame 27: 66 bytes on wire (5-28 bits), 66 bytes captured (5-28 bits) on interface 0
Ethernet II, Src: , Dst:
Internet Protocol Version 4, Src: 192.168.10.87 (192.168.10.87), Dst: 192.168.10.1 (192.168.10.1)
Transmission Control Protocol, Src Port: 502 (502), Dst Port: 53147 (53147), Seq: 1, Ack: 26, Len: 12
= Modbus /TCP

Transaction Identifier: 46070

protocol Identifier: O

Length: 6 Sb 5@
unit Identifier: 58 TH \
r o
Function Code: write Multiple Registers (16) D z 7|-\> z
reference Number: 12288
word Count: 6

0000 b8 6b 23 f8 1le 79 00 30 de eD 59 b7 08 00 45 00
0010 00 34 5d 09 00 00 40 06 88 12 cO a8 Da 57 cO a8
0020 0Da 01 01 f6 cf 9b 73 1le fd ae 6b 1c f7 49 50 10

0030 3e 80 18 c7 00 00 b3 f6 00 00 00 06 3a MEELEE >....... ....:HH
0040 [[N0E . .|
—_— —

Frame 29: 66 bytes on wire (5-28 bits), 66 bytes captured (5-28 bits) on interface 0 _
Ethernet 11, src: I . Dst:
Internet Protocol Version 4, Src: 192.168.10.11 (192.168.10.11), Dst: 192.168.10.1 (192.168.10.1)
Transmission Control Protocol, Src Port: 502 (502), Dst Port: 53101 (53101), Seq: 1, Ack: 26, Len: 12 _
= Modbus /TCP

Transaction Identifier: 14524

protocol Identifier: O Sy
Cengeh EERDEZRH S D

unit Identifier: 58

r RS
Function Code: write Multiple Registers (16) l/z’ \/Z

reference Number: 12288
wWord Count: €

0000 b8 6b 23 T8 1e 79 00 30 de 06 89 af 08 00 45 00
0010 00 34 ac 07 40 00 40 06 9 5f cO a8 0a Ob cO a8
0020 Oa 01 01 f6 cf 6d d4 36 3e 31 66 00 08 e 50 18
0030 3e 80 e6 d0 00 00 38 bc 00 00 00 06 3a
0040 (N0
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NI —RAFv 2 UEiER

I § sudn nmap —0 192 168311 1je— Z2xv S UTEEEkCHLT
Starting Mmap 647 [ http/ A nmaporg | at 201 7-03-27 2153 BT = 4=

rmass_dns: warning: Unable to determine any DMS servers. Reverse DMNE is disabled. Ty Eibﬂg(gn rﬂap’¢-£1--rg-5

using ——systerm—dns or spe cify walid senvers with —dns—servers
Mrap scan repart for 1921633111

Host is up (0000455 latency).
Mot shown: 990 closed ports
PORT STATE SFEWICE
135 tcp open msrpc

1359 tcp open nethios—ssn

445/ [ ft—d )

535-@2;3 T e | A=T 2 LTTNBIR— I~
48152 k w W
a9153/tcnopen unkawn | MACT7 RL-ZX. OSIRED

48154 tocp open unknown y »
40155 top open unknown 'l ﬁ*&b\{fg‘ané
48156/ tcp open  unknown

(40107 toporen unknown

MAC Address: 00002970 :FOAC (vilware ) |

CEWILE Lo, sorneral ponaase

Running Microsoft Windows 2008|7

OS5 CPE cpefomicrosoftwindows_sener 2008502 cpeo microsoftwindows_7:—

e A ol rne o ft e ieclowes 7 ocml crec S o mie e n £ ewe oo s 2

05 details: Microsoft Windows Serer2008 SP2, Microsoft Windows 7 SP0 — 5P, Windows
Server 2008 S, or Windows 8

Metwork Distance: 1 hop

D5 detection performed. Please repmart any incorrect results at http/  nmaporgsubmits .
Mrmap done: 1 1P address (1 host up) scanned in 72.44 sen:n:unds|
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BRI RIOVDHERIE  gorzmmoshAdcEE

— 20XXEE XXALF < (K#k1~30'A)

(IRE DFFEUH)

IWE(fER=NTBE B 1FFHD Web 5 hheE A

—hoge.com 80/TCP(HTTP) Sl WEECEAINTNS
B I (B SNBSS URL RIREIEN' S

— http://hogehoge.com/hog

e.php

B IRE(CERSNIZIEEN

IP 7 KL X

— XXX XXX XXX XXX (E$)
HTTPS
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