Japan Computer Emergency
Response Team Coordination Center

= -]
-0
om
2
o O

F*# WAND
31U 7-4 )X OFRGEENSHRDE

2018F2H7H
N2 RN AOOKRINEHT
R B8




(FU&IC

s ALY I3>ORNEIF, L RNAOOE=ZT )

n— . 7B (Cblack
T9,

\III

RIRENHLEREZITL. 2017F5H (CHREL

hat USA 2017 CARKRULIZED

« EREINIEMBYERIRICONTIE, BiEm(CHiEU

Ltﬂ (;ijkén CUL\E

S

» ECOEFHOMNY FTR—OEEZIBR TLD,
AR (CEEEEROIR Y I\@tﬂF—:L > URXITHE

L\, EERTDEDTIEDDEEA

Copyright © 2018 Trend Micro Incorporated. All rights reserved.



LY

A

107w

Axis I/0

End effector 1/0

(e.q., “open pliers”)

Controller

Operator
“move axis 1 30°

==
-
om
2
] w)

Copyright © 2018 Trend Micro Incorporated. All rights reserved. J’



il

Copyright © 2018 Trend Micro Incorporated. All rights reserved.



LY

Copy

ERAO/MNY NOOYFE

ERMEDHB3I 09520
N> AT I
PAN= I EEg oy

right © 2018 Trend Micro Incorporated. All rights reserved.



PROC main()

TPErase; -
trapped := FALSE; :
done := FALSE;

MoveAbs] p0O, v2000, fine, toolQ; | “*=
WaitRob \ZeroSpeed; ‘
CONNECT perslint WITH stopping;
IPers trapped, perslint;
CONNECT monitlint WITH monitor;
ITimer 0.1, monitlint;

WaitTime 1.0;

MoveAbs] pl, vmax, fine, tool0;

ENDPROC
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Brand

Belden
Eurotech
eWON

Digi

InHand

Moxa
NetModule
Robustel
Sierra Wireless
Virtual Access
Welotec

Westermo

TOTAL

Exposed
Devices

956
160
6,219
1,200
883
12,222
886
4,491
50,341
209

25
6,081

83,673

No
Authentication

1,160

2,300

135

220

1,200

5,105

https://documents.trendmicro.com/assets/wp/wp-industrial-robot-security.pdf
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