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ICS-ALERT-14-281-01E : Ongoing Sophisticated Malware Campaign
Compromising ICS (Update E ; 201658E12H9H)

https://ics-cert.us-cert.qov/alerts/ICS-ALERT-14-281-01B
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http://www.isightpartners.com/2016/01/ukraine-and-sandworm-team/
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B SANS-ICS, E-ISAC: Analysis of the Cyber Attack on the

Ukrainian Power Grid
https://ics.sans.org/media/E-ISAC SANS Ukraine DUC 5.pdf

B US.ICS-CERT: IR-ALERT-H-16-043-01AP Cyber-Attack
Against Ukrainian Critical Infrastructure (&R (XIEAFKER])
http://www.eenews.net/assets/2016/07/19/document ew 02.pdf

B E&E News: Inside the Ukrainian hack that put U.S. grid on

high alert

http://www.eenews.net/stories/1060040399
http://www.eenews.net/stories/1060040460
http://www.eenews.net/stories/1060040519

http://www.eenews.net/stories/1060040590 2015¢ &2016FD
'f BN ZLBIT

B Archer Security : Hackers struck again in Ukraine,

researchers say
http://www.archersecuritygroup.com/hackers-struck-ukraine-researchers-

say/ -
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RUSSIA NORTH KOREA

TARGETS: Electricity, manufacturing, mining, oil and gas, TARGETS: Light rail and electricity

railway DEMONSTRATED CAPABILITY: Penetrate
DEMONSTRATED CAPABILITY: Penetrate ICS operator ICS operator IT networks

IT and OT networks - 4 PRIMARY OBJECTIVES: Retaliatory strikes
PRIMARY OBJECTIVES: Geopolitically driven disruption against national adversaries

and destruction of infrastructure a RISK: Likely to conduct disruptive or

destructive attacks outside U.S., possible
disruptive or destructive attacks against
U.S. ICS operators

RISK: Likely to conduct disruptive or destructive attacks
outside U.S., likely to target U.S. ICS operators, unlikely
to cause disruption or destruction against U.S. operators

&

v
.
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CHINA

TARGETS: Manufacturing, electricity, light
rail, oil and gas, water and dam
DEMONSTRATED CAPABILITY: Penetrate
ICS operator IT and OT networks

PRIMARY OBJECTIVES: Traditional
espionage, support of national economic

IRAN

TARGETS: Electricity, water and dam
DEMONSTRATED CAPABILITY: Penetrate ICS operator

ITand OT networks interests through intellectual property
PRIMARY OBJECTIVES: Retaliatory strikes against theft, establish persistent access as
national adversaries, establish persistent access as contingency for future conflict
contingency for future conflict RISK: Highly likely to target U.S. ICS
RISK: Likely to target U.S. ICS operators, unlikely to operators, unlikely to cause disruption
cause disruption or destruction or destruction

5IF : Booz Allen Hamilton#t
https://www.boozallen.com/insights/2016/06/industrial-cybersecurity-threat-briefing
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http://www.lockheedmartin.com/us/news/press-releases/2016/april/collaboration-on-
critical-national-infrastructure-cybersecurity.html

B HA/)\—IRE(CLKB3IDDZFIUAZIEE
— A0S REEEPD65, 95, 1254 D -
W%Fﬁb\ﬂizi%én?, 6, 12:B[ICHIzD Integrated

Infrastructure:
_C'f Cyber Resiliency

in Society

— 900/5~1,300 B AWMEEDOREXT (T
805 ~1008 AN Dikat])f~F &
1573 ~33B8 AT DMMZESHN T+ > 1)L
=N

— BB IRRATRERICED
ESE(CRE T IEFHEZITTL20{E~850E/R> R

— T DESEEIDGDPDIRINF490{8~4420E/R> R
(2.3%4H5) Lockheed Martintthtar> Ty SA(CETE L THE

JPCERT CC°®

11 Copyright©2017 JPCERT/CC All rights reserved.


http://www.lockheedmartin.com/us/news/press-releases/2016/april/collaboration-on-critical-national-infrastructure-cybersecurity.html
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https://securityintelligence.com/attacks-targeting-
industrial-control-systems-ics-up-110-percent/
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http://www.jpcert.or.jp/ics/asset-owner-survey 2015.pdf
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B State of ICS Security Survey
https://www.sans.org/reading-room/whitepapers/analyst/2016-state-ics-
security-survey-37067
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http://www.jpcert.or.jp/ics/asset-owner-survey_2015.pdf
https://www.sans.org/reading-room/whitepapers/analyst/2016-state-ics-security-survey-37067
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B E(EN)-ISACHh5DEHRZE E(C
Rockwellft ' EEZ (CA—)L TESE .
[ Allenbradleyupdate.zip | &L\DM,EEBé? - )LHHED

TCL\D

—ETTBRESIHATT T EUTEME
Schneider Downs Information
B BEFEHOBF/EL Security Risk Advisory Services

Z:EH AIR GAPPED SCADA/ICS NETWORKS NOW THREATENED
FROM RANSOMWARE

* InJuly, Rockwell Automation issued an alert that
Ransomware malware posing as a Rockwell Automation
software update was distributed as
“Allenbradleyupdate.zip” posing as a legitimate Rockwell
Allen Bradley patch.

* |t appears this malware is targeting the electricity energy
sector. This is one of the first of its kind specifically
5|F : Schneider Downs targeting commercial utility systems. There are no
20165F8H18HE known victims at this time.

2% . http://www.rockwellautomation.com/ja_JP/news/news201604-KB799091-JA.page
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http://www.reuters.com/article/us-nuclear-cyber-idUSKCN12A10C
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http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
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http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
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Ralf Spennebergftll: PLC-Blaster: A Worm Living Solely in the

PI—C” S7-12 ém.u:u:(
https://regmedia.co.uk/2016/04/29/plc_87458745.pdf T

http://i.imgur.com/C6KeXBt.qif
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https://regmedia.co.uk/2016/04/29/plc_87458745.pdf
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FireEyeft : IRONGATE ICS Malware: Nothing to See Here...Masking Malicious Activity
on SCADA Systems
https://www.fireeye.com/blog/threat-research/2016/06/irongate ics malware.html
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https://www.fireeye.com/blog/threat-research/2016/06/irongate_ics_malware.html
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ISO/IEC 270003V —XIE#(L

ERCEDHA RS>

Vutl:;al:aulla_ldry Reguiaen‘:jent Guideline standards Sector-specific guideline standards L_':gr}grul-s ﬂﬁ?d
standa standards guideline standards
ISO/IEC 27001 ISO/IEC 27002 ISO/IEC 27010
ISRNEG Zr000 Information ___Code of practice for Information security management for ROIERTER |
Information security information security controls inter-sector and inter-organizational |
rnasnaa::guém'en t m an':tigement ' communications
5. systems -- ISO/IEC 27003 L
_ management system ode of practice for Information
et B ISO/IEC 27006 implementation guidance se% El ECFM{OIIS based on I?DIIEC
Requirements for QI iR prRrILINE-alns
bodies providing ISO/IEC 27004 organizations ISO/IEC 2705x | |_
audit and Information security
certification of management -- Measurement ISO/EC TR 27015
information Information security management
security ISOMEC 27005 guidelines for financial services
management Information security risk
syslems management ISO/IEC 27017 .
Code of I?ractlc;e \;ur blnfor[ri'natmn
ISONEC 27007 Security conirols based on
EEDC-';LEr% 2;322 Guidelines for information ISO/IEC 27002 for cloud services
3 Iicatan of security management systems
ISOMEG 27001 — auditing ISO/IEC 27018
Requirements Code of practice for protection of
ISO/IEC TR 27008 personally identifiable information (PII)

_Guidelines for auditors on
information security controls

in public clouds acting as PII
processors

ISO/IEC 270217
Competence requirements for
information security
management systems
professionals

ISO/IEC 27013
Guidance on the integrated
implementation of
ISO/EC 27001 and
ISC/IEC 20000-1

ISOAEC TR 27019
Information security mana%ement
guidelines based on ISO/IEC 27002
for process control sttems specific to

ity indu

the energy uti stry TXR)L+—

ISO/IEC TR 27023
Mapping the revised editions
of ISQ/IEC 27001 and
ISOVIEC 27002

ISOMNEC 27014
Governance of information
security

ISO/IEC TR 27016
Information security
management - Organizational
economics

25 Copyright©2017 JPCERT/CC All rights reserved.
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Health informatics -- Infarmation

security management in health using
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Achilles 216
Communications 22 135 (GE#LAH 294 472
Certification =1'1")
EDSA (ISA ISCI) 0] 5 9 11 13
UL CAP for ICS (UL) 0

2010 R DFREER MmN (ERagnar SchierholzEKS (C KB "Security Certification — A critical
review”(Ck3

B K[EISA Secure EHARDCSSCHEREEL TULVD
EDSA (Embedded Device Security Assurance)t4* UEIIE

http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices

EISASecure@ (: CSSCREEZIRT HVU—
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UL CAP for ICS

UL Cybersecurity Assurance Program for Industrial Control Systems
B ULIZ, Z2(CEHT MRz SERE LT REDEFESE
— 20125 FE TldUnderwriters Laboratories Inc.&UL\D
IEEFBHEE UTI00F A L DREESE

B CAP(Cybersecurity Assurance Program)@4H5H ([CFHE

http://www.ul.com/newsroom/pressreleases/ul-launches-cybersecurity-
assurance-program/

B H1)\— - F 31U ZEUL 29002 —XEFRE

http://www.ul.com/cybersecurity/

— UL 2900-1 : REEHER

— UL 2900-2-x : ZFERZ ERMmiER
— UL 2900-3 : #8# & T O RDHER
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5|A : FireEyett : Overload Critical Lessons from 15 Years of ICS Vulnerabilities
https://www?2.fireeye.com/rs/848-DID-242/images/ics-vulnerability-trend-report-final. pdf
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51 : NCCIC/ICS-CERT FY2015 Annual Vulnerability Coordination Report
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/NCCIC_ICS-
CERT_FY%?202015_Annual_Vulnerability _Coordination_Report_S508C.pdf
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Figure 9. Categories of all vulnerabilities reported to ICS-CERT. 5|/ : FireEyett

B ASARIED TR
B BRI IR 0 SN

B T OSEONESEST
38 ‘ Copyright©2017 JPCERT/CC All rights reserved. JPCE RT C C ®




ICSRmDiess1E(CRT SHRBEN

(HER : Kasperskytt)

1997
2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015

57417
26142

A A=Y MVS

777t A BJgeia
ICSR mEN(E 5!)

Sunny WebBox Hard-Coded Credentials _ 11904

(VE-2015-1015 and CVE-2015-0Y8/ in Omron CIZM

PLC devices I 42

Hardcoded credentials in Westermo Falcon and Lynx I 161

I- 25 United States
m 5 Germany
. 12 ICS%%T@%&“E Spain I 11264
11 Py -
.. HESSIEAFER DR ey 72
-59 Canada M 5413
m s Japan I 5193
R Austria N 4204
= O Belgium M 3850
— 19 e Norway mmm 3611
a2 Metherlands MR 3606
I ] 58 Sweden HEE 3540
e | S 1 Australia =W 3018
e | SO United Kingdom mm 2924
0 50 100 150 200 Czech Republic mm 2805
Taiwan EE 2798
Switzerland HE 2676
Chile mm 2561
Russia BE 2302
Poland ®m 32265

= High risk level

Medium risk level

79
(42%)

= Low risk level

NRSNIZHESTEDFENNRA

39 ‘ Copyright©2017 JPCERT/CC All rights reserved.

Adcon Telemetry AS40 multiple vulncrabilitics | 57

Siemens SIMATIC $7-300 CPU DoS | 54

B4

https://securelist. com/anaIyS|s/publlcatlons/75343/
industrial-cyberse

J PCERT g


https://cdn.securelist.com/files/2016/07/blogpost_ICS_01.png
https://cdn.securelist.com/files/2016/07/blogpost_ICS_06.png

IessEDSEICDONWTIEBHAS < BEVWREBELE

B OV ES RO RERBOEAEE
—FIZ(E, BEREBADTIAIE - JXRXT— ROHTE
SCADAPass :
ARENNICSRR(ICHITDI00 EDOHBEH#=—EBERTINEK

http://www.darkreading.com/endpoint/researchers-out-default-passwords-packaged-with-ics-
scada-wares/d/d-id/1323755

B COFAEHEEESBRESTRICHD DT
Zero Day Report

http://cybersecurityventures.com/zero-day-vulnerabilities-attacks-exploits-report-2017/
— LA DBl T DRI DS E
B BEOMCRO—F>J8 : 1,100(817
— A=T> VY= - O— RANDIKFHEDEED
BERADFITUS—23>TEI— ROIEINA-T> - V—REEK
B 2017ERFFRCE=ZIVS 3> - JUST o DIVIERY T DT 77MD99%
Ht
FA—=T > - V=ABEEKDI— RZEL (VmwarettBIHLRDFH)

40 Copyright©2017 JPCERT/CC All rights reserved.

JPCERT CC°®


http://www.darkreading.com/endpoint/researchers-out-default-passwords-packaged-with-ics-scada-wares/d/d-id/1323755
http://cybersecurityventures.com/zero-day-vulnerabilities-attacks-exploits-report-2017/

IN—ROIT7 EDRERBACHT DB EFES

B PLCICHEEEH SN TLVBSoCICDLT
IOE> DFREBRZESHRI D EICKD
PLCOEMEZ HEZNE T DR ENATEE
Ghost in the PLC Designing an Undetectable Programmable

Logic Controller Rootkit via Pin Control Attack
https://www.blackhat.com/docs/eu-16/materials/eu-16-Abbasi-Ghost-In-The-
PLC-Designing-An-Undetectable-Programmable-Logic-Controller-Rootkit-

wp.pdf
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How to Fool an ADC Or how to hide the destruction of a
turbine with the help of DSP

https://www.blackhat.com/docs/eu-16/materials/eu-16-Gonzalez-How-
To-Fool-An-ADC-Part-11-Or-Hiding-Destruction-Of-Turbine-With-A-Little-

Help-Of-Signal-Processing.pdf
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SANS 2016 State of ICS Security Survey
(201656 R)

https://www.sans.org/reading-room/whitepapers/analyst/2016-state-ics-security-
survey-37067
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http://www.|pcert.or.|p/ics/asset-owner-survey 2015.pdf
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http://www.ipa.qo.jp/security/fy20/reports/ics-sec/index.html
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— NIST SP800-167 : Guide to Application Whitelisting
(20152F10H)

http://csrc.nist.gov/publications/drafts/800-167/sp800_167_draft.pdf

— DHSH'56R—MER (20155 12H)
https://ics-cert.us-cert.gov/sites/default/files/documents/Guidelines for Application
Whitelisting in Industrial Control Systems_S508C.pdf
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B Cybersecuring Healthcare Building Control Systems
https://ics-cert.us-cert.gov/sites/default/files/ICSIWG-
Archive/QNL SEP 16/NIBS 0816 Cybersecurity Chipley Reprint S508C.p
df

M Deploying ICS Security in a Right Way
https://ics-cert.us-cert.gov/sites/default/files/ICSIWG-
Archive/QNL SEP 16/ICSJWG Daniel Ehrenreich September 2016 S508

C.pdf

M ICS CYBER SECURITY
https://ics-cert.us-cert.gov/sites/default/files/ICSIWG-
Archive/QNL SEP 16/An Integrated Approach to Protecting Industrial Co
ntrol Systems S508C.pdf

B The Perfect Storm Solving critical infrastructure

challenges by evolving today’s IP networks
https://ics-cert.us-cert.gov/sites/default/files/ICSIWG-
Archive/QNL SEP 16/The Perfect Storm Final S508C.pdf
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— Email : pr@jpcert.or.jp
— Tel 1 03-3518-4600
— https://www.jpcert.or.jp/
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— Email : info@jpcert.or.|p
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— https:/lwww.jpcert.or.jp/ics/ics-form

JPCERT CC°®

47 Copyright©2017 JPCERT/CC All rights reserved.



mailto:info@jpcert.or.jp
mailto:icsr-ir@jpcert.or.jp

CRES DR ES VX UIE

JPCERT CC°®

48 Copyright©2017 JPCERT/CC All rights reserved.




	制御システムセキュリティの�現在と展望 2017��この1年間を振り返って
	概要： ICSでもサイバー脅威が顕在化
	スライド番号 3
	外部からのサイバー攻撃が重要インフラに打撃
	サイバー攻撃によるウクライナの停電の概要
	2015年12月の�ウクライナの電力会社へのサイバー攻撃の経過
	攻撃に用いられたマルウェア
	ウクライナの地政学
	[参考資料] サイバー攻撃によるウクライナの停電
	重要インフラに対する外国からのサイバー攻撃
	ICSへのサイバー脅威 (Booz Allen Hamilton報告書より)
	英国で電力網へのサイバー攻撃を想定した社会的被害予測
	ICS網内での攻撃検知数が前年比倍増
	ICSに対するサイバー攻撃者の分類 (NIST SP800-82)
	サイバー・セキュリティ・リスクの実態は？
	(ブラジルの場合) �ICS環境でのインシデント件数の経年変化
	ICSを狙うランサムウェア
	ブラジルでのICSのランサムウェア感染事例-1
	ブラジルでのICSのランサムウェア感染事例-２
	サイバー攻撃で原子力発電所の運転が中断
	インターネットを利用した遠隔制御がDDoS攻撃で使えず
	研究者がPLCワームを試作
	ICSを狙って作られた不思議なマルウェアIronGate
	スライド番号 24
	ISA/IEC 62443シリーズ標準化(2016年は動きなし)
	ISO/IEC 27000シリーズ標準化
	ICSセキュリティに関する認証
	コンポーネントに対する認証に関してはAchilles認証が独走
	UL CAP for ICS
	システムに対する認証をドイツTÜV SÜDが付与
	ICS製品の開発プロセスに対する認証
	ICSの運用管理に対する認証
	Industrial Internet Consortiumから�セキュリティ・フレームワーク
	スライド番号 34
	ICS製品の脆弱性報告数の推移
	米国ICS-CERTが公表した脆弱性アドバイザリ数
	米国ICS-CERTが2016年に公表した脆弱性アドバイザリ数
	脆弱性の取扱いの成熟度が向上
	ICS製品の脆弱性の種類
	ICS製品の脆弱性に関する調査資料
	脆弱性の今後については明るくない見通しも
	ハードウェアとの境界部分に対する新たな攻撃手法も
	スライド番号 43
	2016年前後に発行された調査資料
	2016年前後に発行された技術的な参考資料
	米国ICS-CERTリプリント資料
	JPCERT/CCが提供するICSセキュリティ関連サービス
	スライド番号 48
	スライド番号 49

		2017-03-22T17:42:23+0900
	Japan Computer Emergency Response Team Coordination Center




