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Seven Strategies to Defend ICSs

Implement Application
Whitelisting — 38%

500{+12/E —~ EREE (= >
fRIETEZEIS

Implement Secure Ensure Proper
Remote Access - 1% Configuration/Patch
"‘ Management ~ 29%
'.Ag
N A Reduce your
/ A Attack Surface
' Area - 17%

Monitor and y
Respond - 2%

Manage Build a Defendable
Authentication — 4% Environment - 9%

https://ics-cert.us-cert.gov/Seven-Steps-Effectively-Defend-Industrial-Control-Systems
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Implement Application Whitelisting
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B Whitelist & Blacklist (Anti-Virus) DAL
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http://nvlipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-167.pdf
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Ensure Proper Configuration/Patch Management
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Ensure Proper Configuration/Patch Management

Ny FEH LEFEEEEHE
BAHARRFIAT

https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/RP_Patch_Management_ S508C.pdf
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58
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Vulnerability Footprint 4

- Impact Impact to Business
Identify - Exposure Needs and
Vulnerability and - Deployment Operations

Available Patch - Simplicity
Analyze Risk | BR 2 E
YES NO . NO
: ' Work Around Operational Patch
| Continue OpEratJnns/; » > Available? > Needs > Risk » Immediately |
A -
N0 ¢YES . Routine
- | Scheduled Patch

|
Document Patch
|"

20 Copyright©2016JPCERT/CC All rights reserved.

JPCERT CC°®



Ensure Proper Configuration/Patch Management
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IT, Process Engineering,
Operations, Senior Mgmt
(Configuration Control Board)
determine immediate patching

necessary
. Create Archive Backup
. Test alternativeiwork . Test Patch on Testbed/
around simulator for function/
- Deploy alternative Awork compatibility
® Deploy patch on backup/
arounds standby units

. Test patched unit

System Operational

. Test for functionality .
fal \ / p
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Swap into production
Patch former production
units

Update configuration
management plans

l

Continue
Operations

JPCERT CC°®



Reduce your Attack Surface Area
WEDERAOZRST
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M Data Diode
Control System Security Zone Business Security Zone
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< Signature Infrastructure | .
' Data Diode Photo Photo .
Control System Sotnio Emitter Detector No Business
Data Diode Data Diode !
Hardware Hardware
’ o Data Ignored
One-way Transmission
Fyear 2 ! Error Logged
' Limited by Physics
- ! Data Diode
' Software

https://techsupport.osisoft.com/Troubleshooting/KB/KB01099
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Build a Defendable Environment
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Manage Authentication SBsiFEs iR
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Implement Secure Remote Access
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Monitor and Respond =AU >4 &
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