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http://www.sonicwall.com/docs/2015-dell-security-annual-threat-report-white-paper-15657.pdf
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The search engine for fthe Internet of
Things

Shodan is the world's first search engine for Internet=connected
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Explore the Internet of Things See the Big Picture . e
Use Shodan to discover which of your devices Websites are just one part of the Internet. There port 502 BR | wEEA
are connected to the Intemet, where they are are power plants, Smart TV's, refrigerators and Protocols
located and who is using them. much mare that can be found with Shodan!
Name Records Port wiki
Monitor Network Security Get a Competitive Advantage Siemens 57 port-102 Vikipedia
Keep track of all the computers on your network Who is using your product? Where are they Modbus port:502 Wikipedia
that are directly accessible from the Internet. located? Use Shodan to perform empirical .
Shodan lets you understand your digital market intelligence. FC B0870-5104 [RIE JPEEE
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EtherNet/IP pori:44818 TCP 44818 Wikipedia
BACnet port-47808 Wikipedia
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* 10day
* 1 Clueless user

* Repeat until done

* No security
"<> Move freely

s

- "Exploit pack

* AntiVirus and patch management i
* Database links
* Backup systems
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Modern IT hackmg ¥

i 1 -
e R

O Select a vulnerability from the list of
ICS-CERT advisories

J Scan Internet to locate vulnerable
devices

O Exploit

SCADA Network

E. Leverett, R. Wightman. Vulnerability Inheritance in Programmable Logic Controllers (GreHack13)
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ISO/IEC 270003U—X (ISMS)

B 27000:2014 — 2015%FcRETHRFEITTE
Information security management systems - Overview and
vocabulary

m 27001: 2013
Information security management systems — Requirements

M 27002 : 2013
Code of practice for information security controls

B 27009 (FE1THEZE2016%)
Sector-specific application of ISO/IEC 27001 — Requirements

M TR 27019: 2013
Information security management guidelines based on
ISO/IEC 27002 for process control systems specific to the
energy utility industry
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Patch state definition
The patch has been provided by a third party or a
IACS supplier but has not been tested.

The patch is being tested by a IACS supplier

The patch has failed the testing of the IACS supplier
and should not be used until.

The patch has been tested and is not considered
related to IACS use.

The patch has passed testing by the IACS supplier.
The patch is released for use by the IACS supplier or
third party, or the patch may be directly applicable by
the asset owner for their internally developed
systems.

The patch is being tested by the asset owner testing
team.

The patch has failed internal testing or may not be
applicable.

The patch is released by the asset owner and meets
company standards for updatable devices or by
inspection did not need testing.

The patch is posted by the assist owner for use.

The patch is installed on the system
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