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Notice

B These training materials are used for "Security Camp
2015" in Japan

— Security training program for students to discover &
nurture young talent

— https://www.ipa.go.jp/jinzai/camp/ (Japanese only)
B The training course consists of the following 2 parts

— Malware, Malware analysis basics, Static analysis basics
M Learning basic knowledge for malware analysis

— Malware analysis

B Understanding details of malware samples using static
analysis method

B The training mainly focuses on 32bit Windows malware
B Some slides have display problems due to animation

B Any gquestions and comments are welcome
—Please contact us at aa-info@jpcert.or.jp
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Agenda

B Malware Basics
B Malware Analysis Basics
B Static Analysis Basics
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Objectives of This Session

mm Understanding malware

e \What malware is

e \What malware does

e Malware trends

= Typical prevention/response methods

Understanding malware analysis

e What malware analysis is
e Malware analysis methods
e Static analysis techniques
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Malware Basics




Definition

Malicious Software

B Broader in concept than a computer virus

—Virus, Worm, Trojan Horse, Rootkit, Bot, DoS Tool,
Exploit Kit, Spyware
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Malware Purpose

Mischief

e Crashing a system
e DoS

For Profit

e Havoc via DDoS

, ® Sending Spam

e Visiting affiliate sites

_ Others

' « Stalking
e Self-assertion

JPCERT CC°®

6 ‘ Copyright©2015 JPCERT/CC All rights reserved.



For Profit

Selling

e Sensitive information
e Malware, malware builder

Sending spam emails

e Rental business

DDoS

e Blackmalll

Affiliate

e | et user access to the site using malware

7 ‘ Copyright©2015 JPCERT/CC All rights reserved. ' JPCERT CC g




Growth of Malware

Mischief,
Concept code

\./

Worm,
Trojan,
Backdoor For Profit

Bot

Virus

(underg round)
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Infection Method

{ Software u

e Attack software vulnerabilities
e 0OS, Office, Browser
e Make machines to execute malware

{ Human —

e Trick users to execute malware

e provide a line about software
contents

e camouflage an "icon"

®) ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCER’I‘ CC@




Exploiting Software Vulnerability

Execute
Vu Iﬁgrac":tcbkility arbitrary
code
e Buffer overflow, e Shellcode for
etc. malware
e Take control execution
and execute e Malware

arbitrary code
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Malware Attack VVector

B Vulnerability, Social engineering
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Malware Behavior

B Can do anything on the infected machine
—Within the limits of infected user's privilege

4 @ N

Reglstry

‘4—\

File

Process/Serwce /
Internet

12 ‘ Copyright©2015 JPCERT/CC All rights reserved. ' JPCERT CC g




Malware Behavior: Installation

Create main module

e download, creation

Copy / Delete itself

e copy to the system folder

Run after reboot

e registry entry related to Autorun
e Startup folder
e register as a service
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Malware Behavior: Modifying System

Disable security features & &

e \Windows Firewall
e Windows Update

Avoid security programs & &

e Anti-Virus software
e Analysis tool

Hide Itself

e modifying other processes

14 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC 4




Malware Behavior: Main Behavior

Steal iInformation

e read registry entries / config files
e key logging, packet capture

e connect to C&C servers
e execute commands

e attack other machines

15 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC 4




Ilmportant Points

Network activity Is important

e Attackers need to take out information for
profit

e Able to recognize damage by analyzing packets

Do not trust infected machines

= Possibility of data falsification

e Such as anti-virus software results on infected
machines

e Recommended to re-install Windows

e Preventing malware infection is the most
Important
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MALWARE EXAMPLE
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Targeted Attack

-

&

18 ‘ Copyright©2015 JPCERT/CC All rights reserved.

Looks like
normal
Excel file

From®©o o
Subject: Personnel
reshuffle

There was a personnel

reshuffle.
See the attachment file

Exploits
vulnerability
In Excel

" JPCERT CC°



RAT

B Remote Administration Tool/Trojan
—Often used for targeted attack

test1 [127.0.0.1]1 - Poison Ivy

@ Information Mty 5 2 L 9 Pro
=" Managers ' ;
=3 () Files Image Name Path PID Image Base Image Size  Thieads CPU
8 Search [ Spstem Id... 0 00000000 00000000 1 94
ab) Regedt [ System 4 T 0 2
[ant Search #[5] smssexe  \SystemBoot\System32\smss.exe B20 43580000 DoooFooo. - 3
%! Processes B-ml csrssexe | AIACAWINDOWShsystem32\csrss exe 692 00005000 -I
g2 Services # [ winlogor... '\W\E WINDOW/Shsyster % Refresh 71E I:I1 EIDDDDIJ 0007E000 0
—% Devices # [ services... CAWINDOWS\system32\ + Show Modules 760 01000000  0O0O1CO00 13 1
ill rtaled Aoplestions 5[ lassere  C:AWINDOWS\system32\ [ Save To File 772 01000000 0000000 20 0
& Tooks #- [ svchoste.. CAWINDOWS\system32\ X Kill Process 932 01000000  00DDEOOD 17 0
38 Relay # [ svchoste.. CAWINDOWS\system32h 1008 01000000  QOOOEOOO 11 0
&% Active Ports [ svchoste.. CAWINDOWS\System3zy W Suspend Process 14115 010p0000  0000B000 57 0
B Remote Shel # [ svchoste... E:\MNDDWS'\systcmEE’KH 1256 01000000  OQOOODEOOO 6 1]
7 Paszword Audit # [ svchoste.. CAWINDOWS\system32\svchost exe 1346 1000000  OOOOQBOOD 14 0
|='_- Cached #- [ spoolsv.e.. CAWINDOWS\system3I2\spoolsy. exe 1448 01000000  OOOM0OOOD 11 1]
& NT/NTLM Hashes B[ algexe  CAWINDOWS\System32\alg.exe 492 01000000  0OOODOOO 6 0
- Suli?";‘::less # [ explorere.. C:AWINDOWSAE xplorer EXE 1088 01000000  QOOFDOOD 13 2
B 5 Key Logger #- ] weentiye..  CAWINDOWS\system32\wscntfy. exe 1396 01000000  OOOOEOOO 1 1]
o Audio Capture # [ procesp... CA\Documents and Settings\user\My Documents\tool.. 1976 00400000 00330000 4 0
M Screen Capture #5 wuauche.. CAWINDOWS'system32iwuauct exe 440 00400000  0OOTDOOO 3 0
&l Webcam Capture # [ svchoste.. CAWINDOWS\system32\svchost exe 1368 01000000  QOOOEODD B 1]
i Pluging #- [ Adobe_U... C:\Program Files\Common Files\Adobe\UpdaterG\&d... 1720 00400000  O0026E000 3 0
B Administration @[] Poison lv.. C:\Documents and Settings\user\¥24 bo7 \Poison lv.. 1520 00400000 00001000 6 0
¢ EdtiD [ fieforexe  CAPROGRA~1\MOZILL~1\FIREFOX EXE 876 00400000 (00762000 5 0
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Banking Trojan

B Attempts to steal users credential of the Internet
banking

—Inject additional input form on the web page

U
Controller
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Web-based Attack

B Attacking web browsers or add-ons

1. Inject malicious JavaScript
into web contents

2. Redirects to an attack
site in background

Informatlon theft

L
Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC ®




Ransomware

B "All your important files are encrypted!"

Encryption key,
URL to lead Tor

Intimidation
message

Delete after
encryption
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Android Malware

B Re-package popular legitimate apps
—Distributed through

M 31 party market
B Android Market

SRl
o

7.

I oy i .High Scores |

Steal contact information
In background
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MALWARE TRENDS
IN JAPAN

24 Copyright©2015 JPCERT/CC All rights reserved
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Banking Trojan

B ZeuS, Citadel, Gameover were over

Vawtrak Tsukuba

Blgle[2)% Chthonic
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Ransomware

B Spread through Drive-by-Download attack

https://isc.sans.edu/forums/diary/Angler+exploit+Kkit+pushes+new-+variant+of+ransomware/19681
n » InfoSec Community Forums

[ ¥ -
- _~" Keyword, Domain, Port, IP or Header m

Contact Us

Diary JPCERT-AT-2015-0015
Angler explo JPCERT A

Podcasts
Z015-05-26
Jobs

Mews introduction <<¢ JPCERT/CC Alert 2015-05-26 >>>
The Angler exploit i
Data Angler EK pushing A

a popup window tha Sy r.:' I Tﬁ&%l :E'aa_ %EEE@E

Tools

FORUMS

Auditing

Diary Discussions
Forensics

General Discussions

Industry News

MNetwark Security

https:/fwew.jpcert cor.ipfat /20152t 150015 . htnl

a8 | e

JPCERT/CC T3, WWhkhas LT F&F NS TP FERET.
D 77 A ILEFES{EL., EE0AI RS TENRT 2RO ET B
WAL TIET,
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Targeted Attack: Watering Hole Attack

B A case of compromised site for a media player
update

) IP address check
Update Server
. H ,|r m( &@
s

p
Another
site

Automatically install malware

27 ‘ Copyright©2015 JPCERT/CC All rights reserved. ' JPCERT CC @




CloudyOmega/ZBlue Termite

P
Attack infrastructure (affected sites, affected VPS servers)
| ~.L| Outside of Japan

Targeted email Mass emai
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ANTI-MALWARE
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Typical Malware Prevention

'Fix vulnerabilities

e Update OS & software

e Configure security options for OS &
software

‘Use anti-virus software

e Possibly false results

Do not open a file without confirming

e Beware of social engineering

30 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT‘ CC®



Typical Response

Disconnect network connection first

“« To stop information leakage & attack
to outside

Re-Install OS

. Basically malware can do anything on
Infected machines

Recurrence prevention

. Identify & fix up the cause of infection

31 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC®



Worldwide Activity

Botnet takedown

e Microsoft, FBI, anti-virus vendors, etc.
e Major activities

e Rustock takedown

e ZeroAccess takedown

e Citadel takedown

Convention on Cybercrime

e Drawn up by the Council of Europe

e Convention for co-investigation of cyber
criminals

32 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC 4




Malware Analysis
Basics




Who Analyzes Malware?

CSIRTs

Security product developers

Security service providers

Anti-malware researchers

b

Software developers

b

Law enforcement

34 ‘ Copyright©2015 JPCERT/CC All rights reserved.




Why Analyze Malware?

Incident response

Product development/improvement

Signhature creation

Cutting-edge countermeasure

Vulnerability analysis

Criminal arrest

JPCERT CC°®
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Malware Analysis Method

Environment Setup
Malware collection

Surface analysis

Runtime analysis

Static analysis
36 \ Copyright©2015 JPCERT/CC All rights reserved. ' JPCERT CC ®




IMPORTANT POINT
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Security 1s a Key for Success

Analyze malware with great care —

L -4

e If you make a mistake, it may bring serious
consequences

Develop environment with great care —
e Pay great attention to environment for malware
download and analysis

" Publish results with great care —

~ ~

e Take great care in publishing details of malware
e e.g. O-day vulnerability

38 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCER’.[‘ CC@




Sample Analysis Environment

Download Environment

Real time filtering

/ Dedicated network\ Analysis Environmena
write- (NN Q
protected } 41 & \ a clean
39 \ Copyright©2015 JPCERT/CC All rights reserved. ' JPCERT CC ®
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SURFACE ANALYSIS
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Surface Analysis

B Retrieve surface information from targets without

execution
|
I ) I I By P I B Fic I
Anti-virus
Hash value File type Strings software
results
|
[ |
4 -\l N 4 -\II N 4 -\II N ( -\II N
: Analyst's Tool Vender's
VirusTotal blog information database
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Runtime Analysis

B Execute malware and monitor its behavior
—Difficult to reveal "all" of malware’s behavior

4[ Manual Analysis }

e Use monitoring tools on analysis
environment

e Sysinternals suite, etc.

4[ Automation

e Use sandbox system
e Free / Commercial products
e Can reduce analysis time

42 Copyright©2015 JPCERT/CC All rights reserved. JPCER’I‘ CC 2




Runtime Analysis Environment

B Dedicated and isolated network/system
—Native or Virtual (VMware, etc.) BINS
HTTP
HTTPS
FTP
The Internet , d IRC
SMTP
POP3
etc.

wfll Netcat

Internal
Network

Analysis Machine Fel S EA

43 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC 4




44

What Static Analysis Is

B Reading code in binary file and understanding its

functionality
—Takes a long time
—Requires deep and broad knowledge
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ANALYSIS PROCESS
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Analysis Process Comparison

OVERVIEW,

OULPUL

Retrieve surface
information from
targets without
execution

- Hash values

- Strings

- File attributes

- Packer info

- Anti-virus
detection info

Low

Low

46 ‘ Copyright©2015 JPCERT/CC All rights reserved.

RURGImMe

2hialy/SIS
Execute
samples and

monitor its
behavior

Activity of
File system
Registry
Process
Network

High

StatiC

—

2haly/SIS

Read codes in
binary files and
understand its
functionality

Malware’s

functionality

e.g.

- Bot commands

- Encode/decode
methods

High




Malware Analysis Flow

Runtime Static
analysis analysis

Surface
analysis

v

. Summarize
Result

y

Yes

Yes

End
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Static Analysis
Basics




Ilmportant Points

=l NO Need to know all of malware

e You need much time for static analysis

sl Need much knowledge/experiences

e Need
e OS knowledge
e Assembly basics
e Efficient reading technigues
e Anti-analysis techniques
e \We have to continue studying
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Disassemble & Decompile

B Binary -> source code

:DEI;I;% ';EI-}.JII '[ll IH4|:1£H|M3TN[.E r-:'r;li.L!:::{Eﬁﬂ_;ﬁir‘:\sk._.:ﬁ-?-;u? I:r'E-,T_IE?r,.Fr
s ..I e il RTStar it
3B EC T P
31 EC 04 01 00 00 Iohesered = Smed phr 10
a3 70 0C 07 psh e
4 06 _
43 [ Dlsassem b I e ?DUL _stdcall DI IMain(HIMNSTANCE hinstOLL,
9 et T o unsigned _int8 #kwd; A/ eax@3
e 1000 14ER: GO0 YFEF: D Iaint, s, )40t igned _ intd wb; A 4
e e CHAR Filename; /7 [spdh] [bp-104h708
e |c-br¢1 _
68 04 01 00 00 e reired et ]
o0 85 FC FEFF P Decomplle
G& 00
FF 15 20 60 00 10 Wio= _mbsincvd);
a0 2K FC FE FF FF i{f ( _mbscmp (5, (const unsizned |
6A bC vB = (unsigned int)GetKevboardlavou
1l if b == 1033 )
ES 83 01 00 00 {

sub_1000126C0);
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Debugging

B Read assembly code while executlng step by step

* - [CPU - main thread, module test] a > & s " » l-: (S |
@ File View Debug Plugins Opfions Window Help -5 %
Bldx| »n] s k1 A s L|E|M[T|wE|[c|/|K[BIR|..[5] iZ|iE?]

iddress |Hex dunp Disassenh |y Comment ~|Registers (FPU) < £ < £
[EMEAT]  E5 /C030000  |GALL test 00401663 Eii 77483665 kernel32. BaseThreadInltThunk

004012E0 | E9 BIFDFFFF  [JMP test.00401045 ECY 00000000

004012F2 | 8BFF MOV EDT,EDI EDY 004012E8 OFFSET test.<ModuleEntryPoint>

004012F4| 55 PUSH EBP EBY FEFDEOOD

004012F5| BBEC WOV EBPLESP ESP OO18FFAC ASCIT “wBHw™

004012F7| 8B45 03 MOV E&X,DUORD PTR 55:[EBP+8] r|EBP 0018FFa4

004012F4 | 8BOD MOV E&X,DYORD PTR DS:[EAX] —[Es1 oooooooo

004012FC| 8138 B3736DED [CMP DWORD PTR DS: [E4X],E0BDTAE3 EDI 00000000

00401302 (. 75 24 JNZ SHORT test.0040132E )

00401304| 8378 10 03 |CMP DWORD PTR DS:[EA¥+10],3 Bl T0A0ZEY test -LisduleEmt P it

00401308 | 75 24 JNZ SHORT test.0040132E C 0 ES 0028 32hit OCFFFFFFFF)

00401304 | 8B40 14 MOV EAX,DWORD PTR DS:[EAK+14] P 1 0§ 0023 32hit OCFFFFFFFF)

00401300| 30 20059319 [CMP EAX,13330520 & 0 55 002B 32hit OCFFFFFFFF)

00401312(. 74 15 JE SHORT test.00401529 71 D5 0028 32hit O(FFFFFFFF)

00401314| 30 21059519 |[CMP EAX,13930521 § 0 FS 0053 32bit FEFDDOOO(FFFY

00401319, 74 OF JE SHORT test.00401329 T 0 G5 0028 32hit OCFFFFFFFF)

0040131B| 3D 22059319 [CMP EAX,13330522 DO

00401320, 74 07 JE SHORT test.00401529 00 LastErr ERROR_SUCCESS (0000000M)

00401322 30 00408801  [CMP EAX,1394000

00401527 | 75 05 N7 SHORT test.0040159€ EFL 00010248 (NO,NE,E,BE,N3,PE,GE,LE)

00401329| ES DEO30000  |GALL <JMP.ZMSYCRIODO.7terninate@eyiiizs ST0 empty 0.0

00401326 3300 HOR EAX,EAY ST1 empty 0.0

00401330| 5§D POP EBP 512 empty 0.0

00401331| ¢2 0400 RETN 4 873 enpty 0.0

00401334| 68 F2124000  |PUSH test.004012F2 574 empty 0.0

00401339 | FF15 24204000 |GALL DWORD PTR DS :[<4KERNELSZ:SetUnhand| kerne |32 .3etUnhand ledExceptionF it |5T5 enpty 0.0

0040133F | 3300 KOR ERX,Ed% STE empty 0.0

00401341 €3 RETN ST7 empty 0.0

00401342 |- FF25 90204000 [JHP DWORD PTR DS:[<AMSVCRI00. amsg_exit{MSYCRIO0. ansez_exit 3210 ESPUOZDI

00401348 BA 14 PUSH 14 FET 0000 Cond 00O0 Err0000D0O000 (GT)

O0And =48 B Fae1 000 PUSH teoct O0A0X1FS i FCW 027F  Prec MEAR,53 Mask 111111

0040166R9=test .00401669 |
criexe.ct3B1.

tddress |Hex dump AEGIT =+ T7483677 |RETURN to kernel32.77483677 -
00403000 |FF FF FF FF|FF FF FF FF|00 OO0 00 0000 00 00 00| - - -[gf0078FFE0 ) 7EFDE0DD

00403010 |FE FF FF FF |01 00 00 00|4E EG 40 BB B! 19 BF 44| - . |0D18FF34)OOTEFFD4

00403020 |00 00 00 00|00 00 00 00{00 0O 00 00|00 00 00 O0)...... OOTEFFHE || 77E49042 |RETURN to ntdl|.77E93D42 |
00403030 |00 00 00 00|00 00 00 00{00 00 00 00|00 00 00 O0)...... OOT8FFAC) | TEFDEODD

00403040 |00 00 00 00|00 00 00 00{00 00 00 00|00 00 00 00)...... O018FFAD | 7EVEZ333 |
0040305000 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00...... 0016FFA4|{ 00000000

ONANSNRN N0 00 00 00 lon 0n i nonn_nn o0 00 o0 o0 _on_non QO1E8FFAS [l 00000000

51 Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC 4



Static Analysis Flow

1. Manual

Unpacking

Yes

Yes

2. Decompile

3

Disassemble,
Debugging
|

v
g Result

.
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Static Analysis Tools

Category

Disassembler BTaYN Dlsasse_mbles more than
50 architectures

HeXx-rays X86/ARM binary to C
Decompiler source code

Decompiler VB Visual Basic binary to
P Decompiler Visual Basic source code
.NET .NET binary to .NET
Reflector source code
World famous x86
Qlb7elee debugger

Debugger

lmmunity Python familiar x86
Debugger debugger
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Static Analysis Basics

1. Manual
unpacking

A

Focused on
“"Dissassemble™

only
3. <. becompile
Disassemble,

Debugging
' g Resuit_
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INnteractive DisAssembler

B http://www_hex-rays.com/idapro/

—3 versions are available

Ver. 5.0
Ver. 6.8 demo

Version Ver. 6.8 Ver. 6.8

589USD/User « 1129USD/User
879USD/Comp +« 1689USD/Comp
uter uter

Free

e Supports up to
50 processes

« Can analyse
files for 64 bit
platforms

55 Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC >

Supports up to

SCEIN[EI » Old or limited
20 processes



http://www.hex-rays.com/idapro/

ASSEMBLY BASICS
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Components of Computer System

CPU

Control
Unit
Arithmetic
Logic Unit

Input
Device
(Keyboard...)

Output Main Storage
Device _ Memory
(Display...) (DRAM...) ‘ (HDD...)

57 | Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC°



CPU Operation

0x0Q000000 M emo ry
Fetch & Decode
read CPU instruction from -
CPU Memory ”
55
8B EC
Control 81 EC 14 01 01 00 00
Unlt \J FF 15 28 70 40 00
68 05 01 00 00
ALU 6A 00
68 88 B7 40 00
RegiSterS — E8 29 0B 00 00
83 C4 0C
Accumulator Counte Execute 68 05 01 00 00
. execute CPU instruction G0
Stack Pointer Flags using Registers oD 85 FO FE FF I
Program Counter >0
) ) E8 13 0B 00 00
L next instruction address ] 83 C4 0C
OXFFFFFFFF
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Compiling Source Code

int main(){
int a,b,c;

Binary file includes
CPU iInstructions

O T o
I Im
QN

+
(@p

(Machine Code)

printf("'Answer is %d¥n", c);

return O; ) .
Executable file

C:¥Test>add.exe
Answer is 3.

C:¥Test>_

Execute CPU
Instructions
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Disassemble

B Machine code to assembly code (human readable)

05

5B EC

51 EC 04 07 00 00
g3 70 0C 07

74 06

33 L0
9
CZ2 0C 00

ba 04 07 00 00

o0 85 FC FE FF FF
ol

G4 00

FF 15 2C &0 00 10
o0 85 FC FE FF FF
B4 5C

ol

ES 83 01 00 00
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: BOOL __stdeall DIIMaintHINSTAMCE hinstDLL, DWORD 1 dwR
Proc near : CODE ®REF:

Dl IMain@1Z

var_108
Filename
hinstOLL
fcdwReason
|pvReserved

loc_T000T4E3:

loc_T000T4E9:

= dword ptr -108h
= byte ptr -104h
= dword ptr &

= dword ptr OCh
= dword ptr 10h

push
Moy
sub
i
iz

DI IMainCRT

ebp

ebp, esp

esp, 104k

Lebp+f dwReazon], 1
short loc_100074E9

: CODE ¥REEF: DI
eax, eax
OCh

: CODE ¥REEF: DI
104k T noize
eax, Lebptilename]
eax : pki lename
(0 ; hModule

dz:GetModul el i | elamed
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Format of Assembly Code

ebp
ebp, esp
esp, OCh
[ebp-4], 1
[ebp-8], 2
eax, [ebp-4] Operand
eax, [ebp-8]

Cobi_GCh] . > (arguments)
ecx, [ebp-0Chly
ecx
0040C000h
00401034h
esp, 8
eax, eax
esp, ebp
ebp
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Register

B Memory inside CPU
—Can use them as variables for calculations

—Address that indicates next instruction (Program
Counter)

—Pointers related stack

EAX, EBX, EDX General purpose register

ECX General purpose register especially used
for counter

ESI, EDI General purpose register especially used
for "source" and "destination"

SN @IS igileilelsMlelal =19 Address that indicates next instruction

ESP (Stack Pointer) Current stack address
EBP (Base Pointer) Bottom of stack for current function
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Register Size

B Several registers' names are changed according
to the data size

—EAX, EBX, ECX...

EAX (32bit)
AX (lowerl6bit)
AH (higher 8bit) | AL (lower 8bit)

el

“mov eax, 0”7 # “mov ax, 0”
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Major Instructions

Assignment  mov Copy value
lea Load address
Calculation 3dd & sub + / -

and & or & xor & not Logical operation

Inc & dec ++1/--1

Jump jmp Jump to specified address
jz, Jnz, ja, ... For branch on condition
call Call subroutine (function)
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Stack

B Store temporary values to "stack"” on memory
—Due to the limits of registers

B Stack management
—Use PUSH/POP

—Stack related addresses are stored in EBP & ESP
00000000

00000004
PUSH 1 00000003
" POP EAX 00000002
POP EBX 00000001
POP ECX -

_POP EDX

FFFFFFFF
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Function Call using Stack

M call = push + jmp
B retn = pop + jmp

main

push
push
call
mov

440100h ;argl
440000h ;arg2
foo
[ebp+result],eax

foo
push
mov
Xor
mov
pop
retn

ebp
ebp, esp
eax, eax

esp, ebp
ebp
10h
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00000000

foo func's
variables

Old EBP
Return Addr

00440000
00440100

main func's
variables

R

FFFFFFFF
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Local Variables

B Local variables are allocated on stack
—Normally referred using offset from ebp

void func(){

char Name[] = “abcdefg”;

int 1I;
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I
4Byte

-

Name
8Byte

=)
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Branch on Conditions

B Basic flow

Comparison operation

Jump on condition

1. Comparison operation
—cmp ab
M '"sub a b" and discard result

—testab
M "and a b" and discard result test

2. Jump on condition
iz
_an not

yJ4-38 zero/equal Previous result is O (Both values are same)

—ja
—eftc.

above Operand 1 is higher than operand 2
below Operand 1 is smaller than operand 2
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Exercise 1. Static Analysis Basic

Analyze the following function and explain what

It does
sub_401000

; CODE XREF: _main+8lp

proc near

var_ 8 = dword ptr -8
arg @ = dword ptr 8
arg 4 dword ptr

push ebp
MoV ebp, esp

sub esp, 8

mowv eax, [ebp+arg @]
add eax, [ebp+arg 4]
MoV [ebp+var 8], eax
MoV eax, [ebp+var 8]
mov esp, ebp

pop ebp

retn

sub_ 4081000
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endp




Exercise 1. Answer

Analyze the following function and explain what

It does
sub_401000

; CODE XREF: _main+8lp

proc near

var_ 8 = dword ptr -8
arg @ = dword ptr 8
arg 4

arg O+ arg 4

LCE

—k 2 S

mowv eax, [ebp+arg @]
add eax, |[ebp+arg 4]
MoV [ebp+var 8], eax
MoV eax, [ebp+var 8]
mov esp, ebp

pop ebp

retn

sub_ 4101000
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endp




Exercise 1. Static Analysis Basic

li. Find “branch on condition” and explain each

condition and corresponding result
proc near ; CODE XREF: __ tmainCRTStartup+15A}p

= dword ptr -4

push  ebp sub_ 401000 is

MoV eb es _
Sk Py SoP "add_value" function

push 5

push 4

call sub_ 481000

add esp, 8

mov [ebp+var_4], eax
cmp [ebp+var_4], ©
Jjz short loc_48104C
mov eax, |ebp+var_ 4]
push eax

push offset

call _printf

add esp, 8

Jjmp short loc_ 481059
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Exercise 1. Answer

li. Find “branch on condition” and explain each

condition and corresponding result
proc near ; CODE XREF: __ tmainCRTStartup+15A}p

= dword ptr -4

push ebp
mov ebp, esp
push ecx

push 5 stored result of

push 4 1 "add value" func
call sub_ 481000 -

add esp, 8

mov [ebp+var_4], eax

cmp [ebp+var_4], ©

Jjz short loc_468104C

mov eax, |ebpt+var_ 4§

push  eax result is O or not?
push offset

call _printf

add esp, 8

Jjmp short loc_ 481059
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Deep Understanding x86

B 1A-32 Architectures Software Developer Manuals
— http://www.intel.com/content/www/us/en/processors/architect

ures-software-developer-manuals.html

INSTRUCTION SET REFERENCE, A-M
MOV—Move
Opcode Instruction Op/ 64-Bit Compat/ Description
En Mode Leg Mode
88/r MOV r/m8.r8 MR  Valid Valid Move r8to r/m8&.
REX + 88 /r MOV /m8 18 MR  Valid N.E. Move r8to r/m8.
89/r MOV r/m16,r16 MR  Valid Valid Move r16 to /m16.
89/r MOV r/m32,r32 MR  Valid Valid Move r32 to r/m32.
REXW +89/r MOV r/m&4.r64 MR  Valid M.E. Move r64 to /mb4.
BAIr MOV r&,r/m8 RM  Valid Valid Move r/m& 1o ré.
REX +8A /r MOV r8***,r/m&™=* EM  Valid N.E. Move r/m& 1o ré.
8B /r MOV r16./mi16 EM  Valid Valid Move /mT16 to rié6.
8B/r MOV r32.r/m32 RM  Valid Valid Move r/m32 to r32.
REXW + 8B /r MOV ro4.r/mb4 EM  Valid N.E. Move r/m&4 to ro4.
8C/r MOV r/m16,5reg*™ MR  Valid Valid Move segment register to /m76.
REX.W +8C/r MOV r/m6&64, S5reg*™ MR  Valid \alid Move zero extended 16-bit segment register
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EFFICIENT CODE
ANALYSIS
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Understanding Source Code

B In which order should be read the following
source code?

int send_data(){
HANDLE hinternet, hConnect, hRequest;

~

hinternet :[InternetOpen{NULL, INTERNET OPEN_TYPE_PRECONFIG,
I NULL, NULL, 0);

if(hinternet == NULL)
return 1; .
hConnect = InternetConnect(hinternet, SERVER_NAME,
INTERNET DEFAULT HTTP_PORT,...

If(hConnect == NULL){
[InternetCIoseHandIeJ[h Internet);
return 2;

ke .
hRequest = HttpOpenRequest(hConnect, _ T("GET"), NULL, NULL, ...

75
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Reading Steps

1. Check Windows API

2. Check arguments

3. Check brunch on condition

|23 edx, lesp+dDUh+F 1 leName ]

pLsh efx : |IpBuffer

push 104k : nBufferlength
call ds :Gef TempPathl

Lest eax, 2ax

inz Shnrt loc 401061

 [——— - M= ATl
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Learning Windows API

B Use MSDN Library
—http://msdn.microsoft.com/library

Cost Free MSDN Subscription
needed to download

* Always up to date
e Need Internet

connection i i
e Can be used in offline
e Can download i
Features . environment
necessary sections for
. e Fast
offline use

 Depends on
connection speed

77 Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC >


http://msdn.microsoft.com/library

Reading Arguments

B Assembly code

push 0] ;bFarl 1 FExists

mov eax, [ebp+C]

push eax ; IpNewFi1 leName Reverse
mov ecx, [ebp+8] o ) order
push ecx ; IpExistingFi1leName

call ds:CopyFileA

B C++ syntax from MSDN Library

BOOL CopyFile(

LPCTSTR IpExistingFileName,
LPCTSTR IpNewFileName, [::
BOOL bFaillfExists

);

B Return value is stored in EAX
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Exercise 2. Efficient Code Analysis

B Read the following function efficiently and guess

what it does

[ebpt+hKey], ©

eax, |[ebp+hKey]

eax . phkResult
BFe83Fh . samDesired
e . ulOptions
offset

So8eee81h - hKey
ds:
eax, eax

short loc_ 481382
eax, eax
short locret 4813BB

loc_461382: . CODE XREF: sub_481357+2577

- cbData
- 1lpData

1 - dwType

e . Reserved

offset

[ebpt+hKey ] . hKey

ds:
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Exercise 2. Answer

B Read the following function efficiently and guess

what it does

[ebpt+hKey], ©
eax, |[ebp+hKey]
eax

PEGO3Eh [ Target entry is "Run" key

B 3 |_4J_'-\J|JLJ_'\_.|||:!

offset
80000001h 5 hKey

Register itself to be executed
automatically after rebooting

loc_461382: . CODE XREF: sub_481357+2577
a - cbData

- dwType
- Reserved

[Write value in . lpData

registry entry

- hKey
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USING IDA
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(recap) INnteractive PDisAssembler

B http://www_hex-rays.com/idapro/

—3 versions are available

I Y I T~ Y

Version ver. 5.0
Ver. 6.5 demo

Cost Free

=rEilg=ts » Old or limited

82 ‘ Copyright©2015 JPCERT/CC All rights reserved.

e Supports up to
20 processes

Ver. 6.5 Ver. 6.5

e 539USD/User « 1059USD/User
« 819USD/Comp -« 1589USD/Comp
uter uter

e Supports up to
50 processes

e Can analyze
files for 64 bit
platforms
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http://www.hex-rays.com/idapro/

You Have to Talk with

. Madame de
1| Maintenon
(see Wikipedia)
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Important Points for 1DA

1. Make It right

e INnstruction or data?
e Malicious function or library function?

2. Use as a high functionality notepad

e Name analyzed function / variables

e Write your comments

e Put function type-declaration

e Change display format for easier reading
e Hex / binary / ASCII / offset
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Main Windows (1DA view)

B Graph view / Text view

[ -/ e

104 View-A | Hex View-.f-\l 33 Exports | % Impnrt&l M Names | "LEI] Functions | it String&l ﬂ Structures | En Enum$|

; <L IT MAY CONTAIN TROJAM HORSES, YIRUSES, AND DO HARMFUL THINGS »»>

; Attributes: library function

public start
start proc near

+ FUMCTION CHUME AT 00401465 SIZE 0000012F BYTES

i FUNCTION CHUNE AT .text:00401465 SIZE 0000012F BYTES
; FUNGTION CHUME AT .text:004015C% SIZE 00000010 BYTES

* Ltext 004001502 call sub_402BFF |
* jmp loc_401465
100.00% (-1 start endp
dext 0040160 bERRRRRRREMRERRERRERRRRRERERRSERREEERREESEERSEREEEEEERESEEEERREEE SRR
dext 00400500 5 START OF FUKCTION CHUME FOR sub_401357
Ltext 100401500
Jdext 00401600 Toc_401500C: ; CODE #REF: sub_401357:loc_40136171)
* text d00401500 moy edi, edi
* .text:004015DE push ehp
* Ltext :004015DF mow ebp, esp
* .text:004015E1 suhb esp, 3Z8h
* Ltext:004015E7 moy dword_408C38, eax
* Ltext :004015EC moy dword_409C34, ecx
* Ltext:004015F2 moy dword_4048C30, edx
* Ltext:004015F8 moy dword_409C20C, ehx
* text :004015FE Mo dword_409C28, esi

4 | m
00000902 004015D2: start

[ -2 P
IDA Wigm-A, | Hex \-fiew-ﬁi‘-.l gﬁ Euports | I% Importsl N Names I \ﬂ] Functionsl ot Stringsl & Structures | En Enums|
start proc near

Frenmd Tima F4Tla "L Drane am Cilash TNRA Craatddctdda dd-"
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Main Windows (1DA view)

I Reading Code

oooooooo
0ooooooT
goooooo
goooooo
ooooooo
goooooo
goooooo
oooooooy
00000025
000000:c
0000000
O00000ZE
0000002k
0o0oo0E0
0oooo0at
00000031
0oooo0at
0oooo0at
00000031
0oooo0at
0oooo0at
0oooo0at
00000033
00000038
0o0oo0an
0000004z
00000049

Lo W W W W W B B |
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5 H?UNH db Bah s U J Hegular unknown name

OZZMYDATA db of fset MYCODE+] (o |y . Yy
H’EDDE, CODE XREF: MyFunc: :MyClass(int,ulong l

| [ - — - l MyvFunc: sMyClass(int,ulong)+Cip

EB+ DATA XREF: segOO0:000000ZCLG l

02+ ‘ =eg000: 00000000T: ’

o+ =hh eax, 555 g E e Y N XREF

53+ —J'Htﬂﬁﬂtﬂ'wh:iwstant} i Macro name & string s

g4+ cal l FostMessage PR SRR =T —————

55 unl_0_ NE, -, 5, ann - .y {Dummy unknown name ‘

01 HIDWNAME dﬂ Hidden name

49 off_1 d ¥ Oummy data name and [ibfunc name

B3 d Ca“mg APl . Character data constant I

55 db BEh I Mumeric data ccastant I

v Below are an assenbler directive Wgoghh SEILE bk L D v e mn o oo mm o
assume ds:seglil

‘-h-a-F-Fl-Fi-finﬂ|HhE-E|E-U-i|i-Ndi>
i MyFunc: iMyClass(int,unsigned long) =

i & demangled name is abhove s
| PRI H oy ¥R R g e o ———

arg_4 = dword ptr & B T T F F S
BO+ mow al, 'l Character constant in instruction ‘
BB+ mow ehx, 280 " 0 =voigl= & void operand
Ed+ call MY CODE Call Procedure I
EB+ call near ptr MYCODE+] Call Procedure
C7+ MG [ebp+arg_4], ALTOP Z Stack var and alternative operand I

locret _&: ‘ Dummy code name ’
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Strings Window

B Like BinText

O IDA - C:¥Users¥Administrator¥Desktop¥svn¥malware_analyst¥trunk¥sample_code¥runtime_sample_basic¥Release¥dropper.exe -... E@ﬂ
wv File Edit Search View Debugger Options Windows Help = s
S| --=- |8 [ 1 [(7ex ) - | BSM| L =
ERER | + B BB Ny | ®T| J=me [ Fe
B ®n - - -
FB B
[ e=n' By &

| |Dt "v"iew-.f-'-.l Hes "v"iew-.-’-'-.l éﬁ Exportz | % Im|:u:urts| N Names | \LF_I] Funu:tiu:uns| .t Stings | ﬂ Stuctures | En Enums|

Address Length Type | Sting

“UHEADE... 00000027 IThiz program cannot be wn in DOS mode =

M ordata:0..  0000OO7E
*ordata0.. 00000014
M rdata:0.. 00000073
L rdata0.. 00000010

GetProcesswindowStation

GetUzerdbjectinformationia

GetlastbctivePopup

Getdotivetindow i

C
w2 HEADE... 00000005 C RichF
. HEADE... 00000008 C et
. HEADE... 00000002 C "rdata
. HEADE... 00000007 C (=, data
M HEADE... 00000006 C L[
. HEADE... 00000002 C (3 reloc
Lt rdata0.. 0000000F C CorEsitProcess
et ordata0.. 00000003 C FlzFree
et pdata0.. 0000000C C FleS et alue
Lt pdata0.. 0000000C C Flzla ety alue
M ordata0.. 00000003 C Flzdlloc
C
C
C
C
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Functions Window

B A list of functions

O IDA - C:¥Users¥Administrator¥Desktop¥svn¥malware_analyst¥trunk¥sample_code¥runtime_sample_basic¥Release¥dropper.exe -... El&lg

"'@] File Edit Jump Search View Debugger Options Windows Help HER
||| - = || dhihtd| 8|1 | -] | £ =+ x| |0~ =
| EERe||EBRAYAS +H o Ny |@T|[ =3 2e

s % | ]| & A E A&

'
-
E

| B oEn||2g 2o g v = N X
| BRe | IRR|| £ A A
I GEN O WPy

| | Do, "v"iew-.f-'-.l Hex "v"iew-.-’-'-.l éﬁ Exports | % Im|:u:urts| N Names| \lﬂ] Functions |"----" Stringsl ﬂ Shructures | En Enums|

M R S MK =~ F

Function name Segment Start Length R'F L 5 B T = i
ub_401000 00401000 B | 3 |
\E_ﬂ sub_ 401210 et o040 210 Q00001 47 R BT |
\E_ﬂ sub_ 401357 et 00401367 Qo0000aF R )
\[ﬂ] zub_ 401366 et 10401 366 0000000 e R B
\E_ﬂ zub_401432C et 104071 43C Q00000239 R B
\E_ﬂ zub_ 4015394 et 10401534 00000014 R
\E_ﬂ zub_ 401548 et 10401542 00000074, R )
\['F_I] hark et 0401802 Q000000 R L
\E_ﬂ sub 4016E2 et Q04016E2 Qon000aF R B
\E_ﬂ sub_4016F1 et 0401 6F1 Qo000 29 R B
\E_I] zub_ 401814 et 10401814, 00000025 R )
\E_ﬂ zub_ 40183F et 04071 83F 00000020 R B
\E_ﬂ zub_ 40186C et 10401 86C Qo0oaa1a R )
\E_ﬂ zub_40187C et 040 e7c Q0000042 R B
L:Il Fl| sub_4018EBE et 10401 8BE 00000013 R .
[:|| TopLevelE sceptionFilter test 004012801 Qoo00o42 R BT i
Line 1 of 147
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Ilmports Windows

M A list of APIs required by the target

O IDA - C:¥Users¥Administrator¥Desktop¥svn¥malware_analyst¥trunk¥sample_code¥runtime_sample_basic¥Release¥dropper.exe -... @M

)

= 2m| 2 ==

[

B OER N Y

% File Edit Search View Debugger Options Windows Help
= = T | | |[TE:-:t
* | + H
B En v v -
FE B

eunt! B &

et mE| [Be

| | Do, "v"iew-.f-'-.l Hex "v"iew-.-’-'-.l éﬁ E:-:pu:urts| % Imparts | N Names | \LF_I] Functions | s Stringsl ﬂ Shructures | En Enums|

- & =

Address

00406004

Mame

ExitProcess

Library
KERMEL3Z

GetErvironmenty aniableis! KERMEL3Z 3
I% 00406008 FindR ezourcety KERMEL32
% 00406008 LoadR esource KERKWEL3Z
% 00406010 CreateProcessw/ FERMEL3Z
I% 00406014 Heapdlloc FERMEL3Z
I% 00406013 HeapFres FERMEL3Z
I% 00406015 GetProcessHeap FERKNEL3Z
I% 00406020 wiriteFile KERMEL32
I% 00406024 LoadLibranyis KERMEL3Z
% 00406028 SizeofRezource KERKWEL3Z
Iﬁ 0040602C GettoduleFileM ameis FERMEL3Z
Iﬁ 00406030 CreateFilei FERMEL3Z
I% 00406034 GetTempPathia FERMEL3Z
I% 00408035 GetlastErmor FERMEL3Z
% 0040603C GetProcaddess KERMEL32 i
Line 1 of 65
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Hex View Window

B Imports (list of APIs required by the target)

& IDA - C:¥Users¥Administrator¥Desktop¥svn¥malware_analyst¥trunk¥sample_code¥runtime_sample_basic¥Release¥dropper.exe -...

C.Elng

File Edit Jump Search View Debugger Options Windows Help

BEIEY

|sd| <~ =~

|(re ) £ =% x||2Bm| L=

EERIEIRIEEYY P4 lam@u*@-----llpTIII]@‘@*

MEK

|Ben|[Bak - = N X

- - SHKm-~ £ : sag||uw||AA¥AE

| mEB e | FRRB||FAA

| )41 G 102 N (

D&, Wiew-a Hex Wigw-A, | i Exports | i Impu:urtsl N Names | M) Functions | oo Stringsl B Stuctures | En Enum$|

Jdext :004015490 00 00 EB 2E 8B 45 EC 8B 05 8B 09 89 4D DG 50 51 .. - & - - F_OPQ

Jext:00401540 E& 75 08 00 00 59 59 03 G5B G5 ES BB 45 DC 89 45 B . YYTHREIEDE
text t004015B0 EO0 83 V0 E4 00 75 06 50 ES FD 05 00 00 EB 1D O fE}-u P- ..-

Jext t0040150C0 00 00 ¢¥ 45 FG FE FF FF FF 8B 45 E0 E3 84 14 00 ..3E - - - - BETF
dext 00401500 00 3 SENEEENCEDDMON ES 59 FE FF FF 8B FF 55 88 .7EANAEE - - - -
Jext:004015E0 EC 81 EC 28 03 00 00 A3 35 90 40 00 89 0D 34 9 - - .. JBEE. - 4.
et tO04015F0 40 00 89 15 30 8¢ 40 00 84 10 20 9C 40 00 83 35 @. - OEE. - EE. -
et :00401600 28 Q¢ 40 00 89 30 24 9¢ 40 00 BB BC 15 50 90 40 (EE. - TEE.f - PEE
et :00401E10 00 BE BC 0D 44 90 40 00 BE BC 10D 20 90 40 00 BB .f - DREE.f - BE.f
et :00401620  8C 05 10 9C 40 00 B6 8C 25 18 90 40 00 66 80 20 - BE.f - TEE.f -
ext t00401630 14 8C 40 00 9C 8F 05 48 9C 40 00 8B 45 00 &3 3¢ FE.(@ HEE.§&. <
Aextt00401640 9C 40 00 8B 45 04 43 40 9C 40 00 8D 45 08 43 4C E.g8 8B .4l IL
et :004016B50 9 40 00 8B 8% EO FC FF FF 7 05 B3 8B 40 00 01 EE.¥f3E . - 31 -@
et :00401EED 00 01 00 A1 40 90 40 00 A3 3C 98 40 00 C7 08 30 . ..@EE.JdF.2 0
Jext 00401670 98 40 00 09 04 00 ©0O 7 05 34 96 40 00 01 00 OO0 8F. .93 46F. ..

Jtext t00401E80 00 A1 04 90 40 00 89 85 D& FC FF FF A1 08 90 40 ., #8580 - - . &

ext t00401690 00 89 85 DG FC FF FF FF 15 BC B0 40 00 43 80 96 .¥80- - - |7@.]
text 00401640 40 00 64 O1 ES FI 15 00 OO0 59 64 00 FF 15 68 60 @.i ¥8 ..¥i. - h
JLext :004016ED 40 00 B8 40 61 40 00 FF 15 B4 G0 40 00 83 30 80 @.h@a@. - o @. -
ext t004016C0 9B 40 00 00 75 08 B4 01 ES ©D 15 00 00 59 63 08 2F..u | IE ..¥h
Jext 100401600 04 00 CO FF 15 60 BO 40 00 50 FF 15 50 6O 40 00 .%- ""@.p - ¥’
text tO0401BED 9 ©3 BB FF 55 8B EC 8B 45 08 43 54 8E 40 00 60 /7 - USREE JTHE.]

1 | m [
ooooosD2  004015D2: start
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Recommended Configuration

B IDA config files you can edit
—C:¥Program Files (x86)¥IDA Free¥cfg¥

B You can create user settings file
—1Ildauser.cfg, idauserg.cfg

i ] - Recommen

Config File | Name Meaning ded Value

OPCODE_BYTES Display binary data 8
ida.cfg / : :
idauser.cfg SHOW _SP Display stack pointer YES

SHOW_XREFS Display cross references 8

_|dagw.cfg / DISPLAY_PATCH_SUBMENU | Display patch submenu YES

idauserg.cfg
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Basic Instruction

B Move

G

Esc

Jump to address
Back

B Changing data type

U
C
D

P
A

>x
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Change selection to "Unknown"
Change selection to "Code"

Change selection to "Data"
 Byte, Word, Double Word

Change selection to "Function"
Change selection to "ASCII string"
Change selection to "Array"




Basic Instruction

B Note
N Name function/variables/etc.

Insert comment
Insert repeatable comment

Y Put type-declaration
« void _ cdecl Func(int numl, int num2);

B Display format

H Decimal <-> Hexadecimal

R ASCII <-> Hexadecimal
Right-click  Symbolic constant <-> Hexadecimal

-=>  ERROR_ALREADY_ EXISTS

Symbolic « ACCESS_ALL
constant « KEY_WRITE
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Basic Analysis Process in 1DA

‘Rename &

.Read
Instructions
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Comment

e VVariables
e Functions
e Data

e etc.

Understand
meaning
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Example of Renaming

B Exercise 1

sub_ 401666 proc near

var B8 dword ptr
arg_o dword ptr
arg 4 dword ptr
s, Fotew sdecl add func(int argl, int arg2)
push ebp add func proc near ; COD
mov ebp, esp
sub esp, 8 answer dword ptr
mov eax, [ebp+arg_ arg1 dword ptr
add eax, [ebp+arg_ grg2 dword ptr
mov [ebp+var 8], e

mov eax, |[ebp+var_ push ebp

mov eso__chn mowv ebp, esp

pop e sub esp, &
retn mowv eax, [ebptargl]
sub_ 481600 endp add eax, [ebp+arg2]
mov [ebp+answer], eax
mowv eax, |[ebp+answer]
mowv esp, eop
pop ebp
retn
add_func endp

95 ‘ Copyright©2015 JPCERT/CC All rights reserved. JPCERT CC >




Example of Analysis

B Analyzed IDB sample

push offset - rclsid offset

call ds: ds:

mow esi, eax esi, eax

cmp esi, edi esi, edi

31 loc_ 18016896 j loc_1080816896
mov eax, [ebp+ppv] eax, [ebp+ppv]
mow ecx, [eax] ecx, [eax+
lea edx, [ebp+pProxy] edx, [ebp+pProxy]
push edx edx : ppMamespace

push edi edi : pCtx

push edi edi ; strAuthority

push edi edi : ISecurityFlags

push edi edi : strLocale

push edi edi : strPassword

push edi edi . strUser

push offset : offset

push eax eax : striletworkResource

mov eax, [ecx+8Ch] eax, [ecx+ ]
call eax eax : IWbemlLocatorVtbl.ConnectServer
mowv esl, eax esi, eax

cmp esi, edi esi, edi

jl loc_ 10816896 ] loc_ 18816896

mov ecx, [ebp+pProxyl ecx, [ebp+pProxy]

push edi ; dwCapabilities edi ; dwCapabilities

push edi . pAuthInfo edi ;3 pAuthInfo

push : . dwlmplLevel RPC_C_IMP_LEVEL IMPERSONATE ; dwImplevel
push : dwAuthnLevel RPC_C_AUTHN_LEVEL_CALL ; dwAuthnLevel

push i - pServerPrincName edi ; pServerPrincName

push i 3 dwhAuthzSv edi ; dwAuthzSvc

push 3 dwAut] RPC_C_AUTHN_WINNT ; dwAuthnSvc

push : pProxy ecx ; pProxy

call - ds:
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Exercise 3. Using IDA

I. Analyze the following functions in
"static_sample3d.idb" and rename
functions/variables or insert your comments

—sub_4012DD
—sub_ 401303
—sub 401357
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Exercise 3. Answer

I. Analyze the following functions in
"static_sample3d.idb" and rename
functions/variables or insert your comments

—sub 4012DD

—sub 401303

—sub 401357

—See static_sample3 ans.idb
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FYI1: IDC Scripting

B If you want to change background color on "jmp"
& "call" instructions

File Edit Jump 5Search View Debugger Options Windows Help
Mew... Fa =
(= Open.. &P Please enter text l = |[=] ﬁj
Load file Il
. Pmd'_'lceme Pleaze enter IDC statement|s)
IDC file... .
- _ auto head. op: "
head = NewmtHead(0x00000000, OxFFFFFFEFF).
I Save while { head != 0xFFEFFFFEFF ) { .
S op = GetMnem(head); nght blue
dve as... . . n_ n . m n
if {op == "Jmp" || op == "call")
Close SetColor{head, CIC_ITEM, 0=xFFFCFR):
head = HextHead{head. 0zFFFFFFFFE):

H

aE, | | Caticel | | Help |

_— = —ry
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Questions?
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