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Improving ordinal troubleshooting with the awareness of cyber-related issues
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STTEZGL
Having a cybersecurity incident-handling installation, separate from the ordinal

troubleshooting flow, makes the operations and troubleshooting capabilities
more complex.
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Establishment of multilayered defense for buying time
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Consideration of operator’s perspective
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Many plant-floor operators have few experience of the detection of possible

cyber-incidents during ordinal troubleshooting.
Most ICS troubleshooting is for non-cyber-related issues.

Standalone | Network based | IT systems
controllers | ICS
System | Hard-wired | DCSs, PASs, | Office
relay, loop | SCADA, system,
controllers, | Industrial Web,
or Ethernet/Field | Internet,
PLCs bus Intranet
without
field
networks
Cyber Could not | Recently, have | Have many
incident | be found. reported. experiences.
S
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Consideration of operator’s perspective
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Consideration of operator’s perspective
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Consideration of today’s ICS security defense

1 MEEEMIVRIDREYISEE

Uncertainties of future risk estimation
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Management-system application to ICS cybersecurity
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ICS security limitations compared to IT system

IT System | ICS Network Field Controller

Level Level Level
y Automatic »
Man Machine |_>
Interface >

Control
Function

‘N7 | for Opcrator

Attackers
on the Internet
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Uncertainties of future risk estimation
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Cyber security defense of ICS is unable to identify the risk of cyber-related
incident exploitation, including new architecture of attacks, or is unable to predict
the risk of what will be exploited next.
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Management-system application to ICS

-Zero-day attacklX HARAD LS FRIAHET,
HEDOK/NMIEHLLTEEELASLEDIL,
YZDIEBDNNE(ZIZAHEBZTZITONBELN.

Low

Moderat

D

Rapid change with
DDoS etc.

Very Low

i At the moment of the
‘ first attack of zero-day

Level of Impact

Organization cannot identify and
recognize whether the rapid
transition of the risk level would have
occurred.

Thus, ordinal risk assessment could
not be applicable to cybersecurity
risk assessment for the management
system.
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ICS security limitations compared to IT system

2.2.3

HIES AT LK, V7 ILEA LEOERY, ERFIBNRNIEIZES
TT7HEG~10FHEATRENIE) AV EL—3ERGEEDFKNHS.

YT IVEALTDTOF IR ITRFEDEFHITEHELLV =D,
BT HIEEEEZTRYAH, VIFIITORMENEE.

* |IT system employs online, real time update mechanisms of security
software such as security patches or virus pattern files.
* |n contrast to the IT security, an ICS platform may not run the cyber

security software, or may require processes to discover whether new
versions of antivirus software or pattern files work correctly. It is difficult to

implement the security software into ICS.
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Different views of ICS security considerations
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The definition of "realtime’” by IEEE-POSIX is
to provide a required level of service
in a bounded response time.
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ICS troubleshooting with awareness of cybersecurity

Damaged components or functions ( , , e An acute awareness of the
-Adding cyber-oriented )
\;j incident handling to potential for cyber-related,
] existing ICS . .
troubleshooting capabilities together with the main stream of
Troubleshooti Traini .
roubIesnooting 5 raining the troubleshooting, supports the
l_’ Awareness of / response to cyber-incidents.
cyber-related . . . .
troubles Maintenance organizations
L ; should add cyber-oriented
Detection of o ] o
cyber incidents incident handling to existing ICS
{} troubleshooting trees.
v '
Adjust, repair or replace Response to

cyber incidents

AEEEDOE WL T IV a—T42 0L, fTLTEx ) ToTEE DRI REEFFESR
-HIHORATLDONS T IV a—T42 T (128 TIE,

X)) TAERTH-TH, BEDRFEHETHH-TH,

FSTILEE D TNA IR OFIEMBED NS T IV Aa—T AV T DD ABRETHS.
BEFEDOR ST A—Tao 9 R=aTIVEEIBRLT, X0 T(RIBEANDLEEZE TS
EONFTBIEN, EYZIELLELKISTIVIZH G TESR A EEEZS.

Masatoshi TAKANO, 2015.0212



4, j]’fl‘%’f‘/ Practical guideline

— & AO73 % & R E D |18 S 2T L5

* We describe a practical guideline to

retard zero-day exploitation.

e Figure shows one of general
defense-in-depth strategies
including a platform layer and a
communication layer.

ICS Network Ficld Plants
Level Controller controlled
Level by ICS
Control
Function

Platform
Communication Layer
Layer

ecurity Threat
Potential

Operation/Organization/
Management System
Layer
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e.g., Waste Water Power Station
Plants Treatmenw
y
Safety Function Safety Function
Layer and Interlocks
Platform Layer Limitation of
- Minimum Platform Application
Service
Minimum service
Minimum
network protocol
Communication Layer Application No
- Minimum Connection proxy backdoor
gateway :
ICS
Application
R
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TSR RT LD TN 2a—T420 T DHET,
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TSRS T IV 2a—T 425 FIEIZ
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HITEH AT LB OHIFOITER BT HFEEE~NDRIEELT,
KUY —XTO L EHHIN BTSN HS.

This study considered ICS cyber-incident response and its protection from the
viewpoint of operators’ circumstances and limitations of today’s security
defense.

* Improving ordinal troubleshooting with the awareness of cyber is
responsive to to trouble;

* Improving layered defense with a safety function is responsive to
and to
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