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Loop Back
\ SBD Control PC
i (Linux kernel 2.6 or above)
- usB User Login to Additional ge
N | SBD Access
v SBD PASSWORD FILE
Loop Back| USER PASSWORD uilD
LS NAME (root) 0 GID
USER uiD
NAME PASSWORD 1 GID
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SBD SECURITY MODE
for storage access
LoopBack / AccessControl:
{Query — assert / negatel,
{Recording - all / no},
— {Alert = no}
= Ethernet
SBD DEFAULT UID & GID
uiD GID
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Original Data in Target Storage

Additional Storage for SBD Security

SBD SECURITY TAGs for corresponding BLOCK
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Directory Entry List
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i-node (1or2) -||

¥
JName= .

—T 7
name= .

name= /

name= tmp

name= ordinary.txt

.name="appdata’

i-node -
- i-node -
I - i—node i
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Data Block

Secure data

Directory Entry List
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Directory Entry List
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-7 7
Jame= ..
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name= app_critical’

name= app_work
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NTFS File System Map (file and $MFT&Mirr)

Sector 0 : MBR
(physical sector address)

BIOS Parameter Block

NTFS Boot Sector 0 11- o e e Master File Table
0-445 Partition table entry (logical sector address) 213 Sectors per cluster (MFT entry: 1kB each)
Boot code = Bootable flag 2> Jump instruction 14-19 Reserved secotors $MFT %
446-461 Partition table entry #1 1-3 Starting CHS address 3-10 OEM code 20-21| Media descriptor (F8 is HDD) # SMftMirr
462-447 Partition table entry #2 4-4 Partition type 11-35 I ——— 22-27 #2 $LogFile
478-493 |  Partition table entry #3 5-7 Ending CHS address 28-31 Hidden Sectors #3 $Volume
494-509 Partition table entry #4 11| Starting LBA address (sec) 36-83 Extonded BB -35 Large Sectors #4 $AttrDef
510-511 Signature value 0xAA55 12-1 Size in sectors 36-39 '—39—37#5 Root Directory “.” MFT entry for textA txt
84-509 40-47 Total no of sectors, #6 $Bitmap |
Bootstrap code 48—55 Logical cluster no foy M T #7 $Boot I\ 0—(5 MFT entry header
56-63| oFc ”f:; "} °r #8 $BadClus (56)=(151) | $STANDARD_INFROMATION
510-511 | End of sector marker (0xAA55) 4-71 Clusters p;t/MFT record (1 —(271) $FILE_NAME
7279 Vol/uée serial no. \‘\
79-8 padding (#1 7340) testAtxt
($MFT: Attr. length=0x68) $DATA
MFT e:etz::ftder for $FILE_NAME ($SMFTMirr: Attr. length=0x70)
$OBJECT.ID
0= Magic number: “FILE” 0x0 152)—(155)»]  Attribute type ID (0x30) | (0x98) Ox0
4-5 | Offset to the update sequence (156)—(159) | Attribute length (120=0x78) (272)=(275)»|  Attribute type ID (0<40) | (Ox110) -10
6-7 #entries in fix up array (160)-(160) Non-resident flag (0) (276)-(279) | Attribute length },46:0x29) -
8-15 $LogFile sequence no.
16-17 Sequence no. $DATA
18-19 Hard link count (176)—(183) | #Parent-MFT (MFT #5) | (0xBO) Ox18 Aresident) addin
20-21 Offset to the first attribute (416 (-,‘. 9) > I/,A/étribute type ID (0x80) (Ox] AO) 0x0 P €
2023 [ M QUL e MUSE T )¢ 17 (420)~(423) | Adtribute length (32-0:20) | Ox4 > <
Filename length (9) (OXFO) 0x58 P (42 1)—(434) Non-resident flag (0 : resident) | Ox8
-(55) (0x37) File name space (0: POSIX) (0xF1) 0x59 $SECURITY_DESCRIBT6 /
Crostatnroms o o | (OXE2) 0x5A Attribute length (9) 0x10 <1023 Ox3FF
el (312)-(315) Attribute type ID-(0x50) | (Ox138)" Offset to attr. St. (24=0x18) 14
$STANDARD_INFORMATION (316)~(319) | Avtribute length (1040569 ﬁd\; E;ﬁ $BITMAP
(56)459]  Attribute type ID (0x10) | (0x38) g Py — x18) gl Attribute type ID (0xB0)
(60)—(63) | Attribute length (96=0x60)) (“test data”) Attribute length (0x50)
(64)-(64) Non-resident flag (0)
~(447) (Ox1F
File creation/time (0x50) _ (non-resident) (0x100)! (0x108) Runlist
File altered time (0x58) -(271) (0x10F)" (416)—~(419)»|  Attribute type ID (0x80) | (Ox1A0) 0x0)
MFT changed time (0x60) (420)—(423) Attribute length (0x50)  [0%4-—"" | Run offset | Run length
Last accessed time (0X68) (424)—(434) Non-resident flag (1 : non-reg) | Ox8 size (N) size (M)
- Run length
(15 (0x97) Starting VON of run list [ Ox10. J£ —
Ovel”/.év of NTFS partition Ending VCN of run list Ox18 Run offset (P)
i P yP+Q Offset to data run (0x40)
MFT 22 M+N+1= [ Run offset Run length
,\éTFS (Master Cluster Gl MFT Data run #1 x40) g size
S:‘;‘ b Cle ol e b copY, Sy Run longth
Table)
Run offset (Q)
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Target Control Device

Security Barrier Device (SBD)

Original Storage of Target Control Device

Storpge Ackess

SBD Board

pe

BERFmEIL/ N1k

BfIICEREE{L
LE=70v/ 84T
FPGADEETITO [
=& E
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7 PCle

User Login to
SBD

SBD Control PC
(Linux kernel 2.6 or above)

Storage Acc

BLOCK

v SBD PASSWORD FILE

Additional
Access

(F7AIWVIRT L

IFKRTF)

N

USER PASSWORD UID GID
NAME (root) 0
USER uiD
NAME PASSWORD 1 GID
L]
L]
SBD SECURITY MODE
for storage access
LoopBack / AccessControl:
{Query — assert / negatel,
{Recording - all / no},
{Alert — no}
SBD DEFAULT UID & GID
uiD GID

\ m
4 /
(A Original Data in Target Storage

ige

Additional Storage for SBD Security

SBD SECURITY TAGs for corresponding BLOCK

<

(R: read, W: write, q: query, r: record, a: alert)
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24

(T7AIV AT LKTE)
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A—I\NVFDRZENEEEREILLI-IKEE:
INMBRIDTIEREZEHRLTI-1KEE =
J7AIVEBELLDT7 IR ZEERLUI-IKRE
EERLANJLT )—F 130MByte/s
J1k 60MByte/ls #kRRIGEEHTTARE
/\
[ LHARTDHEE /(R TTRYILTITSEK ]
FEMEHIIEEEDTTARII0T B/ w77 EK
B E &4

T—ARARVEF)TA2TBT14AYELT, Samsung
SSD 830, 128GBZ ALY, Ubuntu® Disk Utility M Read-
Only / Write BenchmarkZ{& FF
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http://msdn.microsoft.com/ja-jp/library/system.io.filesystemwatcher(v=vs.80).aspx
http://msdn.microsoft.com/ja-jp/library/system.io.filesystemwatcher(v=vs.80).aspx
http://msdn.microsoft.com/ja-jp/library/system.io.filesystemwatcher(v=vs.80).aspx
http://technet.microsoft.com/ja-jp/library/dd560628(WS.10).aspx
http://technet.microsoft.com/ja-jp/library/dd560628(WS.10).aspx

@4 SBDAT—MEBIADBEAHEMHELA—,_
i Y RYMEE LSRR LS ol CSSC

850 asaic <fibd_demo_k7/program

cenc@ensc: - fubd_deno_k7fprograng . ftest_wp_mbr.sh=logl
SO0 PROTECTION started, ...
ALERT: Write Access Denled!!l on

1v| (1(\4“!” ll‘ml soctefinl, LbasO0Do :
11t Cthernet: DISADLED t1)

‘ALERT: Write Access Denied!!! on
type=ca(WRITE DMA),sect=0001,1ba=0000:00000000,tag=00000000:00000000:00909090
#(!!! Ethernet: DISABLED !!!
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