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RFC5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

6. Certification Path Validation
http://tools.ietf.org/html/rfc5280#section-6
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RFC2818: HTTP Over TLS
3.1. Server ldentity
http://tools.ietf.org/html/rfc2818#section-3.1

RFC5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

7. Processing Rules for Internationalized Names
http://tools.ietf.org/html/rfc5280#section-7
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jp/pizzahut/aorder/data/DataUtil.java

public static HttpClient getNewHttpClient() {

DefaultHttpClient v6;

try {
KeyStore v5 = KeyStore.getInstance(KeyStore.getDefaultType());
v5.1load(null, null);
MySSLSocketFactory mySSLScoket = new MySSLSocketFactory(v5);
if(PizzaHutDefineRelease.sAl1lowAllSSL) {

((SSLSocketFactory)mySSLScoket).setHostnameVerifier
(SSLSocketFactory.ALLOW ALL HOSTNAME VERIFIER);

}

BasicHttpParams v2 = new BasicHttpParams();
HttpConnectionParams.setConnectionTimeout ( ((HttpParams)v2), 30000);

}
catch(Exception v1) {

v6 = new DefaultHttpClient();

}
return ((HttpClient)v6);
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HFBEE 'I‘i@ﬁ public class Ctors | Methods | Inherited M?Qggcsl irEEAxglalr:\erI!l]
23N .
AllowAllHostnameVerifier

extends AbstractVerifier

java.lang.Object
public static HttpClient getNewHttpClie L org.apache.http.conn.ssl.AbstractVerifier

De-FaulthtpClient V6 L org.apache.http.conn.ssl. AllowAllHostnameVerifier
try { .
KeyStore v5 = KeyStore.getInstang Class Overview

v5.1load(null, null);
MySSLSocketFactory mySSLScoket =
if(PizzaHutDefineRelease.sAllowA

((SSLSocketFactory)mySSLScoket). setHostnameVerlfler

(SSLSocketFactory.ALLOW _ALL_HOSTNAME_VERIFIER);

The ALLOW_ALL HostnameVerifier essentially turns hostname verification off.
This implementation is a no-op, and never throws the SSLException.

}

BasicHttpParams v2 = new BasicHttpParams();
HttpConnectionParams.setConnectionTimeout ( ((F’ ms)v2), 30000);

}
catch(Exception v1) { . /—I—\Z I\%*ﬁnﬁ%m \)J(: thb\él

v6 = new DefaultHttpClient();
}

return ((HttpClient)v6);
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Z5 (XD HosthameVerifier

HostnameVerifier hv = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
/] BI(C true ZiRY — EARKRA METERMSTD

return true;

}s

2> (XD TrustManager

TrustManager tm = new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] chain,
String authType) throws CertificateException {
// B UL > EARGIRAZE CTHERITSD
}
@Override
public void checkServerTrusted(X509Certificate[] chain,
String authType) throws CertificateException {
// AABURN = EARSERAE TERMITSD
}
@Override
public X509Certificate[] getAcceptedIssuers() {
return null;

}
}s
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(HttpClient3RAPI) 37%

SSLSocketFactory#ALLOW_ALL_HOSTNAME_VERIFIER [ 524

(HttpClient3:API)
AllowAllHostnameVerifier 85

(HttpClient®RAPI)
SSLCertificateSocketFactory#getlnsecure() 5
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KR MAIREEAR{B: CVE-2013-4073 Ruby

OpenSSL 54 77> MMIHITBDRA bat&RsE/ 1) CABE
551% (CVE-2013-4073)

https://www.ruby-lang.org/ja/news/2013/06/27/hostname-check-bypassing-vulnerability-in-openssl-client-cve-2013-

4073/
4Rty
A PROGRAMMER'S BEST FRIEND

“Ruby®d SSL 541 77> MIIRRA b=2— LD
—RB CHDRCEZFTYVIIDHEZIFDOT
WEITH. ZOEMEE null )N MEDRSE
FNTWBIEBAEZE DR bR— AZEY) (CAL
IR ENTEXFEA. 7
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7|-\Z I\%#ﬁ%ﬂi;ﬂfﬁ CVE-2014-3577 Apache HttpComponents

CVE-2014-3577 Apche HttpComponents client:
Hostname verification susceptible to MITM attack
http://seclists.org/fulldisclosure/2014/Aug/48

FA{UZE49: CVE-2012-6153, CVE-2012-5783

“Apache HttpComponents ... may be susceptible
to a 'Man in the Middle Attack' due to a flaw in the default

hostname verification during SSL/TLS when a specially
crafted server side certificate Is used.”

“a (crafted) DN with a O field such as
O="foo,CN=www.apache.orga

and ...... ordered such that the O appears prior to the CN field would

incorrectly match on the <www.apache.org> ..."
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sEBASF T — > 1REEAm: Fake ID

Android Fake ID Vulnerability Lets Malware
Impersonate Trusted Applications, Puts All
Android Users Since January 2010 At Risk

https://bluebox.com/technical/android-fake-id-vulnerability/

Presented at BlackHat 2014 USA
ANDROID FAKEID VULNERABILITY WALKTHROUGH

https://www.blackhat.com/us-14/archives.html#android-fakeid-vulnerability-walkthrough

Android OS M7 JUEL(CEEI BREE S
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sEBASF 1 — > 1REEAm: Fake ID

e Android 77U (CIFEBFEZMNDITSNTLD
®Android OS (X777 U A 2 X b—) LB [CBFERZHE I
OSSL/TLSICH T DY —/ GEBAEARETE & FEFDILIE

OETEX TR I D 1— R(X Apache Harmony EHHRDED

O:FIAE 1T — > DR (CRIRESD D

Subject/Issuer DXFFH| E L TDO—HDH =
WEsR U, B2 DOMHERZIT D CLIVEh D 2!

“there is a conspicuous absence of cryptographic

verification of any issuer cert claims, instead defaulting
to simple subjectDN to issuerDN string matching.”
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ool BLACKHAL M

Subject: client Subject: SubCA1 Subject: SubCA2 Subject: CA

Public Key -~ Public Key " Public Key " Public Key

Issuer: SubCA1 ? Issuer: SubCA2 ? Issuer: CA ? Issuer: CA

Issuer Signature Issuer Signature Issuer Signature Issuer Signature

A certificate can claim to be issued by
any other certificate ...

... and that claim is
not verified

BlackHat2014(C B\ THORRERIHN S

JPCERT CC°®
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SEBAES I T — REEAE: Apple iOS

TWSL2011-007: 10S SSL Implementation Does Not

Validate Certificate Chain

http://blog.spiderlabs.com/2011/07/twsl2011-007-i0s-ssl-implementation-
does-not-validate-certificate-chain.html

https://www3.trustwave.com/spiderlabs/advisories/TWSL2011-007.txt

“IOS's SSL certificate parsing contains a flaw where it fails
to check the basicConstraints parameter of certificates
In the chain.”

/] —_— ~
SERREF T — > DI [CATIEIRLY] EULVDE

DEEAE NS> TH, T5—ICLUTLVEM D IZ
N Y
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ACM CCS 2012 ¢

B Why Eve and Mallory Love Android: An Analysis of
Android SSL (In)Security

http://www?2.dcsec.uni-hannover.de/files/android/p50-fahl.pdf

B The Most Dangerous Code in the World: Validating SSL

Certificates in Non-Browser Software
https://crypto.stanford.edu/~dabo/pubs/abstracts/ssl-client-bugs.html
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ACM CCS 2013 {22
B Rethinking SSL Development in an Appified World

http://android-ssl.org/files/p49.pdf

(SSLTLSBIEDESEHOREEREIES |
HRERADIEFEAE
HAERO—RINREEEDETFFIFI D —X
- dA—YHhBsEE

)
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IRA > b1 GEBAEZIREALT B

B SSL/TLS BEZITOIREExAEIIBREZIRIELUE UL D
B EMET AN CIRIEZEIN CUIEDZEDIREIRLH. 1A T
FAK
B Java/AndroidDiz&E
—SSLException (FEEHE U720
—TrustManager ZHBZER UR0N
—HostnameVerifier ZHBEE&E U0
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8% Proxy CE{FIREE

‘Proxy SZFHTCIBIESE D ET, SEHEDOIREEIE Z
s C=D
B EZSEUTIL Burp proxy, dsniff, Fiddler 72 &
CNB5MTOFTIE https BS(CXF U TCEEEBRKIEA
EZRUED, HoNMUSHETE LU THVCEIIIREZ1RE
RUTED EWVD feBEN ] BE

SRR TEIRVERAZE (AL AL SERRE R L)

TR A NAAREE

“BRIHARIN
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O X5/ JTCP/IP SSLITLSHR
E——— ®http://shop.ohmsha.co.jp/shop/shopdetail.html?bra
,.U ndcode=000000001666&search=4-274-06542-1
j\ﬂm&"’wa e
£

BULLETPROOF
e ®Bulletproof SSL and TLS

®https://www.feistyduck.com/books/bulletproof-ssl-
and-tls/
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SEZ 55k
®|PA: PKI B3iEFRiTIBER

® https://www.ipa.go.jp/security/pki/index.html

®Introduction to Public-Key Cryptography

®https://developer.mozilla.org/en-US/docs/Introduction to Public-Key Cryptography
®Exciting Updates to Certificate Verification in Gecko

® https://blog.mozilla.org/security/2014/04/24/exciting-updates-to-certificate-verification-in-gecko/

® JINSA PKI Day
O PKI Day 2014 (http://www.jnsa.org/seminar/pki-day/2014/)
o— M EIEABARY— R IA > tF1UF e [Android 77 Ud
a1 75T - a7 -5 > TOHAR]
®https://www.|ssec.org/report/securecoding.html
OSSL/ITLSSATISUDELWMEWABLL [F, JE>R—
INOAREE(CDULT)
®http://blog.kazuhooku.com/2014/01/ssltls.html
® Android Pinning by Moxie Marlinspike
®https://github.com/moxie0/AndroidPinning
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References

B SSL Vulnerabilities: Who listens when Android applications
talk?

—http://www.fireeye.com/blog/technical/2014/08/ssl-
vulnerabilities-who-listens-when-android-applications-
talk.html

B Defeating SSL Certificate Validation for Android
Applications

—https://secure.mcafee.com/us/resources/white-papers/wp-
defeating-ssl-cert-validation.pdf

B OnionKit by Android Library Project for Multi-Layer
Network Connections (Better TLS/SSL and Tor)

—https://github.com/quardianproject/OnionKit

B CERT/CC Vulnerability Note VU#582497: Multiple Android
applications fail to properly validate SSL certificates

—https://www.kb.cert.org/vuls/id/582497
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CERT Secure Coding Standards

%19 Added by Confluence Administrator, last edited by Robert Seacord on Apr 05, 2013 (view change) show comment

@ Welcome to the Secure Coding Web Site

This web site exists to support the development of secure coding standards for commonly used program
standards are being developed through a broad-based community effort including the CERT Secure Codi
software security communities. For a further explanation of this project and tips on how to contribute, pld

As this is a development web site, many of the pages are incomplete or contain errors. If you are interes
items or send recommendations to secure-coding at cert dot org. You may also request privileges to dirg
guidelines, use the Tiny Link under Tools-=Info as this URL will not change if the name of the guideline
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The CERT C Secure Coding Standard

Tue CERT C
SECURE CODING
STANDARD

Version 1.0 of The CERT C Secure Coding Standard is now available as a book from Addison-Wesley.

This official release can be used as a fixed point of reference for the development of compliant applications
and source code analysis tools.

Development of the next version of the CERT C Secure Coding Standard is being performed here on the
secure coding wiki. This version is a work in progress and reflects the current thinking of the secure coding
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The CERT Oracle Secure Coding Standard for Java

THe CERT
ORACLE SECURE
CODING STANDARD

FOR JAVA

Version 1.0 of The CERT QOracle Secure Coding Standard for Java is now available as a book from

Addison-\Wesley.

Development of the next version of the The CERT Oracle Secure Coding Standard for Java is being

performed here on the secure coding wiki. This version is a work in progress and reflects the current
thinking of the secure coding community. Subsequent official releases of this standard will be issued as

nae\ JPCERT/CC THAGE AR
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The CERT C++ Secure Coding Standard

~
“under development”
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