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XMLHttpRequest(XHR)IZE

B XMLHttpRequest(XHR) & (&
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Access-Control-Allow-Origin Values

B Wildcard Yalue B 3Single Origin Value Invalid Value

$90.25% DA ~H'CORSITHT I

Access-Control-Allow-0rigin

5|FA7T : http://www.veracode.com/blog/2012/11/security-headers-report/

B Access-Control-Allow-Origin A4+ D CORSEIED AW S D
RT(E? ?
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Access-Control-Allow-Origin
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Access-Control-Allow-Origin
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Access-Control-Allow-Credentials

Access-Control-Allow-Credentials
71
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TRUE
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Access-Control-Allow-Credentials
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Access-Control-Allow-Credentials

Access-Control-Allow-Origin(C (“\CCGES'?OD‘FEO"QH&W-O”9in(7-

* A= T LVBWebH - = BECAVS > ZEHELTLNBWebY A b
Access-Control-Allow- Access-Control-Allow-
Credentials Credentials

1K 2\
WESTER L WESTEIR L
TRUE 1250 TRUE
FALSE FALSE

B Access-Control-Allow-OriginCA U > ZIEEL TR Y
~ND#I68% C. Access-Control-Allow-CredentialsO{E(Ctrue
Zi8TE

21 Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC $



Access-Control-Allow-Origin
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Access-Control-Allow-Origin
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U GET /passwd HTTP/1.1

Origin: http://evil.com .

tokenZ&4T Access-Control-Allow-Origin: http://evil.com
Access-Control-Allow-Credentials: true
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B Fo] 9 BdIR—DHIR
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Control-Allow-Origin. Access-Control-Allow-CredentialsZ 0 L7320
GRXEZEENR—, J\RJ— REEXR—-T5F)
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— Y FEDY A MMIX U TEFFA] 9 DBEI(C(E. OrigindfEZIREEL . 58]
9 DIFEICDHAccess-Control-Allow-Origin, Access-Control-Allow-
CredentialsZ{Ih19 3

GET /passwd HTTP/1.1
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Access-Control-All rigin: http://evil.com
10 Access-Control-All redentials: true
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B :Fo]d AXR—0FIE
— REEZEIT O CLWBIL—YHYDHCPBRET DIRER—(CIE,. Access-

Control-Allow-Origin, Access-Control-Allow-CredentialsZ {4l L
IR GREZENR—, JIRD— REER-LE)
Apache TOETEF : BERD 7 1 )LD+ TIY—ADERZFA]
<FilesMatch “¥.(jpeg|gif|png)$”>
SetEnvlif Origin “*https?://.*$” ORIGIN=%0

Header set Access-Control-Allow-Origin %{ORIGIN}e env=ORIGIN
</FilesMatch>

| BRI Hs
—HFEDY A MMIX UTEFa] 9 DIZE(C(E. OrigindDIEZIRFEL . &F
0] 9 DIFE(CDJ+Access-Control-Allow-Origin,  Access-Control-
Allow-CredentialsZ{1hl19 3

Apache TOETEN : example.comD YT EALL DA —RDEAZEEFA]

SetEnvIf Origin “*https?://.*¥.example¥.com$” ORIGIN=$0
Header set Access-Control-Allow-Origin %{ORIGIN}e env=ORIGIN
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X-XSS-Protection

44783 5141[100
—_ —— . 1
mEXTEDD
904434 44169 1; mode=block
ERTETR L 0

B X-XSS-ProtectionZ:XEL CLDE A bDIFEAEN
1;mode=block({R:& 7 + )L YEX). REFF(C(FZEER—>
2 IRIR)

B 51494 bH0 (ER))ZENTE

B XSSIRET 1 IV DER(E. R H B E45IA R
NHBINR—SDHCPRTEITNANE

JPCERT CC°®

31 ‘ Copyright©2014 JPCERT/CC All rights reserved.




Strict-Transport-Security

1754 max-ages%iEfE
= 31536000
I ersa | |3 ]
18966 93 s
119
HSTSA L = 16070400
187 uZoAth

B Y1 ~207205 41 ROHTTPSICUS A LD ~

B 175451 MOHSTSZ X TE

B UL ENHSTSOERR Z 14 (C355E

B 0ZRMEUEEES. TJSOYIEHSTSOUR M S5ZED
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= Yall. )

B HTMLSTIHMEF(CIRD—FT. FARICITFENNEN
BEH %D D

B [HTMLSZFIBUIEWeb 7 U —2 3>t )
S+ BIBEICEIIRB/IREE | =tzF+17778Web)7 TV
T— 3> ORFEITIZI T TLIEEL

B SBEVEDEIEILLFET
—CRRBFELTVNET
JPCERTO—T 1 R—avt4—

Email: ww-info@jpcert.or.jp

Tel:03-3518-4600
Web: https://www.jpcert.or.jp/
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Custom HTTP header

B X-Recruiting: We're looking for talented people, join us:
<URL>(We have cookies!)

B X-Recruiting: Like HTTP headers? Come write ours:
<URL>

M x-poetry: Choose Life. Choose a job. Choose a career.

B X-<CompanyName>-jobs: you're reading this ... come
work at xxx!

B Were-currently-looking-for-devs-like-you: Tweet @xxx for
job details.
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X-Want-A-Job-With-Us response header

X-Want-A-Job-With-Us:
QlpoOTFBW VSRfWskAAAoVgE/# \Azk

3cwlABliZDQ.. J2ICmTEy  ydWyi  XBr3
fsUaloRtI51GIIpyjl8dBoXckUa . wAKX1rJA==

-  decode by Base64

FPTI4E) WWE) BEV) WS = AIFH)

¥ echo TleoDTF‘SRstkAhhonghBQAAzk3cwIABIiZDQmPUElCmTEy.dWqurFKBrS“
fsUaloRt15IGIlpy oXckU4UJAkX1rJA=="|basebd -d

BZhU1AY&SY? 2L

[(FPE®3E50 HEFHMEDED) B EERE ! JEDEEWEREhFEY b%EX B | ERTEBOED k§ #

Binary ! | ?
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discem file type

- outputto afile

rochRlocalhost-/ T A0 by

J71ME) REE) ARV BE(E) KD ALTH ~
b echo 'QlpoOTF fE'JskMPm‘ngﬁBQMzkicwIPLBI1ZBQmPUZLCmTEy.qurFKSrS’

basebd -d>decoded

ckU4UJAkX  rJA=="
P  discem file type

fsUaloRt19IGIlp

root@localhost:- /T 20 kw T

J71{E) REE) ARV BR(©) KL ALTH) )
¥ echo 'QlpoOT RfWskAAAOVGEABQAAZzk3 cwIABI1ZDOmPU2 lCnTE}.yEquKBﬁ a
fsUaloRt15IGI1pY XckU4UJAkX1rJA=="|basebd -d>decoded
[ﬁ file decoded

decoded: bzipl compressed data, block size = 900k

Compressed file.... :-C
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extraction by bzip2

PP  extraction

root@localhost:-/T 29 kv

2710E) BEE FNY) BR () BXD ALIH)

# bunzipl -v decoded

bunzipl: Can't quess original name for decoded -- using decoded.out
decoded: done

PP confirm file type

root@localhost:/

7PME) WKE RRY BR (O BED AT

# bunzipl -v decoded

bunzipl: Can't guess original name for decoded -- using decoded.out
decoded: done

ﬂ# file decoded.out

decoded.out: ASCII text, with no line terminators

ASCIl ! Readable ! |
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finish?

rocl@localhost:-/T 29 w7

JP1IME) REE ATV BR(E) KFD ALIH)

B cat degaded.out
fraq q te na rznvy jvgu gur jbeq

cantread ... -

fraq q@@@)e na rznvy jvgu

~~_ rotate ...
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root@localhost:-~

271E) REE) BTN BFE(S) &FKD ~ILFH
-ne 'split(//,§ ) for §
6 if(§coord(’ ')); print

(1..25){print"$1i °
chr $“'} se{nr":*'}}}

'+ foreach(@ ){if

(

decoded. out

)
L B

20r A

L=

gsbr ob sacowz kwhv hvs kcfr o wbh wh
hteos pc thpxa 1xiw iwt ldgs o oxi
iudt gd ucgvbh myijx jxu meht wvd v
Jwen re wdrzce nzky kvv nfiu ze ZK
kv sf wesad ocalz lzw ogijv af al
L >y tg xftbhe pbma max phkw g bm
my hx 1h vgucf gonk nby gilx ch cn

nziy
cajz

rdoc do

sepd
tfge
ugrf
arke e

zhwvdg
iweh
bixfi
ckygi
alalk

D00~ 0 B W= o e

=]

with
XUl
YRV ]
zlwk
amxl
BEnym

email
-
rTnom
gockn
hpdlo
1Lgemp
Jring
ksgor

CoZn
dpao
egbp
nvijru frcg
owksv gsdr
pxltw htes
gymux iuft

nuigt
gybn
hzco
iadp
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®
ZELZ LI Th=Dkd0, R -EEEEEEZET S

JPCERT I—Taf—iawti4— » BRI &I = B b7 T = Enelish

CHESHDNESIETNELUE

JPCERT CC°®
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