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Overview of JPCERT/CC

B Japan Computer Emergency Response Team Coordination Center
 Founded in 1996

* An independent, non-profit organization

« National CSIRT (Computer Security Incident Response Team)

« Coordination center

B JPCERT/CC, as a national CSIRT, monitors computer security
Incidents at a national level, identifies and handles incidents that
could affect the economy and critical infrastructures, and warns
critical stakeholders and the nation about computer security threats.

B JPCERT/CC, as a coordination center, provides technical support in
response to computer security incidents through coordination with
other local and overseas CSIRTSs.

1 Copyright©2014 JPCERT/CC All rights reserved. JPCER’F CC 4




Overview of JPCERT/CC - 3 pillars and 4 foundations -

-Vulnerability | -Information - Incident Handling
Information O gathering / > Mitigating the damage

i = through efficient incident
Hand[lng | - analysis / sharing nanding
» Coordinate with developers

- - » Information sharing to
ﬁ]rllourrrl]kz:t?c\)/\rl]n vulnerability § IMnt)er:::[]glFl Ii]rgaﬁlc prevent similar incidents

» Secure Coding

v ‘ ‘ JVN Japan Vulnerability Notes >

> Alerts /Adwsones

Information sharing with criti

Capacity building for internal CSIR

Analysis on attack methods / behavi

er handling of incidents and vulnerabilities

JPCERT CC”°
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What is HTML5?

B HTMLS5 is the next HTML standard.

B HTMLS5 enables us to build more flexible and highly convenient
websites. It allows us to store data within the visitor’s browser,
enables full-duplex communication between the visitor's browser and
web servers, obtain location information of the visitor, etc.

M Itis becoming widely utilized in Asia-Pacific region including Japan.
Major browsers are compatible with HTML5 (Some functions are not

enabled). < >

HTML
Browser-

5
Embedded
< Ul > Multimedia
Enhancements
Online
Application
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What is HTML5?

B HTMLS is the next HTML standard.

B HTML5 enables us to build more flexible and highly convenient
websites. It allows us to store data within the visitor's browser,
enables full-duplex communication between the visitor's browser and
web servers, obtain location information of the visitor, etc.

M Itis becoming widely utilized in Asia-Pacific region including Japan.

B Major browsers are compatible with HTML5 (Some functions are not
enabled).

B While HTML5 enhances browser
capabillities, it also brings new
security concerns which were not an
ISsue in previous versions of HTML.

B The possible impacts are not fully
verified or widely known, which may Informatio
affect users by attackers leveraging Redirect
the security flaws of these new
architectures.

JPCERT CC°®
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Research Report on Security Issues of HTML5

B Japanese version was published on October 2013 and English
version will be coming up soon.

B https://www.jpcert.or.jp/research/html5.html (Japanese ver.)

HTMLS Z=HIAL 7zWeb 7 U —a Ot 1) cREIEIC BIREET 2013-10-20

MYy SRERSE

W ova=F A=l

HTMLE 13, WHATWS & 08 Wao 5% HTMLS | S-SR 0 HTML SL TEFEEES T ATFETHL. HTMLE
BLUTO RO R CLY, veh U HRIESE (LT, 22— OIS0 YR TOF — 880, 05147k &
o= RITOIATENRS. AEFERDINS Y, RO HTMLY DUSEEE DF {EMEOEL  vieh T 1 FDESE
BOTRESTd T ET, FEMEN ELET 2—H T, TS0 L CERS N R C I — DS o i E
[ZREL T, 9 SRR SN TSI EAT. tFalFaddmidhiinFEE R e o Elsh
TWET,

JPCERT/CCTIE. HTMLS ERIAL DT 270 b 777 —2 3/ RAR DI OOHEME S F S D -k
SAFREFIEMOEMERNAL T B eSNatd )T AREE LU I ETRFFEIA. £ iR oH
LT olgefdfRMEEE T /o 23T ToOEEREL LI,

a5, FEE DT fERO—EFE s Tl R L T L Fl T,

2013
e A PDFER

2015 030 HTMLE %FFH L el 7 F T — gDt f a5 1 folR8 3 28R 1 CAME(PGPEE)

ERSE
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Research Report Terms of Use

The report is expected to be utilized as...

B Technical paper, basic information for guidelines
B Material for study meetings

B Reference for seminars

For citing or reproducing the original document, please refer to
the following:

JPCERT/CC Terms of use
https://www.jpcert.or.jp/guide.html (Japanese only)

Sample)
Source: JPCERT Coordination Center

“Technical research report on security issue of web applications
utilizing HTMLS”
https://www.jpcert.or.jp/research/HTML5-20131030.pdf
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JavaScript API
XMLHttpRequest

JPCERT CC°®
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XMLHttpRequest(XHR) Summary

B XMLHttpRequest (XHR) :
—an API to communicate with HTTP using JavaScript
—enables interactive web contents by asynchronous communication
—widely used due to increased usage of AJAX

—this function could only communicate with same origin in versions
earlier than HTML5

[==p—
P r—

>

' Origin' : loaded by the original source

other.example.jp

' Access-Control-Allow-Origin' : authorized origin or " (wildcard)

In order to allow Cookie, “Access-Control-Allow-Credentials” needs to be configured
#Origin : combination of host name, protocol and port number

JPCERT CC”°

8 ‘ Copyright©2014 JPCERT/CC All rights reserved.



Current Status of HTML5

JPCERT CC°®
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Previous Survey Results

B Survey against 2,359 sites was conducted on November 2012

Access-Control-Allow-Origin Values

B Wildcard Yalue B 3Single Origin Value Invalid Value

0.25% of websites supports CORS

Access-Control-Allow-0rigin

Source : http://www.veracode.com/blog/2012/11/security-headers-report/

B How about Cross-Origin Resource Sharing (CORS) headers
with values other than ' Access-Control-Allow-Origin’?

JPCERT CC°®
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Fact-Finding on Websites utilizing HTMLS5

B Following points were checked:
—CORS headers (*1)
—Headers with security features (*2)

B Approach to fact-finding
—Crawl top page of websites on Alexa Top 1,000,000 (*3)
—Check the HTTP header of the curl command response

—If the website redirects to other points, final redirection point will
be surveyed

—Origin request header will be added to the sending request
—Survey was conducted from 2013/12/26 to 2013/12/30

(*1) Response header which starts with 'Access-Control-'on headers used by CORS
(*2) Specific headers with security features introduced in the research report
(*3) http://www.alexa.com/topsites
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CORS Headers

B Access-Control-Allow-Origin
—Specifies the Origin that is allowed to access to resource
B Access-Control-Allow-Credentials

—Configured ‘true’ for permission on accessing to response
towards requests with authentication information such as
Cookie

B Access-Control-Expose-Headers
—Specifies the header which the browser can use
B Access-Control-Allow-Methods (preflight)
—Specifies the method which allows transmission
B Access-Control-Allow-Headers (preflight)
—Specifies the header which allows transmission
B Access-Control-Max-Age (preflight)
—Specifies the time to cache a preflight response
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Headers with Security Features

B X-XSS-Protection
—Protects from XSS attack
B X-Frame-Options

—Manages contents in accordance with the configuration in
Content-Type header

B X-Frame-Options

—Restricts embedding into a frame such as iframe
B Content-Security-Policy

—Restricts the sources of contents to be loaded
B Content-Disposition

—Controls download dialog of a file

B Strict-Transport-Security
—Enforces the use of secure HTTPS connections
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Key Findings

JPCERT CC°®
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Current status on CORS

CORS enabled websites CORS Headers (Access-Control-xxx)
7218 2000

Not 3000
® anabled 2000
1000
: N B e e
. X
O T L
Enabled <« R Y & 9
N O S N 2
v 3 W© &
?\\0 ?‘ ?“ <(,

B Number of websites which responded was 949,217 sites.
B Number of CORS enabled websites(*) was 7,218 sites.
B Only 0.76% of the websites had CORS enabled.

(*) Websites which returned headers related to CORS

JPCERT CC°®
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Access-Control-Allow-Origin

‘Access-Control-Allow- Value Configured (with
377 Origin’ Configuration
~_ proper configuration)
m Proper m oy
Configuration
Improper Origin
Configuration

B 5.4% of the websites were configured improperly.

M If improperly configured, the value will be invalid and
“Access-Control-Allow-Origin” will not work properly.
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Access-Control-Allow-Origin

B Proper Configuration
— scheme://host[:port][ scheme://host[:port]]* (?<1)
— null

*

B Improper configuration sample (either of the settings will be invalid)
— No scheme : example.com
— Multiple configuration with comma breaking :
http://lexamplel.com,http://example2.com

— Wildcard usage : http://*.example.com
— " inserted at the end of origin : http://example.com/
— Multiple header : http://examplel.com

http://example2.com

B Attention!! Without the knowledge of proper configuration on how to add
headers, it may weaken the authorization and create vulnerabilities.

>¢ 1 : Some browsers forbid origin configuration with space breaking
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Access-Control-Allow-Origin

377

~_

‘Access-Control-Allow-
Origin’ Configuration

m Proper
Configuration

»

Improper
Configuration

Value Configured (with

proper configuration)

H X
1909

Origin

B Websites with proper ‘Access-Control-Allow-Origin’ were
configured as follows:

—Approximately 71% configured to ™

=allows CORS from any website

—Approximately 29% configured ‘origin’
=CORS is only allowed from the website specified by the

origin header
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Access-Control-Allow-Credentials

Access-Control-Allow-Credentials
71

g NO
Configuration

TRUE

1525

FALSE

B Websites enabling Access-Control-Allow-Credentials were
22% out of all of the CORS websites.

B Value set to ‘true’ is only valid. Value other than that operates
as it is not set to ‘true’. Furthermore, there were several
websites which value is set to ‘false’.
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Access-Control-Allow-Credentials

Websites with value **’ configured Websites with proper origin to
to Access-Control-Allow-Origin ‘Access-Control-Allow-Origin’
Access-Control-Allow- Access-Control-Allow-
Credentials 5 Credentials
- No No
Configuration Configuration
TRUE 1250 TRUE
FALSE FALSE

M [n case ‘true’ is specified on Access-Control-Allow-
Credentials, the value “* cannot be used for Access-Control-
Allow-Origin. However,163 sites were configured to ™.

B Please check beforehand whether it operates as it is
iIntended!!
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Access-Control-Allow-Credentials

Websites with value ™’ configured
to Access-Control-Allow-Origin

Websites with proper origin to
Access-Control-Allow-Origin

Access-Control-Allow-

Credentials
1K

g No
Configuration

TRUE

FALSE

Access-Control-Allow-

Credentials
2\
No
Configuration
1250 TRUE
FALSE

B Within the 68% of the websites for which the origin was set
In Access-Control-Allow-Origin, ‘true’ was configured in
Access-Control-Allow-Credentials.
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Access-Control-Allow-Origin

Websites with value ' configured in
Access-Control-Allow-Origin

Access-Control-Allow-
Credentials
2\ Sample of sending response header : for ‘true’
Access-Control-Allow-Origin: http://example.com
m No Access-Control-Allow-Credentials: true

Configuration '

1250 TRUE
FALSE

M If the response header returned is as shown above, JavaScript
loaded from http://example.com will operate as same as the client

browser.

= When arbitrary JavaScript can be executed from a website
specified in Access-Control-Allow-Origin, it may become very

dangerous.
B Then, is it safe if this vulnerability does not exist?
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Mashup Example

A-C-Allow-Origin: siteA Mashup origin site [ A-C-Allow-Origin:siteB
A-C-Allow-Credentials:true A-C-Allow-Credentials:true
Mr. X's image

Mashup site B

Mashup site A

Origin: site A Origin: site B

In order to allow Cookie
added CORS to each site,
Use favorite image generate value in Access- | Provide favorite image

as background. Contro!-AIIow-Orlgm related products.
dynamically.
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How can attacker leverage this?
A-C-Allow-Origin:
http://evil.example.com
A-C-Allow-Credentials:true

Mashup origin site

Mr. X’'s photo

evil web site
(evil.examle.com)

Information
Leakage

Origin: http://evil.example.com

send outside

JPCERT CC°®
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Cross Origin Request utilizing XHR2 sample Advisory

XHR2 2R TEDHr—2

EWENRGILIFS,

THFA)FDELEN TS xHR2 TH-TH, JROLOEESHE T2155 (23 7T 258

o DSATERSNTE . Origne origin VOT 2 b~ F I THILT, =003 Acoess—
Cortrol-Allow—COriging origin L AR 2 e SRS L3 P ThE D,
o 1A% AccessControl-Allow—Credertials true L 2R A HEFITTSES0 I, Cookis F
izt g i e To Thvd,

T

Cockin
tvianib

(2,

T

JwithCredentials=true

—)

m fviaxip P
level 2 Hing

F—afe
- | (c.com)

Origin: httpfa.com =4
FoeAER

T2 AN

Access-Control-Allow-Origin: hitp:/fa.com
Access-Control-Allow-Credentials: true

__J

mRED
I (a.com)

S 2

£
?

S

Ele—16: XHR2 FZEWTE LT —2

IPA Lectures on secure coding Web Application course

https://lwww.ipa.go.jp/security/awareness/vendor/programmingv2/contents/704.html
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Access-Control-Allow-Origin

Actual value of Allow-Origin
Actual request sent by the

survey: ’
GET/HTTP/1.1 _
HOST: <target> W http://example.com

Origin: http://example.com 1056
Other origin

B 194 sites inherited the value from the original origin header

and configured in Access-Control-Allow-Origin header and
sent it back!!

B Data may be intercepted if the user authenticated web
page Is configured as aforementioned.

B Furthermore, it may bypass CSRF token protection.
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27

Password Change by CSRF

Issue a
token

Verify the
token

GET /passwd HTTP/1.1

Origin: http://evil.com .

Access-Control-Allow-Origin: http://evil.com
Access-Control-Allow-Credentials: true

l token=2a8bc84e !

— e - - o o . o oy

Origin: http: //eV|I com .

Password
Changed

————————>

Copyright©2014 JPCERT/CC All rights reserved.
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Proper Configuration

B Restriction on permitted page

— Access-Control-Allow-Origin and Access-Control-Allow-Credentials should
not be added to a web page which is not intended to be open to the public.

(i.e. Configuration Change Page, Password Change Page)

B Verify origin header

— In case of allowing particular web sites, verify the value of the Origin and
then only add Access-Control-Allow-Origin and Access-Control-Allow-
Credentials as necessary.

GET /passwd HTTP/1.1

Origin: http://evil.com .

Issue a - _
token Access-Control-A rigin: http://evil.com
_ Access-Control-A redentials: true
Verify | ————————————
&
Restriction |

JPCERT CC°®
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¢ Based on the application specification,

Confi gu ration exam D | @ consideration on proper configuration and sufficient

testing is required upon applying this configuration.

B Restriction on permitted page

— Access-Control-Allow-Origin and Access-Control-Allow-Credentials
should not be added to a web page which is not intended to be open
to the public.

(i.e. Configuration Change Page, Password Change Page)

Ex: Allow usage of the resource only by an image file

<FilesMatch “¥.(jpeg|gif|pnglimg)$’>

SetEnvlif Origin “*https?://.*$” ORIGIN=%0

Header set Access-Control-Allow-Origin %{ORIGIN}e env=ORIGIN
</FilesMatch>

B Verify the origin header
In case of allowing particular web sites, verify the value of the Origin and
then only add Access-Control-Allow-Origin and Access-Control-Allow-
Credentials as necessary.

Ex: Only allow requests from sub domains of example.com to use the resource

SetEnvlif Origin “*https?://.*¥.example¥.com$” ORIGIN=3%0
Header set Access-Control-Allow-Origin %{ORIGIN}e env=ORIGIN
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Headers with Security Features

JPCERT CC°®
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X-XSS-Protection

44783 5141(100
m Configured =l
904434 44169 1; mode=block
Not
configured 0

B Most sites with X-XSS-Protection enabled were configured
to “1";mode=block (Enable protection filter, blank page was
displayed upon detection)

B 514 websites configured to ‘0’ (disabled)

B Attention!! Disabling the XSS Protection should be
restricted to specific web pages such as a page having
false-positive issues.

JPCERT CC°®
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Strict-Transport-Security

1754 max-age value
' m 31536000
WHSTS 9 2592000
18966 configured 93 15768000
HSTS not 119 =0
. m 16070400
configured 187 = Other

B 20,720 sites out of all sites were redirected to HTTPS.
M 1,754 sites configured HSTS.
B Over half of the sites configured max-age to 1 year.

B Attention!! If max-age is configured to ‘0’ , this
website will be deleted from HSTS list of the browser.

JPCERT CC°®
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Conclusion

JPCERT CC°®
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Conclusion

B While HTML5 enhances browser capabillities, there are
multiple architectural issues which we should be aware of
upon use.

M Please refer to “Technical research report on security
issue of web applications utilizing HTMLS” for developing
secure web applications.

B Any inquiries are welcome. Please contact to

JPCERT Coordination Center
Email: ww-info@jpcert.or.jp
Tel:+81-3-3518-4600
Web: https://www.jpcert.or.jp/
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Appendix

JPCERT CC°®
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Custom HTTP header

B X-Recruiting: We're looking for talented people, join us:
<URL>(We have cookies!)

B X-Recruiting: Like HTTP headers? Come write ours:
<URL>

M x-poetry: Choose Life. Choose a job. Choose a career.

B X-<CompanyName>-jobs: you're reading this ... come
work at xxx!

B Were-currently-looking-for-devs-like-you: Tweet @xxx for
job details.
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X-Want-A-Job-With-Us response header

X-Want-A-Job-With-Us:
QlpoOTFBW VSRfWskAAAoVgE/# \Azk

3cwlABliZDQ.. J2ICmTEy  ydWyi  XBr3
fsUaloRtI51GIIpyjl8dBoXckUa . wAKX1rJA==

-  decode by Base64

FPTI4E) WWE) BEV) WS = AIFH)

¥ echo TleoDTF‘SRstkAhhonghBQAAzk3cwIABIiZDQmPUElCmTEy.dWqurFKBrS“
fsUaloRt15IGIlpy oXckU4UJAkX1rJA=="|basebd -d

BZhU1AY&SY? 2L

[(FPE®3E50 HEFHMEDED) B EERE ! JEDEEWEREhFEY b%EX B | ERTEBOED k§ #

Binary ! | ?
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discem file type

- outputto afile

rochRlocalhost-/ T A0 by

J71ME) REE) ARV BE(E) KD ALTH ~
b echo 'QlpoOTF fE'JskMPm‘ngﬁBQMzkicwIPLBI1ZBQmPUZLCmTEy.qurFKSrS’

basebd -d>decoded

ckU4UJAkX  rJA=="
P  discem file type

fsUaloRt19IGIlp

root@localhost:- /T 20 kw T

J71{E) REE) ARV BR(©) KL ALTH) )
¥ echo 'QlpoOT RfWskAAAOVGEABQAAZzk3 cwIABI1ZDOmPU2 lCnTE}.yEquKBﬁ a
fsUaloRt15IGI1pY XckU4UJAkX1rJA=="|basebd -d>decoded
[ﬁ file decoded

decoded: bzipl compressed data, block size = 900k

Compressed file.... :-C
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extraction by bzip2

PP  extraction

root@localhost:-/T 29 kv

2710E) BEE FNY) BR () BXD ALIH)

# bunzipl -v decoded

bunzipl: Can't quess original name for decoded -- using decoded.out
decoded: done

PP confirm file type

root@localhost:/

7PME) WKE RRY BR (O BED AT

# bunzipl -v decoded

bunzipl: Can't guess original name for decoded -- using decoded.out
decoded: done

ﬂ# file decoded.out

decoded.out: ASCII text, with no line terminators

ASCIl ! Readable ! |
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finish?

rocl@localhost:-/T 29 w7

JP1IME) REE ATV BR(E) KFD ALIH)

B cat degaded.out
fraq q te na rznvy jvgu gur jbeq

cantread ... -

fraq q@@@)e na rznvy jvgu

~~_ rotate ...
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root@localhost:-~

271E) REE) BTN BFE(S) &FKD ~ILFH
-ne 'split(//,§ ) for §
6 if(§coord(’ ')); print

(1..25){print"$1i °
chr $“'} se{nr":*'}}}

'+ foreach(@ ){if

(

decoded. out

)
L B

20r A

L=

gsbr ob sacowz kwhv hvs kcfr o wbh wh
hteos pc thpxa 1xiw iwt ldgs o oxi
iudt gd ucgvbh myijx jxu meht wvd v
Jwen re wdrzce nzky kvv nfiu ze ZK
kv sf wesad ocalz lzw ogijv af al
L >y tg xftbhe pbma max phkw g bm
my hx 1h vgucf gonk nby gilx ch cn

nziy
cajz

rdoc do

sepd
tfge
ugrf
arke e

zhwvdg
iweh
bixfi
ckygi
alalk

D00~ 0 B W= o e

=]

with
XUl
YRV ]
zlwk
amxl
BEnym

email
-
rTnom
gockn
hpdlo
1Lgemp
Jring
ksgor

CoZn
dpao
egbp
nvijru frcg
owksv gsdr
pxltw htes
gymux iuft

nuigt
gybn
hzco
iadp
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Thank you for your attention
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