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(total CVEs: 56609)

—arbitrary code: 12525
—denial of service: 11741
—XSS: 7552

—Dbuffer overflow: 6705
—SQL Injection: 5943
—directory traversal: 2537
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Dashboard * Secure Coding * CERT Secure Coding Standards

CERT Secure Coding Standards

« S»19 Added by Confluence Administrator, 1ast edited by Robert S

Seacord on Apr 05, 2013 (view change) show comment

@ Welcome to the Secure Coding Web Site

This web site exists to support the development of secure coding standards for commonly used program
standards are being developed through a broad-based community effort including the CERT Secure Codi
software security communities. For a further explanation of this project and tips on how to contribute, pld

As this is a development web site, many of the pages are incomplete or contain errors. If you are interes
items or send recommendations to secure-coding at cert dot org. You may also request privileges to dirg
guidelines, use the Tiny Link under Tools-=Info as this URL will not change if the name of the guideline
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The CERT C Secure Coding Standard

Tue CERT C
SECURE CODING
STANDARD

Version 1.0 of The CERT C Secure Coding Standard is now available as a book from Addison-Wesley.

This official release can be used as a fixed point of reference for the development of compliant applications
and source code analysis tools.

Development of the next version of the CERT C Secure Coding Standard is being performed here on the

secure coding wiki. This version is a work in progress and reflects the current thinking of the secure coding
comrgunity, >~ s = ; - : e . )

ey JPCERT/CC THAGE R
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https://www.|pcert.or.|p/sc-rules/ )
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https://www.|pcert.or.jp/research/materials.html#secure
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The CERT Oracle Secure Coding Standard for Java

THe CERT
ORACLE SECURE
CODING STANDARD

FOR JAVA

Version 1.0 of The CERT QOracle Secure Coding Standard for Java is now available as a book from

Addison-\Wesley.

Development of the next version of the The CERT Oracle Secure Coding Standard for Java is being

performed here on the secure coding wiki. This version is a work in progress and reflects the current
thinking of the secure coding community. Subsequent official releases of this standard will be issued as
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The CERT C++ Secure Coding Standard
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