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B DNS = Domain Name System
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— www3.example.com & 1.2.3.4~
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B http://www.jpcert.or.jp/

B To: foo@jpcert.or.jp, Cc: bar@jpcert.or.jp
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B BUWEHLEICRLT, BEETHIEHRBAMLTIRE
f5: % dig www jpcert.orjp

;; =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 43922
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; QUESTION SECTION:

;WWw.jpcert.or.jp. IN A

;; ANSWER SECTION:

www.jpcert.or.jp. 86400 IN A 210.148.223.7
;; AUTHORITY SECTION:

jpcert.or.jp. 65330 IN NS dns-a.iij.ad.jp.
jpcert.or.jp. 65330 IN NS ns.jpcert.or.jp.
;; ADDITIONAL SECTION:

ns.jpcert.or.jp. 65330 IN A 210.148.223.4
dns-a.iij.ad.jp. 65330 IN A 210.130.1.45
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— Debian@D L bindd/ N\ —ITld, V—AR—EAS3FEICEESMNT
AV

M http://www.debian.or jp/blog/dns_cache_poisoning.html

5.81 Source Port Randomness: GREAT

60000

50000

40000

30000

Unique ports: 25
Range: 6318 - 65468
Modified Standard Deviation: 18614
Bits of Randomness: 16
Values Seen: 45074 52153 54651 56789 65468 8799 14474 14595 21441 21538

24541 24906 29671 32159 40144 42878 45838 33029 SP‘SSS 64361
6318 13934 15336 16607 21897
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B CERT VU#800113 DNS Cache Poisoning Issue

B http://www.isc.org/sw/bind/forgery—resilience.php

B IA47aY7k X)) T4 1EFEH MS08-037 - EZ : DNS D55 I LY.
HYTELAITHNS (953230)

M http://www.microsoft.com/japan/technet/security/bulletin/ms08—
037.mspx

— INYTFHREFEELLGEWNES(F/N\—237v 7T (e.g. BIND 8)

Copyright® 2008 JPCERT/CC All rights reserved.


http://www.isc.org/sw/bind/forgery-resilience.php�
http://www.microsoft.com/japan/technet/security/bulletin/ms08-037.mspx�
http://www.microsoft.com/japan/technet/security/bulletin/ms08-037.mspx�

X2 : BREGEDNSH—/ ERADE=HIC JPCERT CC*

B BREVEHE OFIR
— BN SDORBENEDEDATERET HESIHIR
— AVTUIYY—NEHEREAVEHLEISRET DB ETEL

B DNSH—/\DEEDIRETIBE T FEE
— EEEICRKENITY—EERERBICENIRAERIT B4
o

B Xovlad—/\DBNATO TIZHAIEEINATEE DX E

Copyright® 2008 JPCERT/CC All rights reserved.



f18%: SEHBH JPCERT CC°

[ | JPCERT/GCC EEME JPCERT-AT-2008-0014 = .
[#t%R] 183D DNS H—N\HRICHE T DF vy aRAX=0 5 O RFBEEICET 5T EME
http://www.jpcert.or.jp/at/2008/at080014.txt

[ | Japan Vulnerability Notes JVNVU#800113
BHD DNS RE(ZX vy aRA X2 F D55
http://jvn.jp/cert/JVNVU800113/index.html

m JVNTA08-190B o
BEHD DNS BE(CF vyl aRA XU T D55 14%
http://jvn.jp/cert/JVNTA08-190B/index.html

[ | BITBUEN BERLEBHERE X170 32—
DNSF vyl aRA X =25 DfEssEIZBE T 5iFE ML
http://www.ipa.go.jp/security/vuln/documents/2008/200809 DNS.html

[ | M ITEBUEN RV IBHEME X270 59—
410 DNS #E R DHfEFEMIZDINT
http://www.ipa.go.jp/security/ciadr/vul/20080724—-dns.html

| JPRS DNS BE i &SR o .
BHODNSY IR TIZETBF vy aRA =07 OREFEMHIZ DT
http://iprs.jp/tech/security/multiple-dns—vuln—cache—poisoning.html

[} JPRS DNS B:E BT iEER
BRAVEHRDDNSY I I 7IZH DT vyl a4 X=0 5 OIS HIC DL TERER)

http //iprs.jp/tech/security/multiple—dns—vuln—cache—poisoning—update.html

[ JPRSKAA L £ DNSDFEERT L
#1732 BDNSF vy aRA XV DEF~HIVRAEX—-FAyIDHE ~
http://jpinfo.jp/topics—column/009.pdf

[ | US-CERT Vulnerability Note VU#800113
Multiple DNS implementations vulnerable to cache poisoning
http://www.kb.cert.org/vuls/id/800113

[ | NTT ESRFEEBREMER FERRETIVNI+—LBARR PRYRI—IE M7 F—L
DNS Cache Pmsonmg@*ﬂfg ¥t (Dan Kaminsky|Z & 2DNSHz55 4 15HEIZREL T)
http://www.nttv6.net/files/DKA-20080723.pdf
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