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Joint FIRST and
TF-CSIRT Meeting

FIRSTTechmical Conogriom”
2008 TF-CSIRT M timmen.
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United St
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O FIRST 2007 Annual Conference ! (2007.6.17-22)
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— i +
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l . JUNEZ2007
S SPAIN
19th Annual FIRST Conference

PRIVATE LIVES AND CORPORATE RISK:

June 17- 22, 2007
Melia Sev
Seville, Spain

digital privacy - hazards and responsibilities

-

PROTECTING PRIVATE and PERSONAL INFORMATION
PREVENTING FRAUD, THEFT and ACCIDENTAL LOSSES
PRESERVING CORPORATE REPUTATION

a Hotel
T

Kingdom

Privacy is the genie in the bottle for all data-hoiding organizations - once oul, whether through crime or

carelessness, privale and persanal information is oul far ever, and has a power lo do harm which is almost incalculable. In

the wake of losses and Inefls which have exposed mifions of customers ko fraud and idently theft stales in Amenica and

govemments in many alher counlries are legislating or plan ko legisiate to campel corporales and olher data-hoiders to

report pubicly il violations of digital privacy. The impact on reputation for those “named and shamed” may be calasirophic,

and the risk 1o revenues and even 10 survival will be profound. New threals 10 privacy are emenging every day, and at the

sarme lime, lensions are rising between govemments who want o harvest and skore dala aboul individual cifizens and use

I416.0versee:2nd sieer behavior and corporales wha collect dals from and about ciizens who are aisa customers. Already,

branids which, have.been -exposed by Ihe media- for “shopping”

cstarmins o Biocking” bibavior have sufferdt seros blows o

e regutations. Understanding these com+

plex issues and being Adeguately.

prepared |n casa”l exposure wil b

crucial if organizations are fo

navigale succkssiully all Ihe trials

Ihat digital privacy s posirg; &7 by joifing I FIRST

Giohal Compiltér Security Network confarence in

Sevile; June 17:22,.2007, you wit learn

«How privacy breaches mast commonly oocur -
nd sadurly froasures. you can Lake k lasen hrisks

+What fo do if a privacy breach doas occur - gudsines
fot Incident Response Teams

+ How to communicate to stakeholders and the public
10 iz Gamage - feputsicn and crecibiy afler &
privacy broach

« Orwells “1984" - Past history or present tension? The

4 10 indivcas iberies Tal are row unlokdi 8
we gragple wilh big rothers arcund the giobe

Who ShoutdAttend?

You g0 it need 1o be @ member of FIRST o atiend tha 19*
Conference. Any incident response and securily leam or
securly professional who has responsibility for mf-—ulm
how an organization responds lo digital secu

e e e Wl 0 T e et

han you should stend he 19 ANFIRST Conforence, —
“Privaté Lives and ‘nSae Span o 1722,2007.  Past participants al conferences have included IT managers,
Spansord by FIRST, i conforence brings togethr securty  System and network admifistralors, saftware and hardware.
professicnals from the globl incdnt wha  vendors, secun , 1SPs, lelecommunicalions:
a0 soeking amswe's 0 a raf of quasons ik hose above,  providers and generalcompularand notwork secuity persanncl.

.., Hear how the industry experts manage their security issues

_ Interact arid network with your colleagues’ from around
the workl to exchange Kieas and advice on incident
management best practices

Sponsorship Opportunities

In an effort bo attract registrants at an affordabie foe, FIRST.Org,Inc., 2 not-

for-profit corporation, soicils conférence sponsorships al varying leves.

We seek spansaring arganizations that suppart Iha mission of FIRST and

206 commilled to improving compuler secunty around the worid. Sponsors.
regislration fees. For org.

Call for Papers

The FIRST program commiliee salicils onginal contibulions o0 network
security for refereed paper presantations, lulorials, inviled lakks, and
panal discussions. Past topics have included creating and managing
CSIRT, computer vulnerabilty, thisatgetection, computer forensics, and
‘case sludies. Presenlers may receive discounl regisiration fees. For more
information, visil www.first.org or wrile first-2007chair@first.org. The
deadline for submissions is November 15, 2006,

Copyright© 2007 JPCERT/CC
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Conference Location

The 19" Annual FIRST Conlerence will be
held at the Hotel Melia Sevilla. Daclor Pedro
da Castro, 1, Sevila 41001,

Abiock of
rooms s
being held for
conference
attendees at
a dis rate.
of 110006/
righlisingle
and 12250€]
righlidocbie

Pt

Thesa rales
will be
honored ihree R
days belore and three days after the oficial
meeling dales, based on avalabilly. To
receive tha discount rais, you must make yoi
resenvabon prior to May 15, 2007, and mention
thal you are aliending the FIRST Computer
Secunty Conference, Reservaton requests
received-afler May 15, wil be scceplad on a
space anlraie valaiy hass. To make your
resurvalion); please’conkact the Holel prioe I,
May 15, 2007
Melia Sevilla Hotel
Phone: +34 95 442 26 11
Fax: +34 95 442 16 08.

Join the Global
Computer Security
Network Today!
The upcoming conferanca promises 1o be the.
best ever: record altendance is expected. S0
here is one event you don'l wanl ko miss: take
advantage of aarly registration and our hotel
discounts - gjgn up today |
For mare informaion sbout FIRST.go 1o
www fitstocg
For questions aboul the conference,
emall Titst-2007@firstorg
To regtet or he confesence: go o
hitp:wedirst. org confurenco/2007

Complete 2t submit the registration forr

14
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HAPTITONTWSTI=HILL—=2D
B BRICERSINTOSL—=2T DOl
O Rk TERANA @ TRANSITS Training
O KE CMU @ Creating a CSIRT Workshop
0 FIRST @ Technical Colloquium
B DA
[0 APEC TEL @ 2006 APEC Security Training Course

http://www.apectel34.org.nz/uploads/Summary%20Report%200f%202006
%20APEC%20SECURITY%20TRAINING%20COURSE.pdf

[0 G8 ® Second Training Conference of the G8 24/7
Computer Crime Network

http://www.coe.int/t/e/legal affairs/legal co%2Doperation/comb

ating_economic_crime/3_technical cooperation/cyber/G8%2024-
7%20agenda%20Rome.pdf

X AT RARICERGRHROHOTAFDER
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FRM TERENA @ TRANSITS Training ﬂ

B http://www.ist-transits.org/

B CSIRT(Computer Security Incident Response Team)
DRI ERHE, RUBIED CSIRT OXiSRENER LSEHC
tEBELE 3—av/spTa ok

B AED5ODED1—ILTHEBINE-ITITIL
O Z{EtEFTAE(L TERENA e

B FIRST AUN\THNIE, BFFEEZITT
RTUFZIWVEEFRLT,. 7—023vyT%
4 AT BE

B ChFETORL—=J FERMDH
O Fz3(2004%). 752X (2005%),

RILREAH L (20054) . RILFET (20064)
B2[E (20064%). T2 IL(20064) 70 E Techaical

TRANSITS Final Report (IST-2001-39118)4'5 5/

Legal

Vulnerabilities

\ /\/
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*k[E CMU @ Creating a CSIRT Workshop
H
m

http://www.sei.cmu.edu/products/courses/cert/creating-csirt.html
CSIRT ZBELAZTNELGSLVWEEREICHTH1HI—X
DL—=25
B CSIRT BEDOEHTEERLABDERMN L, CSIRT DEKIL
[CHEBLGH—EXDER. R —RUVTAS—Dv—1E
DILEIZHZID,
SIEEE. FISEL,
ERM, $1,000 hH b,

B EARMICITRETHRESNSD ., KELUSN TEHERESN ST
ERBH D,

=—— Software Engineering Institute ‘ Carnegie Mellon
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FIRST Technical Colloquium

® http://www.first.org/events/

B (TN ARRF—LEEDFEI L ELMEE N
HER. RIIDA T ORHRIRPY—ILEEIZDLNTIE
{32l Hand-on R JL (BB TEREZHES)T. 5
EBETO=ZAILL—=00 %175,

SMBEMHL. FIRST AUN\THBIE,

SMERIX. ERBIZHNBEN,

HfE X, EARANIZ2 B

_NETOREH DA

O A52% (20064%) . #[FE (20064F) . 75 )L (20064%) |
INH)—(2007F1A8) . KE (2007F3() . hE2—IL

(2007%4H) |
Q@’r Forumy of Incident Response and Security Teams
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XA T RARICERTFEHROHOST A EDFRE
B CSIRT Development (CERT/CC)

O http://www.cert.org/csirts/
B CSIRT Start Kit (TERENA)

O www.terena.nl/activities/tf-csirt/starter-kit.html

B Forming an Incident Response Team (AusCERT)
O http://www.auscert.org.au/render.ntml?it=2252

B BfTAE - aAvE2—32EX2) T4 T OO
(JPCERT/CC)
O http://www.jpcert.or.jp/ed/2002/ed020002.txt

B EXxpectations for Computer Security Incident
Response (RFC 2350)
O http://www.ietf.org/rfc/rfc2350.txt
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B DIRR

B k[E Cyber Strom (2006.02.06 — 02.10)

O RKEBFEEICESERLAILDEET. §ELGTA
IN—EADEFRENZEFTEI S BH TR,

[0 DHS Releases Cyber Storm Public Exercise Report
http://www.dhs.gov/xnews/releases/pr _1158341221370.shtm

B APCERT International Incident Handling Drill

(2006.12.19)

OO0 APCERT RU APEC TEL B OEFhigMNS 15 F—
LS mL., IV 7 MEDAENT-D A EERT S
AT ORI RY ILEE

OO0 JPCERT/CC HEHRZTEH
http://www.jpcert.or.jp/press/2006/pr 1220 apcertdrill.pdf

KN
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E A DK
B BB HICKAERBEESESTICETEYA/N\—EX
EE 1 (2007F 1AM w2 A DREIZER)
O #BEEHREEN
http://www.soumu.go.|p/s-news/2006/061201 4.html
B HARBRAEERICLKIEEAIIICEIT A7 FHEMmpES
(AlLLEEE) DE®
O BEHEF1VTIBERERE REFREREN
http://www.nisc.go.jp/conference/seisaku/dai9/pdf/9siryou0302.pdf

O BE=—21—XEEHE(2/7 BT, ITEFOH LIIFEEZER)
http://it.nikkei.co.jp/security/news/index.aspx?n=AT3S07014%2007022007
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B Email:office@jpcert.or.jp

B Tel:03-3518-4600

B http://www.jpcert.or.jp/
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B Email:info@jpcert.or jp
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