: JPCERT Coordination Center
DN : c=JP, st=Tokyo, I=Chuo-ku, o=Japan

JPCERT Coord i nation Computer Emergency Response Team

Center

Coordination Center, cn=JPCERT Coordination
Center, email=office@jpcert.or.jp

. Better Life
withIT
ICCH

VIO THFED
MESS T RE B ERICEA T 5
& Hik;

[2020 &5 4 MFH] (10 A~12 A) ]

VI bz 7 FEORBMEEERRICET SBHRRIZONT

BXRIZE TS AMGHEHEREERBONKGFETHS MeHRtEF1) 71 BHE
B/A— b=y T (LR TREED] &, BEEXEDOER P CEDE,
2004 £ 7 AL YERASINTULEYT, AFEICET, MIITEUEANFRLIEHEE
MR (LIRE TIPAY) & —fg#tHEAN JPCERT A—T 42— a3 vt 4— (L&

[JPCERT/CC)) I&. HE5ssM4BEEFEHRDIELDZ T OB RFHROLARICH T
ARG EDEBFBEERLTLET,

AIREETIX, 2020F 10 A1 BN S 2020 F 12 A 31 BETO. KEFHHEREEFE

HRIZEAT ABBEKRICODVTEHLTWET,

MITITBUEANBRNIBHERE tX1 ) T2 —
— 8t A AN JPCERT O—TF 4 Rr— 30t 42—
20214 1 A 218

U EREFX )T RHAERAA— T2y THA KT
https://www.ipa.go.jp/security/ciadr/partnership_guide.html
https://www.jpcert.or.jp/vh/index.html

2 HFIERRRGE [VD YT 7EFRBEREFERMRELE (2004 FRFELEEERE 235 SHH. 2014 F
BEEFEERE L0 §) | OFRICEIVDTVELRES, BHEATIROERICEIVTVLET,
TV RO I7REGFORBUBERFRICET SMKBAE] (T2 FRFEXFEETE 195)
- RAGHERUVREREEEDSETR] (FHL FRFEFRLEETE19S)



BR

1. VI+Oz750RBIECET HEBARR BEE) ... 1
1-1. BT ERE EEER D BRI .o, 1
(oL Oy 7 s U RR 2
(T ¢ % Nk )| E gy g RO 3

2. VI b0z 7EOMRBEICETAMmRKR GE ... 4
2-1. VI P R D T ..o 4

2-1-1. BLEBIRITD ..ottt ettt ettt 4
2-1-2. VI bz 7R RDEEABEEEE ... 5
2-1-3. MESSHEDRE - B A B ..o 6
2-1-4. IVN BFRARIT BB ..o 7
2-1-5. BB R AR LR — B 8
2-1-6. BB EIREE D MR .o 13
2-1-7. EIRTBERBEDIIRIRI ..o, 14
2-2. I T YA FDBETIYE ..o 15
2-2-1. BLEBBRITL ..ottt ettt 15
2-2-2. BE EROTEE B HEE ..o, 16
2-2-3. MESSEDIELE - BRI BRI ..o 16
224, B IE T T R oot 17
2-2-5. BREEL T BB DB BEE ..o 19

S, B READ B 20
B L. B BB . ettt 20
B I k7 G - SO RURRURR 20
33, =D AR Y P e 20
B h. BB R ettt 21

HRL VIM Iz 7HROEBEORESE. . ... 22

MR 2 xTHA FOBEBED . ... 23

fE1 MEREX1Y T BRWER/ N A—FF—> v T (BHEEEIEROIURFE) ..... 24



1. V7 b0z 7HORBIEICET SIFRRE BE)

1-1. eSS 14 RS E TSRO /B H KR
~ MEHEEOBEHERDRETE 16,225 # ~
£ 1L-1IEERFEIZE T2 RMEEL DRSS
HEEREROBHER. SLUVBEHZTRH
18 (2004 FE 7 A8 H) hoAMFHRE
TORFZERLTVET, ARFEHOY D
bz 7HRRICEAT SEHERIE 72 4.
Dz IT7I)r—ay (UK Tz J9
4 k1) ICBET 2@ 231 4. &5 303

HTlLf, BHZMHERMBMSDREEE 16,225 8T, A

F1-1. BHEXK
78 ARG | REt
VI roT7EE 72| 4,699 #
Dz IJYA b+ 231 #| 11,526 #
ait 303 | 16,225 #

RIEVI bz 7HRIZEAT S0

4699, Dz JHYA MIETHED 11526 5 TOz THA MIBETHIEELAL2EDH 7 B%E

EHTVET,

1-1 FBE3EROBEHHROOF A DR EZRLE-LDTYT, KEFHL,

JYI b

I7HHEEYIVITHA MELTEDEEAHY FEL=. R1-2(FBEIFHOMFET
EDBEHDRFBLV 1 UERH-YDEHERDOHER TY, ALFHRETO 1 UEBHY

BHEESKIE 4.04 8 D TLT=,

gy YIRSz 7HEE CaYz Y Mk PE

goopt o —o=YIbUr7EA(RR) D79 AN (RED 11 205 11,526] 13,000&

10,771 10,971 11,107 11, ,2261 715000

T00# [0 ols 9767 9,830 9,866 9,940 10,382 10,666 { 11000

6004 - 10,0004

9,000

50044 8,00044

oo | | jomg
4,389 4455 4,517 4,569 4,627 4699 )

3004 3,949 4,055 4,169 4,224 4,273 4,328 462 8.0008%

C——"O——"C U oo

200001 106 114 3000t
N % 72 ,

10014: |£|_l 52 63 55 36 4 61pg4 6 61 20d 5213 IS—SM 31 1v0001¢
ot

ot
1Q 2Q 3Q  4Q 1Q 2Q

2018 2019

3Q

2020
1-1. EEEOBEHHHROmEHRT LOHE

®1-2 BEHEH GRE 3 FH)

2018 2019 2020
1Q 1 2Q | 3Q | 4Q | 1Q | 2Q | 3Q | 4Q | 1Q | 2Q | 3Q | 4Q
REEHEMM4]  13,664(13,822(13,999(14,090 (14,213 14,710 |15,055 15,227 15,488 15,676 | 15,922 | 16,225
1REXBHEYM/B] | 408 | 406 | 403 | 3.99 | 3.96 | 403 | 406 | 404 | 404 | 403 | 4.03 | 4.04

0 1MERHYDEHERIE, TRFEHESR /

=
1

FHZEAREACDMERR ITTHEL,




F-. B1-21%, BHZMABEENS 2020 F 12 AXETCOREGHHROEC LB TT, BE. &
LEEMNSH > F-FEIL, 2008 F (2,622 1) TLTz, 2020 FE(EV I bz TEEN 243, v x TH
A SO T55 HDEFT 998 HTLIz, Dz THA MRV I MY 7EGORBEGEHE LR Y £ADH 8
BEHEOTVWET, Tz ITHA FOBEEEFICHNHED LELR,

. _ Fit
gﬁj#ﬁ Yok 78S CAvz7Y4b+ Rt B HE ek
3,00044 15,227 18,00044
2,5004 13,526 16,00014
’ 11,507 16,225- 14,0004
2,000 ;L0652 14,090 12,0004
1,50044 8,170 12,922 10,0001
’ 97 5(6,482 7,314 8,00044

1,000 1,753 137 | 6,000

1 142 238 4,0001%

50014 173 579 374 F39 ﬁ H 671| 1884| h,114 H IZ‘ ’:‘ 90s| | 755 2,00044
ol 33, 112. |288I 1971 [2311 Hzz 15| | 271| 2091 [442| 1,043 | 462| 326 [232] [243 of:

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

B1-2. MSBHEOBHEROET LDHR

1-2. BB DBESRTIRR
~ Y2 b9z 7HBEEEVY TS FOBEHKITRE 10,161 4 ~

F 13 FAMFH. B&LURELZMHR®B 13 BERXT (JVNARK)
b\%zﬁiﬁﬂ;ﬁﬂiif@v?wﬁf?i&%t 4HiE AMEHEY |  RBE
VYA FOBERTHHEERLTLE JI Ry FRE 26 1| 2,167

. = 3 _A > N
¥ V7T le?%nnziﬁms EEﬁ:T_ET YT IHA bk 73| 7,994
j-ét (@iﬁ/ﬁo)%l{o)ﬂf D77-L\ &5t 99 4 10,161 #

FEELGWNEEZET). MHEEROX
FAELGEEZIVNIZARLTLET,

AOFHICIVN AR LY I b 7RHEOHHIT 26 4 ™ (REt2,167#H) TL. ZD
35, SHFRGHAREICLIBEHERORBHEDBET LIz, GH. BHEZELTHS IVN
ARFTOEHEMN A5 BLURDEDIE7H 27%) TL1z, £, IUN ARFIEES U ISE
EE~EBUEANREREBERBLI-DOIK. 84 (REt2614) TLE 9,

BESET Loz 94 FOBHRIE 738 (RET7,9944) TLI-, BEEZET L 734D
56, 9xTF7TVr—2avEBELELDIX68H (93%), UBR—CFHIBRLEHLDIES
# (7%) T, EATEELEZLDOEHY FEATLIZ, BB, BEFETLEZ73HD0535, O
T YA MEEEAEHHAEEFRZENLTHNS 90 B O LRIZEENET L1 0F 71 #

(97%) TLTz, AIFHAL, 90 AURWIZEEST L-EIE&EA . RIEFHE (72 4 69 4

(96%)) M oEMLELT-,

F-. B 1-3(F, BHEAENS 2020 F 12 ARFTOBERTHROES LDOHBERLT
WET, BE. BEZTET LI-HHEIREZH > -F(F 2009 F£0 1,401 4T L1z, 2020 &

. VI Oz 7REN 1334, Dz THA +H 268 HDEEH 401 HTLT=,

¢4 pg2-1-5 B8
5 p.132-1-6 S
O MO BERIE, YIS MEEENEBHEOREMNEZITTHAS, ILAURELTLET,

2



FRMELE N - RETETHH

527 R Em Yo I7ESR oY Ak Bt
12,0004
1,40014 ] 9,760
1,200 8,809 . 10,0004
’ 7712 ’ 10,161
1,00014 ! 9,282 8,0001%
80044 _ 8,261 6,00044

60014 a0

¢ 241 4,00014
989 1 654 ;
40014 335 627 ’—‘ ,65 380 o
2004 67 209 209 2624586 1,324 |gg7] |513] [694] |759] 633 ,
of B 48 7831 100l (o1 Mo feed [11a] [112] [127] [140| |188| [235] [322] [232 .

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

H1-3. B OBEETHROET LOHR

U1

1-3. ERTRERE M DO BRKIR R

AFIETE, KA, SERIRNGVRERAREZ ERTERAREE] LHU, EROR
O%%B57-0,. ANARAREELE LR L TERREBEZROTVET 7, HERARELZAR
®B.3I7VARBLTHHARRELNSRENFONLGWGEL, HAFER HRERKOEKRNLA
MBLUVN—=23Y) 28RLET, TNTEHRENBONLEVEEIE. BRIZHOHAR FEE
LETIFRIREOHRFECICHARAREN SLEN G IMEGEE, BEMEBEFROLKRICAEIT.
MEREX2) T4 RPER/NN— b F—2 v THA RSA V] ITEDONIFEHEZEFHLTWS
NENRHEZER O THELET., TOHEZTHEER. IPANLERT B LHIE LI-IEHHEER
[FIVNIZARENFET,

AOFE L, ERTRERAKE L L THEICRREARELZAKXRLEZLOEHY FEATL,
A HREF RO EETREARE DRI AREHIE 251 IR Y FT,

O SERTEERARE —E : https:/fjvn.jp/reply/index.html

Y ERTERHFORBUERBREART INENEHET H-OICIPANEBILES, EE. Y4/ —tFa
VT4, BV I oz THEMHOEMMWLGHMECRREE T IEMR. HD. BEREHLFEERDL
WETERIATWLETY,



2.V bz 7EDOKRBEICEAT IR (FEH)
2-1. Y7 bz 7RGDOMESHEM

2-1-1. A0

B2-1FVI7roz7EHGOBHEBHOLEKRICONT, MFEHATLDOEBEZRLTLE
T o AUFEIRBERDBEHDORETE 4,699 4T, REUFEAICHETHER RFERE IUNAKLIZLD
(X264 (Rt 2,167#) TLIz. TN 55, IVN ARFNEEAS L 7S EBEERBEXFIFR
FBERMELEIOE 84 (R5t264) TL=, HREEAXRENIVN AXRETHT ARG
L7=3DIE 04 (RET404). HEBFAREN THBETIEAL) LHELEZELDE 14 (REH 99
#) TULI, &z IRRE] LL-HDIE0H 9 (REF 495 #). Tk ) (£ 1,898 #TL
f=o 1,898 D5 5. ERFREMFKEE O —%f\%ﬁﬁl:ﬁﬁ LIzt DIEHY FEATL Iz, A
FHIRBFR T 202 “V #ERTEERARE—EBE~LKRLTLET,

2,658
|
20194F 2,034 [51%] | 1,798 As
A% TR 11 il RET 4456
2 \
|
20205 2,084 [52%] 1,806 _
---------- 40 p7 e LT I E &%
N T 20| 1% | e 1 R 4,517
2,744 \
|
20204 2,112 [52%] 1,825 .
e 4008 494 | _______°= T . &Et 4,569
S [ EERRE 20 | L ERTREREEE 18 | R
2774 \
20204 2,141 [52%] ' 1,853 e
e s T . Y s
—— BIRMET 2,801 (27) =
20204 NRFH 2,167 (26) [52%] g9~ 23 ERiRL b 1,898 ot
L2AK (AR 200)) 1} _495(0) RS w0 |
----------- ' ERI3I5 40(0) | MESBIECIZALY | et
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000
() AIDSHBIF 20T+ AVIBE FE T H L < I T B R E L oo -1
[ ADSABILZIEL 1=/ H D 5% 1AL 1-2)E
”D BERFEH : JUN THBHEADHBREEARLILD
| BREAEE L ARYERARICEDHEICT, N TRART DI EMNBHLHES
BRRLNMET < nt-3o
[EF i N XK ZThY. EREREEN/ERIXGLEZED
fE38 M4 Tz Ly cBERARECEYVRBETIEIEWEHERIAZED
g T2E CERTEHIBHOFRIZCEZLBLEVLED
B

: IPA, JPCERT/CC ARRHEREF., HAFHRENAER. MEFDOLD
BT RERA RS VRO S S, ERTERARE-EICTAXRTOLD

E21 V7Y PHARBEOBHAERSR (LM EOKB)

O MIREALFHADEHICE DL DH 0 #. FTEFHALURDEHICE D EDA 0 #,

10 BRIEMARE—E~NODLARELUV—EL S DHIBRNERETOA - HRRAREOAREHIE. TORMZE
FFELTLEY,

(I ERTEERAFE —EICARTOHRIL. X 2-1 OTRAETEIRUVIERTERZEEIOSEHTT,
4



BEZ{REN S AMERRETIZCBHEDOH =V I bz 7R GOSN 4,699 D55,
FZEBEROV-EHIE 4204 ETLT=, U, T2ZEBEZRVV-BHEICOWTES LI-HERZRH
LET,

2-1-2. V2 b x 7HROERE LG

B 2-2, 2-3 (. BHINIEHEEOHREFINONRTT, B2-2 [FHAEHNTEZ. B 2-
BICIFBE2 FHOMFE S L DEGEENBHERDERERLTUVET,
AREHOBHEERICEWT Tz IJ7TUr—23209 Tk (184) 1 ARBEL. RNT
[RAX— b7 VEFT7TY (16#) | EH-2TVWET, BTk, THzIJ7F7045—>3>
VI bl BPRERLEL MBUNELEDHDTVET,

QoI 74— a0k

O 44%
=)L O 18% (44%) > 8014
ORAN—+TAVRITTTY) 72
aogIL—79x7 ]

- 604

o7 IVr—ase R | B 2%
O1RIERE | 2% - 404
BT IS59Y B 3%

B o7/ ILVEEY TN E|I:| 4%/ o
4%
O RTLEEYON
O 5%
m0S o o o o 0 i
D%O)ﬁi’. (8%) (8%) 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
MEDHITIL, F—AR—R | e L pkhUET 2019 2020
= i ST — y 1z o o . =
(42044-O MR, 757 DIFMRNITHTE 4 HIFE TOHED) (B2 ERD BHERR
B2-2. BH R ORSEERHE E2-3. MEH L8 RIEEAE B

X 2-4, 2-5(F, BHENWEERZEZSA LV ROBEIZKY HF—FoY—RY T LDz 7]
(0SS) & TENLS) THELTVWET, 24 XBHBEMHDOSEEEZE. K 2-5(C(F@E2
FHIOMFHAC L DN ENBEHGROHERERLTLET,

AEEHCEWNT A—Toy—XYT7+bHz7) OBKF184HY. BEATIE41%ELHD
TWEY,

F—=ToV—RYIr 7 OB D BHKR

10044
OA—"oY—RY b7
OEnList 72~ 8o
—112[] — 118/ 604
— ] |16 ]
—H. H _H H H15H29 | ao#
41% 19| |27 ] {
(41%) =1l
“H HHHHHH| 2o#
24| (30| |30| |54/ (45| |36| |38| |54
T T T T T T T 1 014'—
1 2Q 3Q 4Q 1 2Q 3Q 4Q
2019 2020
(4,204 D RER. 757 O FELRIL AT FHAFE TOHF) (BE2FHD EHRER
H2-4. BHRHOA—ToV—RYI 7 EIS E2-5. @EEACEDA—TI—RY IR T
J& - #



2-1-3. i BHDIRE - &5 /EEEHH

B 2-6, 2.7 (&, BHINHEBENRRFDOARTT, H2-6 [ZELRHDOHEBIEDREFIE
&%, 27 I2FBE 2 FHOEEH S EORFEFNBHEEROEBERLTOET 12,

AWEHE TZDMELEEDOFRE A0#H) 1 AREEL. ROT (Y IT7TIUr—2avd
M3t 224F) | EHoTVES, BETR. Dz I7TUS—2avfEHE] A 56%%E 4
HTULET,

Y 7 o7 S5 D IESS 1 DR R A fE H AR5

oI 7IVr—ar Dl HiE

B I7AILDISRE  RED F oD T
O 77 tRAHEOFE 8044
ONYITF7DFIVID TME
B EAEDORIEICE IS E o e O 56%
B AR OF 1% (56%)
BZOMEELOFE  (X) H 26%
O Z D77 (2BEE 5T %

10044

604

a0t

KE D hREEDFHIZIE,

I—RA2 2z AT 2044
REHENR B VET B 2%
N 3%
O 3% IR EEE E EE B R,
O 04% 1Q 2Q 3Q 4Q 1Q 20 3Q 4Q
(4%) l(5§/°)Aa 2019 2020
(4,204 IR, 7 STDOFEMAILATIRS: B 3TD 5 F) (& & 2 510D f HHPN ER)
E2-6. B R OMIEHEORRENES E2-7. ML D51 D RE A B 45

2-8. 291%. BHINHRBELBL-oTEEINONIRTT, K 2-8 [LELRETDEE
HE%E, M29I12ITBE2 EROMEEHEDFEMNBHAERDOEBRERLTUVET,

AEHIE, TEEORI )T EOERT (14 4) 1HAREZ L RNT HMERORR (12 4)
Tl BT TEEORV )T EDETI MRBEL. BNELHEHTLET,

VI 7R OMiHEEAE-5TRER OB IR

DEED )T D EFT 10014
B EEDITADEIT
BEROFH O 35% 72 8014
O4Yd FL 0 10% (36%)
OFEENDI—FDET O 3% 6014
B 77t RO [E] & H 4%
O —ERTAE
BEEDTFALADTIER| 4P a0t
OF —SR—ZORERHE | © ON
0% Ot 0 8% 204

O 8% 13% 10 20 3Q 4Q 10 20 3Q 4Q o

B 10% 2019 2020
(10%) (12%) )
(B E2EMDEERER)

(42044 DIIR. 557 DIFMRIFEIEEHETORT)
H2-8. B R ORBES LT HERNTE B2-9. MAFH EDMEFEAGI-5T KB
R

M2 ZNZThDOIETEEDE L VHBICOVTIEFR 1L EZSRBL TSI,
6



2-1-4. JVN 2 F K% Al 45

2-10 1%, BHZ A, S AMFHRFE TISHKRERZ IVN 2K L-E5EMHE (2,167 #) I
DT, FELTHDIVNARITDFETICELE-BHERLEZIDTY, 45 BLLAIL 29%. 45
BEBALEHHIZ71%TLE, R2-1IEBE3EMITHVT 45 HURNIZ IVN 2K LE-HHO
BEHBZOFHILICRLEZLDTY  RRAREIRBEENBEASIN-BEEOFELTRHE L.
RRGEAREZBLCODLELNHY FT,

| 208 USELIADAR)
24 13444 1584 | 16844 49644 31744 18544 5354
(2,1674)
0~ 1~ 21~ 31~45H 46~1008 101~2008 201~ 301H~
108 208 308 300H
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

m0H~10H @11H~20H D21H~30H 0O31H~45H 0O46H~100H 0O101H~200H ©201H~300H m=m3018~

EK2-10. Vb 7RG OMfEHEHEARBE

F2-1. 45 HURHIZ IJVN AR L-4HOEIS#FE (UEH L)

2018 2019 2020
1Q 2Q 3Q 4Q 1Q 2Q 3Q | 4Q 1Q 2Q 3Q | 4Q

29% 29% 29% 29% 28% 29% 29% 29% 29% 29% 29% | 29%




2-1-5. ABES KUK LKR— MK

JPCERT/CC . AHIEIZ/ETH SN MESBHEFERD (EH. BHOEMBAFKEELS CSIRT L &H
5HHEBEHFEROREZZITT. BERNSOBERE LRBEERKREROLRICAITFHAEEZT-T
WET 9, ThoDEBEMEICHT 2EAMFKEEOIIRIKRIE. IPA & JPCERT/CC AHREEE
L TWWAHfEFHFMHEXRIERAR—2 LY A ~ IVN (Japan Vulnerability Notes) (URL : https://jvn.jp/ )
[CARLTLET, F2-2, @2-11 (T, ARHEBEERIZETAICEST L. AEFHO ARG,
BEIEFONFHLEDANREY Y OEBELRLIZLDTY,

5% CSIRT S0 5 ESEMEFEROIRMEZ 2+ IVN TR LS LAR— b HY2020 £5 2
MEEMNSEMLTOETH, Chik 2020 £%F 2 M3 LI S KEELZRLREEETD CISA
ICS M ABAT % ICSA (FIIRERZICET HHEFHEER) H&LU ICSMA (EEEFICEHT HHEH
HIER) ZIVNICEVWTEFEREE LTLRT S EITH 2120 TT,

®2-2. HBHEORHETA MHEHEARLKA— MERK

MR AEER ea

H
ERNDOERENMNSOREH. ASHARENINS BHEZOBRHZE%2(T IJVN TR
% LI M5t LK— b 20 #/1,840 f¥
B CSIRT M SMEHHEIFERDIZEEZ(T IUN TR L=IEHELAR— 69 4(1,988 #
&5t 89 {43,828 14

7o A 2 COERSOFERENSOESH RS
B 5 DCSIRTM S D EHE

10044 1741 1771 L8434 1919 1988 2,000
90# 1 1594 1,607 1,630 1,649 1,667 1689 1,711 L gag LBOOH
30# - 1693 1716 1,732 1749 1,779 1,798 1,820 %580, 4 goopr
704 | 1,569 1,607 1,638 1,674 1, ’ ] — 1,400%
6014 - - 1,200
504 - - 1,000
4048 - - 8001
304 - - 6001
201 - - 400%
104 -[37[16|(38[13](31[23||36/19| |19(18|[23]22] |1622] |17(30] |30|30 ’;73 ’;75 ’;069 - 2004
O{L.F T T T T T T T T T T T O{L.F

1Q 20 3Q 4Q 1Q 2Q 3Q 4Q 1 2Q 30 4Q
2018 2019 2020

E2-11. VI 27 REDMEHEEX RIFHROLARMEH

19 JPCERT/CC ;EEIM¥:#i L7-K— + [2020 4 10 A 1 H~2020 £ 12 A 31 A] Page22~28
(https://www.jpcert.or.jplpr/) ESBT SN,

(10215 [FARLEZLA—FOBHHEEL LITHPBETFLLTOET. RHOBRIZOVWTELED 1D LKR—
FEAKRT DEENHD A, BHO IVN DFRHEHE IUN ARLAR— FMIREG L HHELGYET,

8



(1) BERSAOERENMCOEH.BUARAZE,MBHBKOBEHERZT IVN TRRLZRS
ELR—k
R2I3FENDERESSVEBFARENORITEHIZONT, AEFHIZIVN AR LT

MEEEEFRUAEDLANLFNRLTWET, A—T V=RV T bz T7ICET HHEHEMED 8
# (R230#1) . HEREEEENILBITON-BHERDIMEIMEN S5 4 (K 2-3 D#2) .
BHEARE - ERICEELNHIMBHEN 3 H (R2-30#3) . HARAAYV I Iz TERODM
BHEMAIHE (R2-3D#4) | HIEHATLDOMEEMEN 14 (R2-30D#5) HYELT,

% 2-3. 2020 £E5E 4 PUEHAIZ IUN TR LERBHEARLE—F

RE | BHERIES Kt SN - eves
AEA | EXE
MESSEDRZIE=L )L 1| (BE). CVSS £XKfE=4.0~6.9
(#21) JVN#31475618 Ygzﬁigz;ﬁﬂ%’gé > TSimple Download Monitor | ;022(;&; 10| g
(;2) JVN#57942454 5;;4 R X Garoonl 128+ 25 F@ELN LA DFEZRDHE ;0310; 1,y
AY—hk 227 7 rSt\\udypIu“s(Z’SI 7‘-4 TS5R)] I 2020 £ 11
4 JVN#00414047 |5V —EX®D APl F—H/\— Fa— FESh TSR A58 5.0
%5
oy |Pvmarsanaa (SO o Rue | 5
(#1)6(#3) JVN#90729322 Hfgggi?;mate ORM]J IZHEIFSBSQLA >z ard ;1021(;5;; 11 40
R T e i~ e R
(#81) JVN#56450373 | TGROWI] I2H 1T 5B DHETEHE ;022%/; U 50
(#1)9( #2) JVN#24457594 | TEC-CUBE] (2T 5B DKM ;0205 121 50
(#11)?#3) JVNESG779918 Ltg)pﬂ?ﬁc%gifordova Plugin camera] 2T 51EHREZ 202705 12 43
(?:#L:é) JVN#12884935 Egllr;ileZenJ ZHBTET4LY MY - FZRA—YILDNE ;ozl%&;l 12| .,
(#11)(2#3) JVN#43969166 ;;f;%ﬁ;?sszt_rgtesl)zj [CEWVWTEEDI— FHAEITHRE %021(1) f;:El" 12 6.8
éﬁ) JVN#55917325 |NEC lAterm SA3500G] IZH T 2EH DS %021(1):— 121 58
(ﬁ) JVN#94169589 | TGROWI] IZH T 5B H DM ;021%&;' 121 50
(r2) | V94244575 *fi&?fif:?sﬁéf gié%?l?f:ﬁ%igﬂfﬁ;f PR ;021%/; | es




BE | BERRAES K JVN | CVSS
RS ¢ ARE | EAE
M5t DFEZNE=L )L | GEE). CVSS EA{E=0.0~3.9
17 WordPress FE 754 4 > TLive Chat - Live support] [ 2020 £ 10
JVN#92404841 |H1T5V0RHYA k- YOI RA L 74— ) D55 2.6
(#1) e A14H
18 [Movable Type Premium] IZHF52 B XY A k- X 2020 £ 11
@) |JYNHOA2ASATS 1, S5 S nmBn gism | 28
19 NETGEAR [GS108Ev3] IZH1+57OXHA k- 1J4 2020 £ 11
(#a) IVN#27806339 | L 7 S T e B 248 2.6
ldesknet's NEOJ IZHI1F2 9 0RY A k- X5 1) FF |2020 &£ 12
20 |JVN#42199826 | | e B3m 35

(2)

ES CSIRT &ML MESHMHERORHZEZZ(HIVN TR LI-KEELR—

% 2-4 (. AEFEHEAIZ JPCERT/CC A4S CSIRT FLEEL THMYEIBHEEOLARE
WLRIEDKREZRLTEY ., AOFHIF 69 HEZARLEL,

Android BEES T4 0SS ZHARA TR RDOMHEMEICET HREFE CIL. HRAFEAKEN AR
T 57 OTEOFEME. I8 ED KICERT/CC > E0M CNCERT/CC, BE®D
TWNCERT & DEEANRFEZITVEY ., ChoDIEHRIE. JIPCERT/CC #AREHREE X +
(19 [CEFIN-HERARE~BEMLIZSZ. IVNIZBELTWET,

T 2-4. #@5 CSIRT FLEE L -5t & & WiF MRS IS X SRR

HE MRS 1E R AR 5
1 | FLYFRA I OBRKSHEVAILR/INRE — for Mac [ZHERS |, o N
*go)ﬂﬁgs,ri %ﬂnﬁﬁ%%’\ﬁﬂ] I:IJ:.I_T.E
2 |MELSEC iQ-R ¥1)—X® Ethernet R— rIHIFTHH—ERER|,, o N —
3% (DoS) DB HaEES~EN - BE
3 |Sensormatic Electronics & American Dynamics victor Web Client| , .
=R BB O REFRS~EN
4 |Acronis HOBHEDNY YTy TV T I TIT DLL FAHRAHIT| 4 \
B84 % I3 5B 1 EEMGE L L TEE
Intel & Bluez IZEHDIETEM HmARE~NEM - AE
Fieldcomm Group # HARP-IP Developer kit & & U hipserver 2|, o .
Ny I7A—N—J70—DEEMN HmARE~NBEA
7 |Flexera InstallShield IZ& > TEBEN=4 > A b—F I DLL 5|4, o .
HARIET BB RAFISEE B
LCDS #! LAquis SCADA [ZERNZEHEY DS HABAFEE AR
Moxa # NPort IAW5000A-1/0 > 1) —XIZEHDHEEEMHE S mBARE ~ R
10 |Siemens HWAICHEHDHETEE R MBEFEE B - A
11 |Apache Tomcat (2§15 HTTP/2 )Y TR FMLEBOFRFEISERT |, o N
BIMERAL OB REREE A - BE
12 |Advantech # R-SeeNet [Z SQL 4 > x4 >3 vDifEsE HABAFEE AR

¢19) JPCERT/CC & @BAFE ) X b+ : https://jvn.jp/naviindex.html

10




HE k5] P 17787 3
13 |Advantech & WebAccess/SCADA 27 7 4 LB W /INREDHNER| ., o .
HEOR I HEHRE BN
14 |OneThirdCMS [2HITH50—HILT7AILA T IIL—2 3 U Dfa55 I 0 B2 E A~ B - R
{3 niE
15 |Hitachi ABB Power Grids & XMC20 Multiservice-Multiplexer (27|, .
Y RO MBI REMES~RA
16 : " - ; % ‘
E-’I?E(?l‘;kwell Automation & 1794-AENT Flex I/0O Series B 2D 51 5 B 22 ~ 5 40
17 |Chocolatey Boxstarter 1= DLL #AAA B9 BHE551 K ABFEE AN EE
18 |B. Braun Melsungen & OnlineSuite [Z#E#DHESS 4 K mRARE B
19 |#%® B. Braun Melsungen & @IZEH DB & ABAFEE BRI
20 |Macrium Software & Macrium Reflect IZHE[R R DI FEMIE & L TEE
21 |JUUKO (SHUN HU Technology) #E¥2mA&EiRa > FA—SITE% | ., o .
DHEEE M S mERE B
22 |Z#&FWHE MELSECIQR > —XITHE T 5EBDMIE1E RAFFEE B - HE
23 | =ZZBHHE MELSECIQ-R. Q 8LV L Y U—XIZEFDIV—|4a N
7\*355:0)%551{{ %ﬂnﬁﬁ%%’\ﬁﬂ] I:IJ:.I_T.E
24 | ARC Informatique & PcVue IZ#$ DM K mRARE B
25 INEXCOM # NIO 50 [Z#R#DHfEsEH S mARE R
1] - N N . N — - Ny N
26 WAG‘O @ 750-88x LUV 750-352 1) =X Y —RLiED £ 5 B2 ~ ST AN
EE
=t -5 1l 1) —= ST - * E
27 ,r;ﬁ@#%% GOT1000 ¥ 1)—X GT14 ETIICH T HEHDHET 5 5 B 3 ~ A - THEE
28 |WECON #! PLC Editor IZ#E#DHEE M S mRARE~BA
29 |XOOPS AHEY a1—JL XooNlps IZH T3 EHDIEHE M HABFAFREE AR - FAE
30 3D Apple HRIZHTBHHEHEICHTEITYITT—F AEMIE & L THEE
31 |Intel BWRIZEHMDAETE HmARE~NEM - RAE
32 |Siemens ®AICHEHDIRTEE B mARE B - FE
33 |#E%0 OSlsoft & MmIZHiETEM HmARE B
34 |Schneider Electric & PLC Simulator for EcoStruxure Control Expert | .., o .
MO RABITE B
35 |Replay Protected Memory Block (RPMB) A kajLIzy) LA K|, o N —
%ﬁ%h\z—_'_ \&FEj %nnﬁﬁ%%’\lﬁfu I:IJ:.I_T.E
36 |BD & Alaris 8015 PC Unit & U Alaris Systems Manager 127 |, 4 .
B R RO R RSB
37 |KonaWiki3 1281+ 5EH DM HmFARE~BEM - AE
38 |Schneider Electric & Interactive Graphical SCADA System (IGSS) | .., o .
) HEBRE AN
39 |Real Time Automation % 499ES EtherNet/IP Adaptor Source Code | ., 5 .
1225 w5 R—ZDINY T 7 F—1— 7 O—D R REFARS BN
40 |Paradox & IP150 IZ#EH DM & ABAFEE AR
41 |88 D Sensormatic Electronics @ ICFE Y G R AINEDMEEE M | HMmEAFKE B
422 | FLY FRA YV ABRAIHBRVANIWVANRE— U5 FI2ETS 510 B S ~ B - B

EED 7 7 1 ILHBIFREIBE L e 5514

11




HE M55 1% xR
=T 1] i0- N — K N — 3 2L
43 ,I?E*ané% MELSEC iQ-R 2 ) —RIZHIHH Y —ARBDME | 4y o pasese  man . smas
S, R A 1 N — -
4 | FLYRTA 7 ABASHE VA IILZA/NZRE — for Mac [ZEHD 1.0 B8 5 2 A~ SEAD - B

Me55 1%

45 |EHD VMware EERIC OS aAX U R4 o2z a v DfEHE JEEREL L TEH

46 |MEAF T YYD CBC E— FTRBLINEETI 7ML, o N —
BUTEEOI— FEBHAEN BHE RERERNER - R

47 |ELTEHE V-Server Lite [THITHERNEZAHDIETMHE K mARE B

48 |Rockwell Automation &! FactoryTalk Linx [Z##DHESE 14 AR EA~NBE

49 | FL Y FRA4 Y OBKAEHE InterScan Messaging Security Y |, 4 N —
—RZH HEROHRE REPARENEN - AR

50 |Schneider Electric # EcoStruxure Operator Terminal Expert [ZF |, 4 .
YR ER ORI BB B

51 |Apple iCloud for Windows 231+ 5/E5EMHICxtdT 57 v TT7—F |FEBREL L THH

52 |ZEBHE GOT &LUTryYavarybO—3I128FdY—E |, g . S
ZERHE (DoS) O M

53 |National Instruments & CompactRIO I[TEEL Y V—XIZHT B |, o .
R —2 v S 3 VOB Y HTORBI RAFARE ~BH

54 |Apache Tomcat (2§14 HTTP/2 UV TR FMLEBOFRKEISERY |, o N —
BIEHRA L DI RAFEE BN - B

55 | bL Y R a4y O%HX & ServerProtect for Linux ITE—TA~A—| . N
2Dy T A=~ 7 O— DR REPART B - B

56 |EHDEHAH TCPIP XAV VICAEYEEORRICERT 5|, o N —
EH O HMEARKE B - R

57 |GE Healthcare & mIZHERDIGEEEMHE S mBARE~ R

58 |Schneider Electric & IZE#MDHEFE 4 B RFREE B

59 |OpenSSL 28115 NULL RA 2 SHBOMEEMN B mBAFE B - A

60 |Siemens HWRAIZEH DM HmARE~NEM - AE

61 |[=ZEBHE MELSEC iQ-F ¥ —XITH 29 —ERERYE|.a N —
(DoS) DM WURFAREB~NEH - AR

62 |Host Engineering & ECOM100 Module [ZA@&Y]7% A HIRILD 5 5 B 5 ~ B A
gt

63 |Medtronic # MyCareLink (MCL) Smart Model 25000 Patient|,, o .
Reader [ZHRE DTS HERRT BN

64 |EHD Apple HRIZHFTEHEHEICHTEIT v ITTF—F FEMEE L TEH

65 |#HHOD PTC & RICHEM K mARE B

66 |Emerson & Rosemount X-STREAM [ZA#E ) 4RI D AE 5514 K mARE B

67 |Treck ¥t TCP/IP X2 vV ICHEH DKM B RFREE B

68 |Veritas %! Veritas Backup Exec IZHEFR R DM FEMELE L TEE

69 |Solarwinds Orion API [ZEREEEI# D HESE 4 FEMGEE L TEE

12




2-1-6. BEFHRRMOEHERK R

2018 FE 4 AL b, EBHICKIEROBEEFICHLEFRARGY—EXNDEEZEET S
EBHIZ, CRODY—ERFRBTIEEA U ISEEES “9 (I L THRBMEKIEHREZ JWN
ARFNBEMCRELTOLET, AEEHICELEFERIZMLEZLOE. EHHH 4 4. BAFH
44T, BEITIX264 (BEHHEH 144, BAFHE124) TLT.

O REH A N—tEF2 )T 22— NISC) OBRHO EEAS U IS50FEHREF2 ) T4 HKITRLTH
FE] TEDIEESAVITEEEEZLLET,

13



2-1-7. ERTREEHOLER R

2-12 (X, 2011 F£ 9 ARM SAMEEARE TIC NERFEERARE] LHEDTTRMYHK -1
251 DR R DR ZR LI DTS,

rASAEEA LR (D)), BLUVEGRARELZLARLTHLHRBAREN SOBENE LV
HEMERE LTAKRT S MERZBAR ()] I2O2VWT, AEEHICH T E2HLELAREHY F
HATL, £z, EGRARELAZRNERLEZBO (HAZG (Q))) BLUAREHD THE
T (@) 220 TREBNHY FHATLT,

COfER. AEFHRFR TERTRES (D+Q) L1824, RAEBHRLE-EH (B+@) &
OB LARHIETEERXDHEICTIVN ARNBELUTH D EHESN IVN ARICESEEHR(®)
F20# &Y ELT,

HELARHEZESDHEITTIVNARNELUTH S EHESN IVN ARIZES-EH(®)
[ZDWT, KEFHIZAKLEEHEHY FEATLT,

EETHEEM @RERE L ERALAENY T FY T PREORBREL)

BT RERRE—E

FE AR

QR EH
> (WRERELEMTS BEHT)

@REET

(R ﬁﬁ%%b\bé‘ﬁ%b‘&‘) Hﬁ%ﬁ'liﬂf"l-ﬁf‘é;ﬂ”’&ﬁﬁﬁbt%#)

20204 1824 494 &5t
KBS (D1 @1814) (@231 @264 ) 2514

20204 18244 494 &5
409 F 11 (D1 @1814%) (@231 @2614) 2514

B2-12. EETFHERG O NIRRT

14



2-2. 9 JH4 FOMEEME
2-2-1. JEEK R

B 2-131F. 7794 FOMESBERBRHONEKRICONT, MFHILDEBRERLIZLDT
?}Kl#%*ﬁﬁwﬁﬁwiﬁﬁnﬁ%ﬁ%1$l¢%¢kmﬁuéﬁ7Lt%@@%ﬁ%i
510,303 #) TL . 2D5H MBERTI LE=40E 734 (RiH 7,994 4) . LEEME)
[T VMEBHERY 0HT-HD VL 0H (RFT1,1304) . IPABLUD T THA bE 5%75\ I ffe
BHTIEAL] CHELE-EDE 84 (B5H687#H) TLiz. Dz JH A MEEE~DERFH
PEWVEE TEIRAFRE] CHIBTL-E£DIF 14 (REt2164) TL =, GH. vz TH4( MEE
BADERITEEA—ILTITL., ERIBNGZVGRICEZFOHETHERLITOTLET, &
=z TARZE) LLE3DIE 24 (BEt276 ) TLz. BIRLEHERT L1=RET 10,303 4D
5t MBEFRTI THEBHETEZL] OAET 8,681 HIEFL T, Y THA MEEEILDHRE.
H LKL IPA DHIBRIZK Y, 1B LI-RSAEESNTVWE ZLAERINIZEDTYT ., 4H B
EETI D536, DV THA MEBENHZR—DZHIBRLIZLDE 5 8 (RET 1,108 ) .
TS MEEENERICKYBEZREL-LDE0H (REF334H) TLT.

Pa 9,992 —~
20194 210 )
779 | &=
LAX 7,726  [74%) 1,130 sss| 271 &&t 10,7714
« 10,062 : \ 4
2020 213 1
" 7,788  [73%] 1,130 | 909 | &zt 109714
3% 659 | |272
P 10,140 \1 \l
20204 215 | 967 | o=
6B % 7,849  [72%] 1,130 67 | 27 &5t 11,1074
P 10,219 \1' \
2020 215 .
- 7,921 [72%] 1,130 hpm &5 11,2054
9B & 679 | | 274
\
S kLR T 10,303 (84 T
________ {__)__ ———— HETIFAEL 4 )
2020% | EEESTT 7,994(73) | LB~A—HIR EATEE! | EE8E s 1223 | BEF 11,5264
LRAX [71%] 1o L1086)_pi 3300 ) [113000)] @) ] | [Hrigua
[ ERiEFaE216(1) | 232 276(2) |

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000 12,000

() IDEEIL 50T FHF(CARIEF FETL /= 15
[TADEAEILZIEL /- [ DS BIEET TLI- 8IS

f[l@m%?

2 Dz JYA FMEEEICIYRBEMEESNI-LD
L HBRR—UFEEIR BEETDSb, BEA—CZHIRLIEZLOD

L ERTER BERTOS5. BRICEYBZTZEBLTLDLD

__Ea@t D IPAIZKBEFERMETESARERZMR LR, REZRY PH=10
WW“@7<___W%HT@U“ L IPAB KUY T THA MEEENRBIE LV LRI LD

|| BRTEE D DI T7YA MEEENLDREENG LS. BIRLWATEGRLLD

DA MEEEARRIGLAEVEHIBLI-HD

- VITYA MEEEADERFEN GO EHELEZLD

\| | *=HE : ERTEDHLHIEHOF/RIZHELLEVLED

|| kb IPALYANBHERP, Yz TH4 MEEELNRAE. JAEFOLD

l213¢17ﬂ4F%%EQFEME%&®I¥ﬂME$

O TZHOY T THA FMIBOLWTHESATWAY 7 FY I 7RRICEBETOSS LNERESA TV &
Wof-BHAH--15E.

Pa
[=1RY

€19 pyR I

AOFHADEHIZEEELD 0 #.
15

MRAICEAMBET 570 NIERE] 2RI HIENHYFET. £5L1=5
DEEME] 23 > TREHOLEZRMY OHET,
BTEFEALATIC L 51 DM 2 #,



BHZAMENSARERRETICBEOH >z TH A FOMBME 11,526 5D 55, FF
HERW-H8IT 11,250 #TL =, U, AZEZROV-BHIZSOWTESL-BRZEHLF
ED

2-2-2. EEXHROEHRIE LG

B 2-14 ¥, BEINBBEEOD = TY4 MEEEROEHICOVT, BE 2 FHORELEHE
HOHEBZMOMFHILITRLTVET, ARFHITBENS 231 HEHY. TOS5H 720 %
AEHTLET,

o ET 50014
o
45014
B R AT RS =]
R T I
O itk 35044
m b5 N R 30044
O % (Z01th) 2504
[m] ﬁ%(ﬁiiﬁ'glﬂii’%) 20014—_
BRRAES) || — =
]
1004 — i
S0 4 o F
ok el [N el el
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q

2019 2020

H2-14. MEATEDOEETHOEFABHES

2-2-3. lfaBtEniEsE - EANBHEK

2-15, 2-16 I&. BHESN-MEHEHDOELEIDOARTY, B 2-15 (XEHOEFEANBE Z.
2-16 ITITBE 2 FRIOMEEH C L OBENBEEROHEBZRLTLET "9,

AMEHRE VORGP - ROV TT420 176 4) 1 MxBEL RVWTTISALA P
9232 BLH) 1 EE->TVWET, RETIE. TV ORYA ~- RV Y TT427] 17T 58%
ZEHEHTHEY. RWT IDNSEHRDFERE] > TLWET, DNSEFEHROZEREI D 12%
[&. 2008 M5 2009 FEITHTTEZLLBEEIN-ELDARMEINTVET, BH. COHMHED
FAIZH=->TIE, AHEICEITIEEDERITHDSZ LIZTEEL LS,

7Y A rDRETEE DFELER O E BT

BIORGAR RO T4 S00#
O DNSTRERD R E 16 = 4501
EsQLfozyiay 4004
B 7/ ILDR-T=FH 3504
OT4LIR) 51—
O HTTPS O AR s 475 %) F 300f+
OFDih 25044
20044
m 1% 15044
10044
mANmARR -
. . . . . . . . o
10 20 3Q 40 10 2 3Q 4Q
2019 2020
(1,250 4-DMER, 7S5 7OIEMMILHTINE B ETO ) (BE2 FRIOBHRER
E2-15. [ BF O HBEOEH SIS X 2-16. MFEHZLDIETHEDIELE R FEH 43

M9 ZNZThDIETFEDEE L LHBICOVTIEFR 2 ZSRBLTIZEL,
16



B 2-17, 2-18 &, BHEINMEHEEL L5 TEEINOARTY, K 2-17 (FEHOFZERE
A%, M2-18I2I3BE2 EROEEH L DEENBHEHROHBERLTLET,
AMEHIE TAYHY A P EADBBFRORT (176 ) 1| BAREEL. RWT [F—20HE
A, BE GL#E) | E-oTWWET, BETE. TAYYA FEADORBBERORTI . TFA
A UEBRDIEAl . [T—20HTA. HE] PEFEOHN8EZEZLHOTVET., Chibld, i
HDBERNEESTEHREEZLEO THVRRY A b - R ) TTF 4241 TDNS EHRDEZRETH
[SQLA >z av] BEIZKYRETHHLDTY,

D7V DORBEEAD 5T HE R DRE HIRR

DABIAF E~OBEROES ig
ORALAER DA - 400
BT — SOBEA | HE e
OY—/\HWI7MIL DiRE O 290 7%
= B A O - 3% = S o
YT g3l »o
O Cookie 370D iR O 4% 200
0% Ot 150
W 11% 7 100
ks kalneE
0 12% ; ; ; . . . . 0

(12%) 1Q 20 30 4Q 1Q 20 3Q 4Q
2019 2020
(11,2500 W3R, ¥ 57D EIMNISHTI N FEAFTD $F) GB & 25MOEHAR)
E2-17. BHEZFTOMRBEN L= & REIS E2-18. MEH LD HEHBENR L5 TRER
B4R

2-2-4. BESE TR

2-19 . BESIEMOYV T THA FOMBEEDBEE THREEFEH CLITRLTUVET,
AMEHIBEZT T LEZEE 734055 71 (97%) (. D TV A MEEBE AR E
FHREBMLTHS 0 BURNIZEBENET LELE, COEIEIE. ATREHD 96% (72 #4469
") hoEMLELR, R2-5(F,. BE3EMICBENARTTLEEBHEDS B, Dz THA ME
EEICEMLTHD, 90 BURITEBENET LERBEDORTS L UVZOEEZmEHTLITR
L7230 TY, AEFHDEIEIEL 68%T LT,

MOEEIES C—0-90A LI C—J91-300HLK C—J301A L L 5T T - $(PR A HE SETHHEN) RIHH
7547 7,632 7,726 7,788 7,849 7,921 7,994

2004 17,142 7193 7,298 7,346 7,373 - 8,000#
— A\ 174 - 7,000%
15044 - - 6,000
- 5,00044
105 9
10044 - 85 - 4,000
62 61 2 2| 3,0004%
37 o a8
N ’_I—l_\’_l_l_‘ i |_l_\7|7‘ V 2,000#
L
69 71
014; T T T TL\ T T T T T 3 o T 1 1 014-
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
2018 2019 2020
E2-19. 9z T YA FOIEFHEDEIEST T G
25 90 ALAICEESRET LERHBLUZOECOHED
2018 2019 2020
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
{EIESE T H4 7,142 | 7,193 | 7,298 | 7,346 | 7,373 | 7,547 | 7,632 | 7,726 | 7,788 | 7,849 | 7,921 | 7,994
90 BULNDEEL | 4,689 | 4,729 | 4,762 | 4,798 | 4,821 | 4,992 | 5,063 | 5,152 | 5,204 | 5,264 | 5,333 | 5,404
WBEUNDEES | 66% | 66% | 65% | 65% | 65% | 66% | 66% | 67% | 67% | 67% | 67% | 68%

17




2-20, 2-211F, Dz U4 MEEEICHBHEREEFRZEML THSEBESINSIETICE
L-B#HEMHBEOEENIZHIEL, TOERZRLTVET 20, 240 49%0DREHEH 30 B
LN, €40 68%NDEEAN 90 BLURNIZEEESNATWET,

[~ 68%(90H LIRDIEIE)

——————— 49%(30 A AN DIEIE) ey
O Z Dt (4544F)

LA0oH (| g s gL o aa G FIR E0k)

DOSaATURA Tz a2 (86)

0yl 3 EEO T H9sH) 14%

1,200 B HTTPL AR 2 243 E(10444)

O GRELICRES A fi(11845)

B 77 AL DEoT=AM(2141)

1,0004 OTF 4Lk ko3 —4 )L (2154) i
' O DNSTH #R 0D 5% 72 7~ fi# (55144) 12%

BSQLA 2P xHi3(9354)

020X YA ROUT T 12 45(5,1594) in

9% vy

8004

6004t
6%

40014

2004k

oH 18 2H 3H 48 6H 118 218 31H 51H 91H 201H 301H~
~5H ~10H ~20H ~30H ~50H ~90H ~200H ~300H

ot

E2-20. 2z 7Y A DEEICEL-BH

YARY AR RY)T T4 (5,1594)

sQLA> oo (9354)
DNSIEER D 5% & A (55114)
TALIRN) - 58— )L (2154)

T7AILDERST=AFE(21445)
SRELICBET B AE(11814)
HTTPL AR R4 Ell(10444)

v ar EEOFH(98H4)

0SaARURAPHia(864)
YE AL Y2 O TE YA F F (601)
ZFD1th(4544%)

0% 20% 40% 60% 80% 100%
E0~10H O11H~20H O21H~30H O31H~50H O51H~9%0H O91H~200H B201H~300H I301E|~|

B2-21. DT Y A +DOEEICELHHEEEO B ROMER

(20 BEENSBETZTORELH LD, LU, BBEMEEShI-L IPATHEH L3 DLEH TR
LTWEY, 4B, 0 BIFHBEMHEEEFRZEML-BAICBESAIID. FLIXEEERBEREER
HEBHNT DANBESN-ELDTT,

18



2-2-5. {HE L TL\ 5 /8 H O Bik#Z@ B #

D YA MEEENSIHBEEBELLZEDRENZMES. IPAIL 1~2 4y BEIZA—LYO
BiE. BBELEDFERTOIIHA MEEZBICRYRLEREZHAA. BBMERNRKOEREEZELT
WEY,

B 2-22 (&, Dz THA FOIEHED S S, BIFLHLRIIELTLSED (IPADLD T THA
MEEEAMBEREEFREZBEMLTHN S, 90 BUELEBIELE-EDMENLELY) 12DV T, @
BHEADU#HERLIZEDTT ., CNOHDEETE 444 4 (RTEFEHAIL 409 ) LR YRTEFER K
YEMLTWET, ChoD55, SQLA Pz o2 avENS3RANEDEVEBEEDE TS
KO 17%E EHTVET ., CORBHEIE. Dz THA FOBBRILIGMEINTLES LB EDER
HEAEVNEDTT,

260 (RHL BET441)

241
%‘2181 Oz 0t [
1801 OJORY A~ RIVTT105 —

=
NDOD
[elele]

28 a4l c 29 35 36
12 > y 9 ] 11 6 13 6 96

40 3 4 ; — 1
20 :H 3 1 11 g X P
227 21 1% [23 22 | 27 | == ] )
T T T T T b T ? T 8 T *1 T
90~ 200~ 300~ 400~ 500~ 600~ 700~ 800~ 900~ 1000H
199H 299H 399H 499H 599H 699H 799H 899H 999H E

B2-22. Bk AN RHAIE(90 B LL E#EE) L TLVAHJE H ER k%68 A M LHa 55t D g

o N

x2-6(F, BE2FROOFHRFATIRRVFDEHE, RIEOWARIEL TV SEHOH
. BEIUZEDEIEZRLTVETY,

&26. BFEVARBELTWSIEHERE SUVEIEOMERC L DR

2019 2020
1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
iE ARV TR LS = 355 608 797 779 909 967 | 1,077 | 1,223
EH{ELTWLWS 45 268 279 297 332 364 391 409 444
E#l{lELTW5EIE 75% 46% 37% 43% 40% 40% 38% 36%

19



3. HBRE~DEE
BHRMEDBEREDT-DHD, EERE~DELIRODELY TT,

3-1. WAMRRE

JPCERT/CC IF, VT bz 7HADHZEMEERRE. HWAEFAREYRX M ITEIE, — K&
ARADFHBZFLZTVET, RGRENED NS LS, TRHGBEARKEFEY R M ITEHFLTE
E LY (URL : https://www.jpcert.or.jp/vhiregist.html) , E1=. B RRAFKEB S BHE KD EREE
BHREFERL-GEEL. IRBEREZMNAEBABNT H7-0IC IUN ZEFRTEHIENTEFET,
JPCERT/CC & L I IPANERK L TLFEZELY,

TE. HBERARICHE--TIE, ROAVTUIYNMATEES,
= loTRHICEFHEF) T4 EFDF5IE] : hitps:/lwww.ipa.go.jp/security/iot/iotguide.html
= MNoT & & - Y—EXMEFEEREH A K1 : https://www.ipa.go.jp/files/000065095.pdf
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3-3. — DA U E—2y Fa—H—

JVN 4 IPA, JPCERT/CC 73 £ | It 5B O K FERE/ARL TSI TV FESHL.
Ny FOERAGE, BRERUGEF 1) TA HREBISADNLDLNTEIRBELHYET, VI D
7 ZFRATEHEEIE. MBEERREEREL THLFAL TS,

BE., B2 —Fy bA—H—MIFIZIX, ROY—ILZRHBELTULET,
= ITMyJVN RES8M EIEE;|R 7 « L2 ) UL Y — L (mjcheck3) | : https://jvndb.jvn.jp/apis/myjvn/mjcheck3.html

HEES X SRR & MUK T 5D DY —IL,
= MyJVN /A—2 3 > F = A1 : https://jvndb.jvn.jp/apis/myjvn/ivccheck.html

20



= [MyJVN/N—2 3 > F v H for NET] : https://jvndb.jvn.jp/apis/myjvn/vccheckdotnet.html
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- API : Application Program Interface - RFC : Request For Comments
- CGlI : Common Gateway Interface - SQL : Structured Query Language
- DNS : Domain Name System - SSI : Server Side Include
- HTTP : Hypertext Transfer Protocol - SSL : Secure Socket Layer
- HTTPS : Hypertext Transfer Protocol Security - TCP : Transmission Control Protocol
- ISAKMP : Internet Security Association - URI : Uniform Resource Identifier
Key Management Protocol * URL : Uniform Resource Locator
- MIME : Multipurpose Internet Mail Extension
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