: Japan Computer Emergency Response Team Coordination Center
DN : c=JP, st=Tokyo, I=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan Computer Emergency
Ja Pan Computer Emergency Response Team Coordination Center Response Team Coordination Center, cn=Japan Computer Emergency Response Team Coordination

JPCERT[¥®°

:2011.02.04 14:04:14 +09'00'

BIA—NY TR RDOEZF2Y T LBEICHOWNT
2 43

- Mail.app DR E

— A FEANIPCERT a2 —F f % —Y a vk Z—
201142 A1 H

AERIE, — iR FiE AN JPCERT A—FT 4R —2a3v 2 3—DO I T HAMITAR
LTWAIEBFA—ILDEF2)TAREIZPDFI7AILIZCE LD =D TT,
BHOERICELTIX, LLTD URL #SEBLTLEELY,

—fg#t FE A JPCERT A— T R— 3t 48—
BFA—ILYIrDEFLYTAREISONT
https://www jpcert.orjp/magazine/security/mail/index.html




4 REHGEFA—IVVIMNDERES*
4.1 Mail.app DOFRE
411 HBRE

Apple Mail.app 1Z, 2 TOREL [RERE] NHITIFENTEET,
MBRBERRTE] VA Y ROk, UFOBEIZL VI Z &N ATRETT,

JPCERT [&®l*

e Mail.app NEENDIBIURREIZH 556, K EHOA =2 —"—D Mail] 27U v 7 L., &E

RE & BT 5,

ZfEA—N—R TR RSN D IEROILIR

o [RIERE] VA FUND [FRR] ZBRL, [~y FOFEMEIR] TAVF T A=a—N)

[ 7 3L F THhDZ L éﬁﬁmu—g‘éo

e e —
i

@ B fol D |4

—# FATYE RSS HEA—) FavbkEAT— HT  FEL BE L)L

(ﬂyﬁ'w%ﬁﬁ‘lﬁﬁﬁﬁﬁ: (Fox~ :1]

WV Fv v kA I—DRRERT
(&M AvE-—YVER—IL R 72> TRE
VMHTML X v E—S e UE— ko XA—JERE
UE—=hA=UERTFTHICE. BNORY RI—2F4ANBETT
W Z2w—hFRLZEER
BAMEPRLAERTTDEEER, CcOAFYavENCLET

AygE—&ALvRFlcEsEHd .
VIBET 2 X v E— YR NS —TRERT @

LA =FERTAY =V ALY FETEHET




JPCERT [{®°

e Mailapp DA =z —"—nb [FR] Z@ERL, [FrEH] © 5% 2G0T 5,

A—JRw DA AwvtE—3IJ TA—Iwk DAVED AT
Preview Pane 4 L ZE -1
v 2 74l 51
SrIEE ERLE :
v ?v;h){.ﬂf MR
v ALY RICEEHS v S{= 06 |
TRTOHAL Y REREL E;Hﬁ
FTRTODALY REELS 5549 |
Cc 7KL Z#H v = A
Bec 7 B L 21 C%B A =iy 2
EESET KL M xR | BS
o
21R r( v 5%
Awt—3i [
BRLIcAYE—JDHET
A— v I AEET %M
BligLicA vt —3EERT 3L
W) —E[ET
WIS —FEHAIT 1.
v INEHA— Ry P RAP A AVEER

¥ Z DOE 1T Apple Mail.app 4.2(1077) TH#S L TV &9,



JPCERT[¥®1°
A=~y FEBROMERGIE

o )(\——/I/%i%atﬂj_éo

5 Q #HOX v E—Y, K 145 (=]
e B HCS T OA @ )
HlBx HEA— I EE  2AKERE B FHAvE— AT ToDo B
ALty I DIEJETN =3 EELS a
= T = FYeR T A L) 2009E35190 13:50
EET =T FWEXL &S 200935 196 13:50 )
EWA: £ =0
5 EeWEELES
EI5: 2000535 19H 183:5028:5T
s Hh AR <tanaka@example jp>
Ce: A —HE <koizL jp>, E&H Rl <z | ip:
EREA
EBTY. BERAKRTT,
BFHEBOAESTENE LR, FenEEL LS.
Mail DRERT
SELCBELLET,
ek = A0
+ | @ |- I 2

o A=a—R—0 [For] b Aot —Y] BN, [2ToO~v X | ZERT S,

000 ZE R DA vE—I FMH 15 (—]
OB O SISty @ @ @ J
BiE Rl AL BE LRKERE &2 ##Ave—Y AT ToDo g
A—lLiiy & AEIETTS | & | BEBR .|
= [ 3= FhwEELES 200935 19H 13:50
) RiEFH e  fEERZ® FhEELaS 200935198 13:50
EWmA: £ =W N
5 FRWEELLS
HES: 2009938190 13:50:28:UST
S5 E9 KA <tanaka@example.jp>
Ce: g —m8 i jp>, HEI RAB <z _tar i
Return-Path: <sato@example.jp>
Recelved: from [192.168.0.1] by example.example.jp with LMTP; Thu, 19 Mar 2008 13:50:31 +0900
Recelved: from sample.example jp (sample.example.jp [192.168.0.2]) by server.example.jp with ESMTP id
n2J40UIm005572; Thu, 19 Mar 2008 13:50:30 +0900
Message-ld: <20080318134831 3A7F.BE3784EB@example.jp>
Mime-Version: 1.0
Mail DEERR Content-Type: textplain; charset="1S0-2022-JP"
Content-Transfer-Encoding: 7bit
EREA o
EHTY. BERNETT.
|\
HFEEBDMESTENE L, FRVEELES, :
v
Bl L I gnL<amnLES, I




A —=NVT FVRADRTERDRE

BRIERE] VA FUnb [FRR] Z2@RT 5,

JPCERT[®°

ann =T

1 @ & 6] @

—f FATZE RSS HEA-)N FavbEas

7] o

fERE ®|E L

A~y FOEMERERR . | 7Lk =

¥ Fv v A~ DRRERT
OB AYE—YER—ILR 74> FTHERER

VMHTML X v E—J U E— b1 A—JEERT
UE—hA=VERTFTHICE. BNORY R I—9FSEANBETT

W Z2w—hFRLZEER
BEAMEFRELAERRTASCER, coAFyvav»EdicLEeEd

AwtE—UZ v RICEEHD
VRETEX v e—vENS—TAEER |

WA A= Ef o TAvE—UEAL Yy FIEELEBHET

(A<— R 7 FVRZMMEH] OF v 7 %2547,

ann FT

@ B fal D o/l LB

—#% Fhouvbk RSs HBA—JN FarhkEHNS— #RE  {FRE BE L-N

~uSDEMERERR . | TANT =
W Fw kA I—DRRERT
(&M AvE—YER—ILRE T2 > hTHRE
[(THTML Ay E—F e UE— b1 A—TEFRE
UE=hrA=UERFTSICE, BNORY hT=2FoEABETT
NAv—hFPRLAEER
BEAMEFPRLAERTTAEEZR, cOAFvav»EcLET

AvtE—URZIL.vRICEEHD
VIBET B Xy e—YENS—THERR |

BE A= TAYE—VEAL Y FEFEEHET




SIMIME (2 & 2 E4 A —/VDRTH

e S/MIME TZE4 SNi-A ve—U R BS54

A=~ HERATIT

(X UT 1 BAANY ] ERREND,

JPCERT [!{®°

o000

e | &

= G oAy e—)

D G
EE

o) O @

SRICGEE WA HBAvE—F AT ToDo

HURs A=

0

e

» EEA
B =0
B =05
| By S

s
FELWEILES
FrwEELED
S/MIME test

| #EBR
200934190
2009435198
<8

|
13:50
13:50
17:23

Mail DEHERR

+ E | -

EiHA:
e

I RN S T N
S/MIME test
EIFF: 20095F4H1H 17:21:01J8T
i sato@EmimI
Co: EE EEEEmpeE u
Return-Path: NN
X-Original-To: sato @l
Delivered-To: sato@ sy
Received: from jmi N e T o]
3C1CB5316C for Wed, 1 Apr 2009 17:23:12 +0900 (JST)
from BEEEL SEE ol = IR — —_—
n318L4rU029651 for s Smssimmy = Wed, 1 Apr 2009 17:21:05 +0800
<1 ADEBF63-2255-4FCO-882E-88FBC 1 BISAES @ M 1>
multipartsigned; boundary=Apple-Mail-10-421343087; micalg=sha1; protocol="application/pkcs7-sign
1.0 (Apple Message framewaork v830.3)
Apple Mail (2.930.31

= with ESMTP id

Received: | with ESMTP id

Message-id:
Content-Type:
Mime-Version:
X-Mailar:

(eFau7<: MAEEAD(

---1]

SMIMEA—JLDF AR TE .
SMIMEEEL<BETZSHE. TATIF—ARRENEVETTY,

ature”

e SIMIME TE4L SN A vE—YOHENKEIETE 0SS

A — VRO e EERIT

Ay —VDEAZHERTE EEA] &

KRShD,

EfE G FoxyE—) =
e 8 HCK & o0 O @ )
HUBR A= TR EE 2RERE  wE FRAvE—Y AT ToDo wk
o[ ®=HA | & ESCELE af
£ =80 FrwEELES 2009438190 13:50
) £ =1 FrwEELES 2009438190 13:50
SRS [N Bl S/MIME test =8 17:23
Ay - JOBEERRTEEEA (@) (BawsEEEs J
EHA: sl aeeesi—— i
fF%: S/MIME test
EIFF: 20095F4H1H 17:21:01J8T
FEE: sato@mmmmmm"
Co: N “HOUEET O ST
Return-Path: HEEE———
X-Original-To: sato@mmisimm—"
Delivered-To: sato @ ummmm—
Received: from Iy EENEGEEEET EEESENEN DN e ey TEENE with ESMTP id
3C1CBE316C for <sato@y ™' 7> Wed, 1 Apr 2009 17:23:12 +0900 (JST)
Received: from IITELENNNE" ISR =N N — -y 1 with ESMTP id
n318L4rU029651 for <sato @@ s w>; Wed, 1 Apr 2009 17:21:05 +0900
Mail DR Message-id: <1 ADEBFB3-2255-4FC0-882E-3BFBC 1 B3JAES @ mum
Content-Type: multipartsigned; boundary=Apple-Mail-10-421343087; micalg=sha1; protocol="application/pkes7-signature”
Mime-Version: 1.0 (Apple Message framework v830.3)
X-Mailer: Apple Mail (2.930.3)
SMIMEA—ILDFARTH . o
SMIMEEEL<BETZSHE. TATIF—ARRENEVETTY, vy
+ B R il




JPCERT[®°

AEHE Z BREHDR WG S, TREE R e 20R) RE o z2ifd e A v —TDEADHERE
TEEHA] EFREN, FEHEOHEMDNHEGEE TE RV I ENFRIND,

Avt—JORBEMBTEIEA
rp TREIT B bl TSN S/MIME ERRONEEERB TS ]

FATLE, COI—FiLL-TRESThicAvE—YVOV-ARESEONE
LinEE A,

@ (wReEr )

SIMIME TZ4 SN A v E—URWUE AL SN TWAEES
A— VRO FEIZ, AV —VOBL R TEETA] EERENS,

000 BiE (4 fFDA v E—) =)
(&) ) B CobSabann @ O @ )
ZE BB HEA—IL EE E2RICEE L3 HFRAvE—Y AE ToDo 'HE
Ay R [s#[=EA = [ZRE® a]
= = FrLWEFLES 2009535198 13:50
) - il =88 FhwEFELLS 2009438190 13:50
T A 58 17:23
ey ) o DN om =8 17:23

L AvE-YOREEEBTEZCA () (amEzRR

B e e
fF%: S/MIME test
HEF: 200954818 17:21:01J8T
FEE: sato@mmimmmny
Ce: EE EE—— ——
Return-Path: WEEE——
X-Original-To: sato @
Delivered-To: sato @ mmmm—m
Received: from e sl = = N T = - s T with ESMTP id
3C1CB5316C for <sato@i 5> Wed, 1 Apr2009 17:23:12 +0900 (JST)
Received: from IR, w B A mm— L with ESMTP id
n318L4rU029651 for <sato @I > Wed, 1 Apr 2009 17:21:05 +0900
Mail DR Message-ld: <1 ADEBFE3-2255-4FC0-982E-98FBC 1 B3ZAES @ M >
Content-Type: multipartsigned; boundary=Apple-Mail-10-421343087; micalg=sha1; protocol="application/pkes7-signature”
Mime-Version: 1.0 (Apple Message framework v830.3)
X-Mailer: Apple Mail (2.930.3)

SMIMEA —JLOF A TH,
SMIMEEZEL< BETZSHE. ThTIF—FRRENEBVRTTT,

A= VRESASNTOSEHA, EMBRE IR Ry 2 HTL, Ay e—Y0%
ADTRTEERA] LRFEN, FOSVBARE L ROZ L BHFEND,

AyE—VOBEERRETEIEA

CODAwE—VDOFISIBEREL{ENEY
Aoy D DA vE—ERE LI
T, Awt—ihinrE A ahich, BEL-TTREERED

X9,




PGP %t

Apple Mail.app %, f=# T PGP Z## R — kL TWEHA,

JPCERT [&®l*

A—)v] wERT D,

EERA—NT A NVEDERE
o [BREERIE] AL RUZBE, KX
666 B A
S 5 - e A
—fg Fhwwbk  RSS | EEA—L FvkEHT— HT  FRE BE L

VM #BA—L7 < LI EERCTS

ABA—ILEFELILEEDEHF .
®O BEBA—NLELT, "BEMLTICET
O "E@mA—IL" ARy &7 RICHEE
O HRY LOBREEET ("8 %E7 U v LTHER)

EEA—L T LYOHRCLEVWAVE—JDF 1T
V Xy —VOERANF RLRAT v ZIcBBENTVNE
W Xy tE—VoEE A bk OERORICEET S
V Xy tE—Yomkicas0R2MMEDNTNG

Ol == ERT 2 RBA —IL &R

Cuewk.. )

...

(A wF—Ry b - #—ER - FONAFHRELEBA—IA v FEER

®

Kk, Afa i EEAD,
FEIT) W TF = T5HE,

NTEET,

B

=)
YA

=%

PRy

[FEMAR 2 ) DBk

[ERERA—ILT AN EEHENCT D] D F 2y SNTNWD I LRI D,
A—NVEZE LT ZOEME] T [ AZ LAOEEE

A=V 2EMEZ N SRIET H 2 &

e

HEA—I

1] @ B8 8l | @

—# Fhorvk RSS EEA-) FarvhEHT—

bl [ 7] o R

[
#E fEEL BE

J—=Jl

[@Eﬁ&x—wsﬁuw‘z'ﬁ'w;?»&]

BBA—INEZEFE L EZOHE:
®EBA—ILIELT, "BELLAICHET
O) "ERA—IL" X — LRy 7 A
O NRS LOEEESRT (‘S22 Y v 7 LTHER

EREA—ILT < LFDHRICLEVA v E—FDHA T !
M Ay E—VOEHANPRLAT Y7 CBEENTVS
¥ Xy E—YOERBADREOBEOFICEETS
¥ Ay E—YoREcESOERIERNTNG

Ol =L EEAT 3 H1ICEEA — L& RS

Cutwk.. )

...

O wF—Fy k- H=EZR - FO/A FHRE LIERBA— LAy FEER




JPCERT[¥®1°
A—NVEET7x—~y BT IHRE

o IEREIRE) UA U FUERBE, MBI ZERT 5,

000 feR

i @ B 6B D w@{:@

—fF FAYLE RSS HEEA— FaxvhkEAS— HT | FE L=

fERR
AyE—I0Fr—<yvh: [UyFFH£Ib
ZAILF Ty S OET [ AFR
Ca®miceass | Co ] icans
FRLADRE :
(%2R 7 KL AZEBNICAS (" LDAP M. )
V= FICRETBEECTRTOAYN—DP RLAERT
W ZRLZDRTEOSBVWEDICEEMITS @apple.com, @mac.com
FRA—ILORER . [ HERRLEA—LKyIADFZADY S §]
AEE To Do OFERS% : [ BIERRLEA—LRY FROFHIVE 5]

LA
—

L
I

BELSFIR
C#FEAYE—YERL 74— v FEER
UwFFFaA hELFERTF AL EE-TEELET
VI ROAYE—JOFFA NESIE
W s|EDL~ILELIFS
EEEEEEETOTFAMD3|H
O ROAvE—TET~TIAE
@ RRULETHR M £3HL, RRBADEFIET~TESH @




JPCERT[®°

(Rt —DT p—<w h TAXT L A=ma—he EETFE RN 28U, EEL
ATV R WO [ZIGRA Yy e—Y LR 7 4 —< v PEHER] OF = v 7 253,

@ B jul D /L

—i FAUxE RSS A TarbEAS— RHE O B|BE L

1EEE -
@wt—yw7x—7vh:fm$?#3h :ﬂ
ANILF Ty I DRIT [ AHeR 2
Casmicess | Cc: P icans
FRLADRE
O R2BTF KL AEBBNICAS (" LDAP %##EAE... )
M N—FIREETDEEFLTRTOAVI—DF RLAEERT
¥ 7ZRLASRTELSBVWEDICENEMITS @apple.com, @mac.com
FRA—LOEET: [ HERRLEA—LRyZROFHAYY R~ 4
*EE To Do OFEES | HERRLEXA—LRYZAOFHIV bk 3]
EELLF2L

Uy FFFA FELHERTTA L EE-TEELET
VI ZOAYE—JOFEX %3]0
VI ZIEOLAILE LIS
BEEEEETOFFA DI
ORmoAyE—YET~TEH
@ORRULETFAMESIAL, FRBADBITNISTSTESM @

F3§E3wt—ytﬁ0?x—?vhiﬁﬁ ]

10



JPCERT[¥®°
HTML A —/VOFERICETIHRE

o IEREIRE) vA L FUEBE, R Z#RT 5,

oo e =T

] @ @& & @

—f# FhHuwbk RSS HEA—N FavbkEHT

A~y FOEMERERR . | 7Lk =

W Fvy b A —DRRERT

O &g AvE—JER—ILE 74> hTRR

VMHTML X v E—J U E— b1 A—JEERT
UE=hAA=JVERTTHICIER, BNORY R T=SF I EANBETT

W Z2w—hFRLZEER
BEAMEFRELAERRTASCER, coAFyvav»EdicLEeEd

| 2] o

fERE ®|E L

AuvE—3 &ALV RICEEHD

VMET 2 A vE—UEHS—TRERT
WA AZa=EEoTAvE=VEIA L v RicEEnsT ®

. [HTML A v &=V E— F A=V R FR] OF = v 7 %49,

{l

P ﬁ

B @ B f6l D |/ £

o FRoSh WS WeAN InyhENI-ERR) TR WS Ah

~

AYTORBERERT: | TAT s
V Fry hAVI—DORREERFR

CIHTML Xy E—YIEUE— R A=Y EFRR
YE—PMA-VERRTERRBA VI —RXvPEBEBTSQEVHDET,
V' 2v—hPRLZAEER
RELFEZRLAERRTSESER, COATavEYIKLETY

Aytz—I ALY RICEEDHS

VIBETZXyt—VEHS—TRERR [
BRAZ 2 —EF>TAyE—JEALYRFKELDHET @

PR mERRBRREICBI T SR E

Apple Mail.app %, BHEfEGEHEREZ FF> TV 2, REIXH Y THA,

11



		2011-02-04T14:04:14+0900
	Japan Computer Emergency Response Team Coordination Center




