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Appendix 1. JHEMR

AECHEHIN-FHEO—ETT,

No H&E fiEaR
ICS Industrial Control System (FEZFfH > 2 7 2)
2 SIRT Security Incident Response Team (¥ 2V 7 4 4 v+ 7
Y PG T — L Z )
3 CSIRT Computer Security Incident Response Team
AV —R—kF2 ) TAA VTV MICNIET BT
— A
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Appendix 2. 235 3k

FRHREEER [ AN X2 VT ARENA N T4V Ver2.0 fIFkF ¥ A N—% % 2V 7 4 (ilkE

B NMTERO TG Z 5 2 ik

https://www.meti.go.jp/policy/netsecurity/tebikihontai2.pdf

FIRST [ Computer Security Incident Response Team (CSIRT) Services Framework |

https://www.first.org/standards/frameworks/csirts/FIRST_CSIRT_Services_Framework_v2.1.0_ja.p

df

JPCERT/CC [CSIRT =7V 7 )\ |

https://www.jpcert.or.jp/csirt_material/

National Cyber Security Division [{#3E 77 7 7 4 2 : TERGIHC A7 L IcEF 594 N—kF 2

U744 vyT v PSRN DRHF

https://www.jpcert.or.jp/research/2010/CSincident_response_20100330.pdf

Homeland Security [Recommended Practice: Developing an Industrial Control Systems

Cybersecurity Incident Response Capability |

https://www.cisa.gov/sites/default/files/2023-01/final-

RP_ics_cybersecurity_incident_response_100609.pdf

Tomomi Aoyama, Kenji Watanabe, Ichiro Koshijima, and Yoshihiro Hashimoto
[Developing_a_Cyber_Incident_Communication_Management_Exercise_for_CI_Stakeholders |

https://www.researchgate.net/publication/321199356_Developing_a_Cyber_Incident_Communicati

on_Management_Exercise_for_CI_Stakeholders

MOZATBEE NGB HEERRE BV A N~ F 2 ) T4 v X — FRAMERL T v 77 4 3

b HEEH 0 2 7 b A v o= THlffle AT LB T 2 HEERAA F T4 V]

https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2020/ngi93u0000002;jlf-

att/000083594.pdf

DRAGOS [Improving ICS/OT Security Perimeters with Network Segmentation |

https://www.dragos.com/blog/improving-ics-ot-security-perimeters-with-network-segmentation/

SANS [The Purdue Model and Best Practices for Secure ICS Architectures |

https://www.sans.org/blog/introduction-to-ics-security-part-2/

Zscaler [ICS ¥ 2V 7 4 @ Purdue €7 & (%)

https://www.zscaler.jp/resources/security-terms-glossary/what-is-purdue-model-ics-security

YA NP E IR DEROILH - AR I A X v 2GS [ A4 NS E IR D EROILE -

NERITA XV R

https://www.meti.go.jp/press/2022/03/20230308006/20230308006-2.pdf
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