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l.igt®ic
L1 ACGEOHW

AXFEIZ, EaoFHEIic AR N ICS BER S OMfEFHEROF 2 O FEN b ey 7 T v 7
L. ZONERLICS RIk~DEER LR L7-DDTT, AXEN, ICS 2—F—ffkorF 2V 7 4
HY4F 2 ICS BB o figgtEo TR L BERAVWEMET 2 Lco—l L aniFE T,

1.2. 2023 4EFE Wi H L 72 e ggPEts i

2023 4ERE FHA (202344 A 1 H2 5 202349 A 30 HE ToOR]) IR X 117 ICS B 5 o 551
{HEDHF 25 [KNX Association BB ICHIBE AT Ay v ruay 7277 b X =X D55tk
(CVE-2023-4346) | i FH L. 3L ¥ 3,

SIELY B B Mg, [HEER~0 7 7« AR T2 827 — FE2RGE L7212, ZDXRT —F
EENTLEI a2 —F—iCkd Uty FFEEXEARWV] &Wvw) KNX 7Fu b arpFEE FoflifE kR
T2HDTY, AMestkz BT 3 L, WBEIZT 2 v 2 HIH OMEESE I 2 > T WEERRIC T 2
AL, WBELPHMOR VAR — FEFELTT 7 e AHEEEZ AhicT 3 2 & T, EHO2—
Y- ERICT 72 A TERL I LI EHARETT, b, D ICS 7m b arzifT 28 TD
FREDOFEER I N T 2HFOEE, ALtX¥2 )74 VA7 22 CO3068EL2H D 7,

AXETIEH, KNX 7o b a vz L2858 (AT, [KNX T4 2] &wd,) ofitd EEio k)
BREENRINCTOIHFZHNCHHRL 3, ICS 2—F il (v rE@Yot—F—bE&L) okF
2 ) T A HYFRFAFOEREL R IN T IEBEMEHAL T 0L pE XV X —IC TV 7
. HHL TV 2EAIEIATELSHEICHEE TR 23w,

1.3. KNX 734 RICDWT

KNX (ZEREHM (ISOIEC 14543-3) CHE¥ LI Nd—F Vv ik —L - EAF—F A —LavD s
Fanrcdl, KNX 7o b a vz L2285 (AT, TKNX 754 2] &wvd,) iE, 48 A 500 #ho
A=K —CHLE2INTH Y, [EECHT . KBV, 223, AR &L ¥ — iR & ofilfH
TEHENTHWET 3, KNX 74 ROFEPL 70 77 1 v 7%, Engineering Tool Software (LLF,
[ETS] & \w95,) LN 2oy Y =TV v 7Y 7y 2T %ALCfTbh, —2D 78y
FCHBDORA = — DG EZRESRCI VYT Y VB HEEE o TWnE DI & TT, KNX 73
A ZTlE, RECHIEE 7 v 77 L Dl5ik7s £ KNX Association 22 St w3 ETS #fEH L £

! HA KNX &
https://knx.or.jp/

2 KNX Community — KNX Association
https://www.knx.org/knx-en/for-professionals/community/

3 HA KNX 2 [KNX B |
https://knx.or.jp/wp-content/uploads/2020/11/knx-overview-20201109.pdf

3



JPCERT [&{®°

FT,ETS ZNLTKNX 74 R T 72 AT 5BRICHiEZ RO 2 LI L720w&i, ETSO 7y«
7+ 77 A 1T BCU (Bus Coupling Unit) ¥ —*& W TEDO XTI ZHELET, KNX 74 R
Ty bDOT—REETLZHERD D T,

2. KNX 73 4 2 B5di o fifa 55
2.1, WEHB N F & 7= ik

2023 #£ 8 H 24 H. CISA X » KNX Connection Authorization Z{#f 3 3 KNX 754 2 I3 3 feag i
HEW OSBRI N, AKE DO TR T2 ) R 7BREEESRE SN T §, RIEsE s
DEFal) T4V E—hs CISA ICHE I DT, FMARIZANICE T 223115 ®R % 2021 4 12
H 20 HIZARKLTWET 2, 202348 H 25 HICZONAEZHEFT L, CISA 7 b AFICET 2 B HAL
KEINTCVEID B RFI NS &, WFHEHMETDACH (FA4 Y, A= VT, 24 R) HfT
16,000 5% A2 2 ELZ T BT A ZBRO»B L, 2023 FiCH T d AWEFIEEZHRH L 258D
WMEEZT LA ExRBRLTVET,

b, ANt EERIZ, 202348 H 25 HICJVN TAKLE L7,

2.2. RMasstk c B3 3 — XAl
221 EI NS BE

AMeFaEE T4y PV — 2R TT 7w AA[REAFE =F (LT MEREOE=F ] Lwd,) ickosT, 7
NAZFR Yy Z7E N, - EABE (DoS) REEICIN BN D 3 Mestk (CVE-2023-4346) | T
Ea

2.2.2. CVSS v3 FAGHMIELHE IC X % FFAliATR

Hom g5 PERET > 2 7 2 (CVSS) Version 3 12 X 2 AMesgth o fHiifE R i: [K1] o0& s T,

* KNX Association [Details |
https://support.knx.org/hc/en-us/articles/115003353249-Details

5 CISA [KNX Protocol |
https://www.cisa.gov/news-events/ics-advisories/icsa-23-236-01

¢ Limes Security [KNXlock — an attack campaign against KNX-based building automation systems |
https://limessecurity.com/en/knxlock/

7 JVN [JVNVU#92317693: KNX Association 8 G B ICHIRE NATH T v bay 27T b A =X LDfEF51: ]
https://jvn.jp/vu/JVNVU92317693/index.html
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LEEss Il X7~ /A (Common Vulnerability Scoring System)
Version 3.1 Calculator

EATELE 7.5
(High)

B2 E4): Attack Vector (AV) ZEOEEER: Scope (5)

ESTORAD) =i Fo—5 (8| [O-7L (1) (z859 (©]
(mE @)

BEEA0EE: Confidentiality (C)
L fFaiEdE: Attack Complexity (AC) (Ew)| [Em)

=)

TEMEAMESE: Integrity (I)

B HERSHEL S L: Privileges Required (PR) (2w (Bon]
€0 Eey

. ] . Al A DESS: Availability (A)
ﬂmﬁmﬂ!'a_ User Interaction (U]) | L (N}| | £ w |

D)

Vector String - CvSS:3.1/AV:N/AC:L/ PR:N/UL:N/S:Uf C:N/L:N/ A:H

([ 1 : @SS PESEMT > 2 7 2 (CVSS) Version 3 12 X 2 a5 o 2P 5 ]

AWeFatE DBEETTIX 3134 v b7 — 2 (AV:IN), WEBICHERFHEL <~V IEAE (PR:N), FMAH#E O
Hi3A%E (UL:N) TF, 2070, BFBNICT 7 2 AARERER O =ZF I X o TARMes 2 A L
BB TON S RS B Y £,

2.2.3. PoC 2 — FORFHIRDL, St D EIPGFGEIRDL, RO FHRDL, —IGEEM O FIBIRGR

BHDOEF 2 ) T 4 XV X = onRINFEMERIC T, AR BT 2 LS FEITRH T h g
HATL, BRHEGICET 2 ERATHRINCOE Lz, AMEFTEIL. 2.22 IcBo L B0, =G
DEZFHIC X o CTHEMTON 2 AIREED B U AMa5ik A S 2581 id v A7 2o R A~ DR
HHES (AH) ©F, Th2EMNT3ERE LT, Fe*2l 74 _vL—oillERo b cofiiHa
HDKNX T AL ZAPBHEEEL e roz o TnE 4, F7/2. KNX 7'u b a v Z2H 3 28512 E
PICHOE L T A AEEMEDS S B 2 L b b, FRMlZ IR L £ L7,

2.3. AMfaggtk i B3 5 arAlitERE

RIEFITEICOWT, et =t X —va v X7 L (LU, [BAS] wd,) f~D@ESLHEIND

8 JVN iPedia [F@fifi55 143l > % 7 & (Common Vulnerability Scoring System) Version 3.1 Calculator |
https://jvndb.jvn.jp/cvss/ja/v31. html#CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H
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K F VAR EICONTHERLE LT,
2.3.1. % 2T 5 B O G

AWfesitkld BCU ¥ — 2L 727 7 e XfliHlofEELZ A L T3, 222 BCU ¥ —2Eh7gaica—
=LVt y bTEFEREVKNX 754 A0 R Eh-TE Y, @ERED (2E3YHET 7+ 21|
AE7r) BH=FHICL > T BCU F=AREINTHHRVTNNA AT 7 A&, BCU F—%FEINT
TNAZRER Yy 7INTLESRNDSH D 9, KNXAssociation iIC X2 &, TD X RGHIEIA—H—
LT NARAZBET DRENRDHDL LD LTT Y,

BB, MWIHDOEF 2 ) T ARV X =PHIGLZHHITIE, A VX —F v PEHTT 7 2 AA[EEIC R > T
AT E D EE R Z 1T 5 KNX TAA AREZFICXoTT 72 &N, T4 R%EZTva—F 0 (5
NAZDHREEMEHINR) Iz L TBCU ¥ —%2REI N0, T4 ARYEHTE R A>T
LEo/eDZ T, £z FAleF 2 )74 RVX=HHE L ZHiPIc s »Tid, A—A7—I1C k% BCU
¥F—DY Y FAARARET, "—F V=T ORMEREINLL L TWET,

232 ERRZFIavyE—% v F OHIPH

AWe551 1B % BAS R ~DHELTERNT 2720, FIFEEELED»ORITINTWE [EALYXTF LI
BIFBZHAN— T4 AN X2 YU T AMWMNEAAFITAVE 2R L] IRINTHBEED BAS ©
BEHER 72T T A DT 5 [BR - 2230 - Bk 27 oo e ] Z5HL, [K 2] Rl
9,

® KNX Association [BCU Key (Detailed) |
https://support.knx.org/hc/en-us/articles/360011662319
10 KNX Association [Unload Device |
https://support.knx.org/hc/en-us/articles/4402998506386-Unload-Device
URRHERE (A AT RCBT2HAN— - TAVHN - e F 2 )T AMWESTA VT4 V520
https://www.meti.go.jp/policy/netsecurity/wgl/bill_gideline_2.pdf
6
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HI#IPF v b7 —2 (BACnetZ)

arko—7

[Z5—FoF5 4] (53570554 [Z#—Fos34]

[ 0s (FAos®) || [ os (E@os®) | | [ os (BA0sE) |
74— FRxy FT7—7

Cﬂ@m.w FT—% (nworks. (ﬁmﬁ*: FT—2 {LonWorks.

HEREY FT—2 (lonworks,
KK, FL-Net, Co-unk, modbus
Devicenet. U 7. ¥ESH)

(12 B - 2230 - APk 27 L DFFHER 7 E 7 L 12]

KNX, FL-Net, CC-Link, Modbus KNX. FL-Net. CC-Link. Modbus
Device-net. ¥ U 7il. #RE) Devcenet. U7k, ESE)

WHOEFX 2 ) T ARV A =PXIEL727 —2TlE, KNX 74 2 (avie—=7—#HY) A7 ve—
Fanzzlbcaeyrzahclivwi i, InxEx s e, Az B L 28R B3Thb iz
(K3]otsh . avie—7—RToEBELHEICE R o7z, a2 v Fa—7 =20 DEHL HMI
R =N DDV AT LCHEEI N o/ VTR EDENED Y T,

Py b
................. > hO—S—h'6m 7
| m—oneERmcns BRN CE< 8D

FAxy b7 —2 (BACnet®)

J> FO—S—HEIDS#ENT S— S—
Ovo&hn, EEREICRES _ elIER L o

:I \/ FD—f—fﬁ%EE_C@%“iﬁﬂb“ i s & SERZY FT7—2% (lonwarks.

KNX. Fl-Net. CC-Uink. Modbus

CEIFUHBERDOND [ ot oo 7 2

(¥ 3 : AHe551Eic 17 32 BAS A~ ME X N 3 2] 18]

2 REFEEE [NV AT LARCBTEHAN= T4 AN - F 2 ) T ARNEHA F T4 V2K
https://www.meti.go.jp/policy/netsecurity/wgl/bill_gideline_2.pdf

BORHEER EAV AT LRLBIIHAN= T4 VhN X2 ) TANENA F T4 V20K 2T L TERK
https://www.meti.go.jp/policy/netsecurity/wgl/bill_gideline_2.pdf
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233 AMesstE 2 i L 72 g I h s > F U A

AHesatE 2 L 2B fTON 2GR ICHEEINZILE L F ) 4% MITRE ATT&CK for ICS* (v14.1)
CHOWCEHHEHT L (Rl okdichsdeE2IbNET,

[ 1: MITRE ATT&CK for ICS ¢35 W# > 5 1 o+ ]

%97 = — R (Tactics) Wi & B it - T (Techniques)
TA0108 : Initial Access T0883 : Internet Accessible Device
IR T 7 & =

BEREFICE 3@ RER I N T EA v X —F v I
BT S 7z KNX 784 2 L TR frbin 3,

TA0104 : Execution T0823 : Graphical User Interface
FAT
REIN TR KNX 7594 2icxf L, ETS %M L T
DI RECLE I NG,
TAO0107 : Inhabit Response Function | T0835 : Manipulate I/O Image
JEETERE D W5
KNX 74 227 ve—FEh Gl 7w 77 587 A —
K—, T4 ZOWBIEH R L 2HlRE s,
T0892 : Change Credential
KNX 754 2~D7 7 2 2% WS 5 T KBEHIC L > T
TAA ZOFIER (BCU ¥—) 2EHI N5,
TA0105 : Impact T0826 : Loss of Availability

B8R
E:f%ia‘

KNX T4 Z~DT 7 e 2R EI N, ETS 26D 7 7€ %
L TEXARWIRAEIC R Y . BAS &M (WTHIME) cXfm%x % 7=,

T0827 : Loss of Control

KNX N4 Z~DT 7w ABYiES ., ETS »HD7 7 & &
HCTERWIREEICZR D, Akkeryic HMI 2> 5 Ol 23 ¢ & 7r <
5,

T0829 : Loss of View
KNX 74 2A~DT 7w ABPiEI N, ETS 26D7 7 &R
DCTEARVIREEICAR D, MkEIC HMI PR A 2{LE=4TD
BB CcE Rk D,

4 MITRE ATT&CK [1CS Matrix |
https://attack.mitre.org/matrices/ics/


https://attack.mitre.org/versions/v14/tactics/TA0108
https://attack.mitre.org/versions/v14/techniques/T0883/
https://attack.mitre.org/versions/v14/tactics/TA0104
https://attack.mitre.org/versions/v14/techniques/T0823/
https://attack.mitre.org/versions/v14/tactics/TA0107
https://attack.mitre.org/versions/v14/techniques/T0835/
https://attack.mitre.org/versions/v14/techniques/T0892/
https://attack.mitre.org/versions/v14/tactics/TA0105
https://attack.mitre.org/versions/v14/techniques/T0826/
https://attack.mitre.org/versions/v14/techniques/T0827/
https://attack.mitre.org/versions/v14/techniques/T0829/
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234 HNICBF 54 v &2 —F v MEHITT 7 2 A0[REZR KNX 734 2

ENICE T 2 AMHEOHEAER T 2720, /v 22—y FERATT 7 AA[EERREICR > T3
KNX 784 20F % 2023 4F 8 H 25 HIcHl&E 2 L Lz, Zof5, ENTIEA v &2 —3 v FEH
TT 72 AA[REZRIRFEIC 7 5 T3 KNX 754 RIZRO0 0 FRATLT,

2.3.5. GEAMERS Dl R

AMfegatkiz, 2.3.1 T~z B H, BCU ¥ =2 L7277 e 2HliHloMELZH L T2, 2> BCU
F—mBNIZHEAICI—F—ICX )2y P T EFERR W KNX 794 212 BCU F —238%E T
BROEE, BROFEHICL > THEBIN, T4 R BHHTERVREBICINTLE Y ITREESLD Y &
T T, AMEFHEOEHAFEF N ENO X2 ) T4 XV X=X o THER I N TwE F, JPCERT/CC
DIENE L 2B oFHICHE TR, ERNTIEA Y& —F v MREREATT 7 2B KNX 754 22815
PHTEHLICKBICORSEDTIEH N TRHATLED.KNX 74 RiZEANTHIRFEE N TED .
fEH STV 3 A[EEEDLRH Y 7,

INFE COMRMRAEE 2, FLO X ) RFEERINTWE KNX 754 2%2fEH L Tw 384, ICS
Z—F =L, BN DT, EEOE ZEFICX o TT 7 AA[HERIREEIC o TR\,
BCU F — kW EDREEIC o T EOMER EE AT 2 0 8RS L E 2 b NT T,

2.4. Pt

AWesathic B 2 EHIZ. 2023 £ 8 H 25 HIC JVN TAKRLTWET, 72, —#HOMAE R E 2
% &, JPCERT/CC 2 L =& Ic BV CTIRE D ICEN~DKBICOR A EDDTIEH Y A, 2D
720, RS EER AR L oBNMERIZIREE L T A TL,

2.5.ICS 2 — ¥ — i~ D HEREJHIH

AHaFtE D E % 217 5 KNX 754 2122w T, KNX Association 720 5 X DOHEIRFIFN IR R I N T T
7,

® KNX Association 23f2ft3 2 KNX Secure Checklist SIC R OHEIEFIRICHE S Z &
¢ KNX7udzZ KT L, FUEIEATFEINTWAESIINT BCU F—%2&EL, BCU F—%
JuYz s bEOEE L CEYIOEEICHET L

¥ 7-. ATT&CK for ICS TiZ. 233 TRLAMEINZ L F Y ADOKEFIHEINT 2 Y 2 78K »
Lo THY, 251256 253 Icidd@ L T d, ICS 22—+ —fHkoH Y E 1%, 2.3.1 Il D EH:

15 KNX Association [ Checklist |
https://www.knx.org/knx-en/for-professionals/benefits/knx-secure/KNX-Security-Checklist-en.pdf
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WKEET S KNX 74 20T, TNHDMNKRDOEMZ ST 723w, 72, 1.2 iIci#Ho &I
BT 2D ICS BRI DO WT d [FEED I % SRE 77 X W,

2.5.1. T0883 : Internet Accessible Device IZ 33 3 U R 7 &k

¢ (v tr7—2o7uXxy TF—brUzA T7ATUF—AEFHL, NEY AT L~DEED ) £ —
FT oA B HIRT S, AV E—F Y MICT 72 RAAEER T N4 2 B EHIRICHlE L. fBE e
B ) 2RI 5 (M0930)

2.5.2. T0892 : Change Credential IZX}3 % VY 2 7 i3k

@ ILVUFZ—H—DIVRTLLEELEY —N—DF =KXy 7T v 7Z20EL. HET S, iz
32720, NI T v T ATLEIVNR ML=V VAT LR L, MOy VT =005
DS N T WD L ZERT 5, HlfH, B, 23R AICEE L2 RIS THRED> L oREAREIH
MIEEAREICT 2720, FEV AT LOT—ALT vav—LBROEEZET 4 v o7 v PG
HiZAERF L. FEMT 2 (M0953)

@ TIUANIDI—HF—HLRRT—VFEMFHTEIT IV r—vaveT7 774 T v RIE, AV A}
—AER DI, I IIAFBR A~ O RBARTICAE S 5 (M0927)

o VAT ANEMRICHEI N, FIHTE R ko7 b LA, EEARKEEED MY 7 H
ERAET 272010, a— AV FRX Y ANL FRBGENICEUT 22T AV CTREAN—F Y = T2 REFT
% (M0811)

2.5.3. T0826 : Loss of Availability., T0827 : Loss of Control, T0829 : Graphical User Interface &%} 3
%Y R EBRGR

@ IVFNI—F—-DIVRTLALEELAF—N"—DTF =Xy 77y 7EEEL, RET S, WAzl
T2, Ny 2T v TV RATFLABLORA ML =YV RTFLAEZRENL, koA Yy P T —2 05
SHEENT WD L RS 5, HIH, B, X2 3R IS TR D b o R HIH &
MISZAREICT 2720, ERI AT LOT— AT v av - HKOERZEL A v o7 v FIGE
Bz AR L. FEMT 2 (M0953)

o ity bV —2EFEILEPLOEIHORIC, 7o v RDEHLEIEHAZFF— T 5720ic, AL
— X —ICTUR AR ESNE(E 2 23 2, WWESNEE L. BEA v 7 TN fRI eiliEE — P e
Hrim/MET 272010 Sk v AT LB 2 EHTXE CTH 5.6l 2 1 \#A v P 7 —2 (3G,
4G 73 E) 1F. T2 DL TR ARG 2R T 2 20 Icfiflcg 3 (M0810)

® IFIFILRYMCTEY PRXV AL ZBEKL, TG AT LBERICII N0, FIHCTE AL %
2720 L7zGAETOMBN AL —v a v aIRIES 5. 4 v F 7 —2ZJ& Tl Parallel Redundancy
Protocol D X 5 7wt arZFEHLC,. v—Argy b7 —7 ECRIRICITELI N, ST EF
mEEEFBHT s e TE 5 (M0811)

X 251205 2.5.31% MITRE [Techniques Addressed by Mitigation] % % & i JPCERT/CC i CTHHER

10


https://attack.mitre.org/versions/v14/mitigations/M0930/
https://attack.mitre.org/versions/v14/mitigations/M0953/
https://attack.mitre.org/versions/v14/mitigations/M0927/
https://attack.mitre.org/versions/v14/mitigations/M0811/
https://attack.mitre.org/versions/v14/mitigations/M0953/
https://attack.mitre.org/versions/v14/mitigations/M0810/
https://attack.mitre.org/versions/v14/mitigations/M0811/
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3. ICS Bt D Wa 55 PE Rt~ D G D B

FA R ABEETHNIICOELE LG 20 32, utEoBmaicit, 2 2B L -2KER3 fTbi
% ¥ T, ZOMEIZBEEN L R v T, SRR EITLICE Y 235 TF, MEgtkic X > TICS 2848z % Y
27 R E 2. FEHEREHCHEN AN RS Bz IE, Ty 77— TlEal WK (V=277
VE) TR T3) 2RE LT AT, VRO, AGETHY B AEE TR, v
AT LOEEECHERE 2 CORBERICESCEZT BV T, i, Ay P —2FHTY E
— P O WEAFRE AT EOHR A AR INTH, 2B A Y b7 =7 I RI N TV nwr — &
Tlx, MesstEz o b 02 BHT 5RELH D A,

JPCERT/CC TiZ, ICS ic 2w TEEME LS EEROREE 217> T E 3
FfAliZ. KD Web ~— % TSI 7230,

Japan Vulnerability Notes (JVN)
https://jvn.jp/

ek, [k AL 2023 4EE EWNCHERD L 72 ICS BIMSd st D MBS MEME ) (< RCH# L 7= fEss th i e £z 2w
TR 727210 21 Z v E L7 5 JPCERT/CC £ CI#E{ < 723

— & FiE AN JPCERT 2 —F 4 +—v 3 vk v X — (JPCERT/CC)
HHs 27T LeF 2 ) FARNEIN—F
Email : icsr@jpcert.or.jp
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ek A, 2023 4ERE FINCHESE L 72 1CS BHHE LY, o i 55 7 1

2023 f£JE FHHIC JPCERT/CC 23 [TEEMAEE | OFEAT R RET 3 2 72 0 IR 21T o 7= ICS B o i 55
MR, (B2] oLy 27Tl Tnb OMfEsEERIZ. 4 v &2 —% v b EOARIEHD HIL
EL-boodrs MTEEINLEE] [CVSS v3 HEAFHEAEIC X 2 FHlif5 R TPoC 2 — F oA
T o ENGGERT ) [RSR O R HHRI | 2B E 2 72 —XKEHli 217, HARERNO ICS = — ¥ — %k
CELICHENE BN D2 LW L2bDTE, b oFERICH L, 2% 2 85 0 g

W (H@Eefibhss, HINTWEEIMiLRY) ] 8 LR T 2avR—x v O] [WE2x{Tbh
GBI E SN E ] 72 L ORI R Blm 2 b 2TV E L,
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1. JVN [JVNVU#92145493 =2 v 7 v 7 #l CONPROSYS HMI System(CHS)ic &1 % SQL f v = 7
va v oaseE]
https://jvn.jp/vu/JVNVU92145493/
k&tta v 7> 2 [ Web HMI/ SCADA ¥ 7 + v = 7 CONPROSYS HMI System (CHS) D fifi 55
PEicownwT

https://www.contec.com/jp/api/downloadlogger?download=/-/media/Contec/jp/support/security-

info/contec_security_chs_230331_jp.pdf
Tenable [Contec CONPROSYS HMI System (CHS) Unauthenticated SQLi |
https://www.tenable.com/security/research/tra-2023-14

2. Schneider Electric [KNX Systems Publicly Available Exploit |
https://download.schneider-electric.com/files?p_Doc_Ref=SESB-2023-01&p_File_Name=SESB-
2023-01.pdf

3. SICK [Use of Telnet in multiple SICK Flexi Soft and Flexi Classic Gateways |
https://sick.com/.well-known/csaf/white/2023/sca-2023-0002.pdf

4. JVN [JVNVU#93518708 Franklin Electric # T5 > V — X B1F 2 BE DB+ 3R XRA T — Fovy
2 DfEH O MEg5
https://jvn.jp/vu/JVNVU93518708/index.html
Packet Strom [ Franklin Fueling Systems TS-550 Information Disclosure |

https://packetstormsecurity.com/files/171765/Franklin-Fueling-Systems-TS-550-Information-

Disclosure.html

5. Tenable [Schneider Electric APC Easy UPS Online Monitoring Software Unauthenticated RMI
Calls |
https://www.tenable.com/security/research/tra-2023-15

Schneider Electric [Easy UPS Online Monitoring Software |
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2023-101-
04&p_File_Name=SEVD-2023-101-04.pdf

6. Genetec [Microsoft Windows MSMQ vulnerabilities affecting Security Center |

https://resources.genetec.com/security-advisories/microsoft-windows-msmgq-vulnerabilities-

affecting-security-center

7. Hitachi Energy [Multiple Open-Source Software Related Vulnerabilities in Hitachi Energy’s MSM
Product]
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000154&LanguageCode=en&Act
ion=Launch

8. Schneider Electric [Power SCADA Anywhere |
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2023-129-
04&p_File_Name=SEVD-2023-129-04.pdf

9. Packet Strom [Advantech EKI-15XX Series Command Injection / Buffer Overflow |
https://packetstormsecurity.com/files/172307/Advantech-EKI-15XX-Series-Command-Injection-
Buffer-Overflow.html
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10. Belden [HiSecOS Web Server vulnerability allows User Role Privilege |
https://assets.belden.com/m/4828b7cf8b652105/original/Microsoft-Word-
Belden_Security_Bulletin. BSECV-2021-07_1v0-docx.pdf
EXPLOIT DATABASE [HiSecOS 04.0.01 - Privilege Escalation
https://www.exploit-db.com/exploits/51537

11. Siemens [SSA-134003: Web Vulnerability in SIMATIC S7-1200 Family |
https://cert-portal.siemens.com/productcert/pdf/ssa-134003.pdf
Packet Strom [ Siemens SIMATIC S7-1200 Cross Site Request Forgery |
https://packetstormsecurity.com/files/172315/Siemens-SIMATIC-S7-1200-Cross-Site-Request-
Forgery.html

12. EATON [ETN-SB-2022-1004: CODESYS SECURITY ADVISORY J
https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-
bulletins/ETN-SB-2022-1004.pdf

13. Meinberg [Meinberg Security Advisory: [MBGSA-2023.03] LANTIME Firmware V7.06.014
https://www.meinbergglobal.com/english/news/meinberg-security-advisory-mbgsa-2023-03-

lantime-firmware-v7-06-014.htm

14. SEC Consult [Multiple Vulnerabilities including Unauthenticated Remote Code Execution in
Siemens A8000 |
https://sec-consult.com/vulnerability-lab/advisory/multiple-vulnerabilities-siemens-a8000
Siemens [SSA-472454: Command Injection Vulnerability in CPCI85 Firmware of SICAM A8000

Devices |

https://cert-portal.siemens.com/productcert/html/ssa-472454.html
Siemens [SSA-731916: Multiple Vulnerabilities in CPCI85 Firmware of SICAM A8000 Devices |
https://cert-portal.siemens.com/productcert/html/ssa-731916.html

15. ABB [Flow-X disclosure of sensitive information to unauthenticated users |
https://library.e.abb.com/public/442d63c231484fc98d8e7fdd46a83311/ABB-FlowX-Vulnerability-
CVE-2023-1258.pdf
EXPLOIT DATABASE [ABB FlowX v4.00 - Exposure of Sensitive Information |
https://library.e.abb.com/public/442d63c231484fc98d8e7fdd46a83311/ABB-FlowX-Vulnerability-
CVE-2023-1258.pdf

16. Tenable [Authenticated SQL Injection in Advantech iView ]
https://www.tenable.com/security/research/tra-2023-24

17. Belden [net-snmp vulnerability in Hirschmann HiSecOS |
https://assets.belden.com/m/7a85f7945bf0ac34/original/Belden_Security_Bulletin. BSECV-2022-
Le.pdf

18. B&R [B&R Automation Runtime SYN Flooding Vulnerability in Portmapper |
https://www.br-automation.com/downloads_br_productcatalogue/assets/1689787619746-en-

original-1.0.pdf

19. Hitachi Energy [Multiple vulnerabilities in Hitachi Energy’s AFF66x Products |
https://publisher.hitachienergy.com/preview?DocumentID=8DBD000167&LanguageCode=en&Act

ion=Launch
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21.

22.

CERT@VDE [PHOENIX CONTACT: PLCnext Engineer Vulnerabilities in
LibGit2Sharp/LibGit2 ]

https://cert.vde.com/en/advisories/VDE-2023-016/

Phoenix Contact [Security Advisory for PLCnext Engineer |

https://dam-
mdc.phoenixcontact.com/asset/156443151564/1d4b504be44660448114042c376e31e6/Security Adv
isory-PLCnext_Engineer_20230808.pdf

JVN [JVNVU#99208910 Advantech & EKI-1524-CE +V — X4 L IcBF 3 EBD 7 0 2% 4 + &
7Y 7T 4 v 7 DfisE]

https://jvn.jp/vu/JVNVU99208910/index.html

Packet Storm [ Advantech EKI-1524-CE / EKI-1522 / EKI-1521 Cross Site Scripting |
https://packetstormsecurity.com/files/174153/advantechekil 2-xss.txt

Zero Day Initiative [ (0Day) (Pwn20wn) Softing edgeConnector Siemens OPC UA Server Null

Pointer Dereference Denial-of-Service Vulnerability |

https://www.zerodayinitiative.com/advisories/ZDI-23-1054/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing edgeAggregator Client Cross-Site Scripting
Remote Code Execution Vulnerability |
https://www.zerodayinitiative.com/advisories/ZDI-23-1057/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing edgeAggregator Restore Configuration Directory
Traversal Remote Code Execution Vulnerability |

https://www.zerodayinitiative.com/advisories/ZDI-23-1058/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing edgeAggregator Permissive Cross-domain Policy
with Untrusted Domains Remote Code Execution Vulnerability |

https://www.zerodayinitiative.com/advisories/ZDI-23-1059/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing Secure Integration Server Exposure of Resource to
Wrong Sphere Remote Code Execution Vulnerability |
https://www.zerodayinitiative.com/advisories/ZDI-23-1060/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing Secure Integration Server OPC UA Gateway
Directory Creation Vulnerability |
https://www.zerodayinitiative.com/advisories/ZDI-23-1061/

Zero Day Initiative [(0Day) (Pwn20wn) Softing Secure Integration Server FileDirectory OPC UA
Object Arbitrary File Creation Vulnerability |
https://www.zerodayinitiative.com/advisories/ZDI-23-1062/

Zero Day Initiative [ (0Day) (Pwn20wn) Softing Secure Integration Server Interpretation Conflict
Remote Code Execution Vulnerability |
https://www.zerodayinitiative.com/advisories/ZDI-23-1063/

Zero Day Initiative [ (0Day) Softing Secure Integration Server Hardcoded Cryptographic Key
Information Disclosure Vulnerability |

https://www.zerodayinitiative.com/advisories/ZDI-23-1064/
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23.

24.

25.

26.

217.

JVN [JVNVU#94607426: Rockwell Automation # ThinManager ThinServer I &) % i@t 72 AT
fiez8 D M55 17k |
https://jvn.jp/vu/JVNVU94607426 /index.html

Rockwell Automation [ThinManager® ThinServer™ Input Validation Vulnerabilities |

https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1140471

Tenable [Rockwell Automation ThinManager ThinServer Multiple Vulnerabilities |
https://www.tenable.com/security/research/tra-2023-28

JVN [JVNVU#92317693 KNX Association 8 ICEEICHIR I NW=T A v bay 2Ty s A=
R L D55t ]

https://jvn.jp/vu/JVNVU92317693/index.html

CISA [KNX Protocol |

https://www.cisa.gov/news-events/ics-advisories/icsa-23-236-01

SICK [Vulnerabilities in SICK LM S5xx |
https://sick.com/.well-known/csaf/white/2023/sca-2023-0007.pdf

Moxa [ MXsecurity Series Multiple Vulnerabilities |

https://www.moxa.com/en/support/product-support/security-advisory/mpsa-230403-mxsecurity-

series-multiple-vulnerabilities

Tenable [Moxa MXsecurity Unauthenticated Device Registration |
https://www.tenable.com/security/research/tra-2023-30

JVN [JVNVU#96671664 PTC # Codebeamer iICE 2 70 234 227V 7T 4 v 7 ONfedit ]
https://jvn.jp/vu/JVNVU96671664/

SEC Consult [Reflected Cross-Site Scripting (XSS) in Codebeamer (ALM Solution) by PTC ]

https://sec-consult.com/vulnerability-lab/advisory/reflected-cross-site-scripting-xss-in-codebeamer-

alm-solution-by-ptc/

Packet Strom [PTC - Codebeamer Cross Site Scripting |
https://packetstormsecurity.com/files/174703/PTC-Codebeamer-Cross-Site-Scripting.html
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