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AXFEIZ, EaoFHEIic ARSI Nz ICS BER S OMEFTHEROF 2 b /FEN Rdb o2y 7 T v 7
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1.2. 2022 SEETHICER L - a5t 1E 8

2022 fEFETHE (20224510 H 1 H22 6 2023 43 A 31 HE Toff]) IcAFR S iz ICS BEEHR M o e 55
PEHICD Web 4 v 2 7 2 — ZDMggtEIcBIT 2 b 08 EEH W £ L7z, £7-. ICSHROFKES LV
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0321) PRHERVA—HY 7+ 72T7DI74 v ZAFALCHEHI NI MEOHEE 7 v + 2 v olfg551k
(CVE-2022-43513, CVE-2022-43514), ¥— X e R MU T VICTF— X 2 %ET IR I N A
DE 71+ a L DffiditE (CVE-2022-43663. CVE-2022-45124) 7t &, ICS [ @fE 7 v F aric
BEHT 20 Db EEH V. ZO—FIcOnTARLFE—F THEMELET,

ICSEADEEZr baroficid, 7e—XFatry F7—27BRECOMAZHEE LT3, Dk
WEHE B CEE AU 2 ER T ALE RS S, Y TALBECHHI A TWw AT e arekrDE E
DT TCP/IP L L7272 Y, ¥ 2V T A HEREA RET 20BN OBREI b vE £, X2V 7 41
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T AR L LCEL DA RIS, EETIE, X2 ) T AMRESZND Z stk L
RATHEMT 27— A WHTECES, £/, #LIBT 72 RALHBICEETEZ 2L A 5015 ICS
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WE7w Farz2EA L ICS ~OXE (3 ATT&CK for ICS (v13) @ 12D > b [HIMIT 7+ % |
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WD 7 = — R (Tactics)

WEICfHEH X B Bt - T3 (Techniques)

TAO0108 : Initial Access
YIHAT 7 2 2

T0819 : Exploit Public-Facing Application

WEEN, EERHA Y P — 2 ~OYIAT 2 e A %5572
. AV ER—3y "MEHTT 7 XA[HELRY 7 7 2T DR
Moz MR+ 2 A[HEED B B,

TO0883 : Internet Accessible Device

WS EYIRRERSI NV EFERE T, HE0ITEN
PICA v 2=y MCEEER SNV AT L2 BHL TR
AT LR[REMED D %,

T0886 : Remote Service

WEE R BESLAY VT =2 AV VEEBEIT 220
WY E— b= REMHITZAEELD 5,

TA0104 : Execution
FEAT

T0871 : Execution through API

WEFH, ICS Har & ICSBE Y 7 + v = 7 & O odfgic
ffHENEZ 7 7V Ty —vav a7 04 v 27 2—2R
(APD) %{HF3 2 0[REMSED D %,

TAO0109 : Lateral Movement
STFINL—T AV (BAIEK)

T0866 : Exploitation of Remote Service

WEENR, 707 FL, =R, FRL—T 4 VIV RT A
SCH—AVARDOTv I AT —%GHAT 0T, VT
FY LT OMFEAERL, VE— - RAEREMFHAT
LA[EEEDS B B,

TO0867 : Lateral Tool Transfer

WEE DS, EE OB TY — LoD 7 7 4 V& #E(HET 2 72
D, HEVATLDPLRDY RATF LICEND Rk 4 5 AlfE
Wb 5,

T0843 : Program Download

KEEHER, 2—F—TurInkaviu—7— kT 3
EOILT RS TLDRY v u— R ETT 5 AR S B,



https://attack.mitre.org/tactics/TA0108/
https://attack.mitre.org/techniques/T0819/
https://attack.mitre.org/techniques/T0883/
https://attack.mitre.org/techniques/T0886/
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https://attack.mitre.org/techniques/T0871/
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WD 7 = — R (Tactics) BRI & 5 #H4if7 - T35 (Techniques)

TAO0109 : Lateral Movement TO0886 : Remote Service

STFINL—T AV (BAIEKR)
WEER, BFESCHY P T —2 AV MUERBEIT 279
WKY)E— - REHEHTI0EELDH 5,

TA0100 : Collection T0802 : Automated Collection
ES
BEHR, Y —APA 7 ) 7+ EMEHL T ICS BB fEHRIN
Ex BELS 2 ATREMED S 2, HENINSE CIE, HllfHl o 2 7 L8R
BCHIMARER A A 7 4 7Ol 7w b 3 — A HEH
INBAREED D 5,

T0845 : Program Upload

WHEEFR, EESu v R T 2 EREYINEST 5791 PLC
BoTur T LTy 7 H— FT AR S B,

TAO0107 : Inhabit Response Function | T0816 : Device Restart/Shutdown

JEEBERE D W

WHEEF D, VI 7 7 v 2 2 2 RELE & 2 7291 ICS BB D
TAA R BHMNCHEIH LY, vy XYY LD T
BARENED D 5, T D DRBEREERREL L TT Y1 2T
FEL, Web 4 v 27— CLL, Ay b7 =27 8w b2
na=wy FEMERLTETING,

[F 1] ic ki, ICS A OMfE 7' v b a v olfigg iz B L 220813, IRALRAERD 2 —F

LDEIT. BABOKMIEE, 2ELEZ2y V7 — 2 NOIFRINE., JCEMRED I EICHR X N 5 AJhE
MRS B EEZLbNE T, HIEEEOBE T F a v IcBT 2 R0 EHMMEADRSIC R B 2 & I3E
W 2T LEEHOBIG CH FBECT 2, ICSHEAED 7 u Far Tk, RO X5 5EE Y F ) 403 #EN <

ICS Hégne ICSBIHEY 7 r v =7 L D] (Bl y =TV vy 7 b7 o7k 2H8EE R
¥) OEfFICHH I NS APIRBTERED 2 — FREfT I3 AR H 2 (T0871)
I—F—TurILkav it -5 —CiET 50T a s 74Xy va— FE SN2 06
Hsd 35 (T0843)

ICS BEs D S HRINEE % BB 2 720 1c il I 3 AR H % (T0802)

FE¥7 o 20EREINET 27201 PLC 2670277 0%7 vy 7u—F+20R%E1H 3
(T0854)

PIFE 7 7’0 e AR RELE & 272010 ICS B 7 N4 A2 IR LZ)., vy v F XY
Y1709 5AREMEA H 5 (T0816)
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%7z, [T (TA0104) | 7 = — XTSI N TV BHEED 5 2 — FE2ETT 25, fhoikifio
fiitflabbeTEHEINZ DY, 2y F7—2D [FE (TA0102) | & [IEE (TA0100) | A
R —ya V~DOFE GEMEED I EATET AL INTVET, ThoDfirxls 2z 2 &, ICS 8L,
A OMEfE 7 b a ol tEo BHIZ ICS BEDIAWHIPHIC X £ XX AMEL 52 2 a[RelErd 0 £
T, CVSSIC X 2 a5tk oA X, Masithic X 2 0 E O AT T b, BEENICEL 25
B CREEBINTVERA, TD0, HELZ T 5 ICS BEBL 72 ) cnd| REHPHELZT 72
BIEDIERDICOWTHEML THELERH Y £,

ATT&CK forICS ¢l ICS [EH D@EE 7 v + a2 2 B B4 2 Hiffi - FiElicn+ 239 22
BEKD TN THE T, &HM - TR d2 ) R 78K E 2.1~2.10 I8 7= L L 72D T,
ICS = —F —HfkoHYE TN DIEDEIC OV T T X W,

2.1. T0819 : Exploit Public-Facing Application x5 3 U X 7 BHSK

V7 by = THIRAY v —, Windows @ AppLocker, Linux ® SELinux %> AppArmor % {H L C#

HEnx =7y b7 72 AWREARMO 7o 200 27 LHEREZHIRT 2 (M0948)

® Web Application Firewall %L CT7 7V 7 —v a vOREZHIRL., BEEHDL 774 v I 07T
TV —va vIicEET 20%BiEd 5 (M0950)

o NI —"—H - RiZ, DMZRWV. LT AT 4 VIA VI IRA T 7 F ¥ HEHLT
flid A v b7 — 2725085 % (M0930)

o YV—vRTAHY Y MCRNROMEREHEHT 2 (M0926)

o NI D v R T LADONEHEE EMINICAF ¥ v T 5, /20 AF ¥ Vo RAFIC X Y EHA NS

MErFR I N GE T A, delic Ny F 2@ 2 FIEZMZ T2 (M0951, M0916)

2.2. T0883 : Internet Accessible Device iZXt3 3 U X 78R

¢ i vt7—2s7uxy TF—trvxA, T7ATUF—AEEHL, AT AT L~DEED Y £ —
FT 22 %IRRT B, F/o. AV E—F v NCT 7R ZAA[RER T N4 2 2 @ BRICHIE L, AHE L
Bz 0l »peiERT %5 (M0930)

2.3. T0886 : Remote Service i35 3 Y X 7 BEK

o T/ eAEMEMAMHLCEREAY) E— b — 20 EMLT B, e LTI, 754 2EH
#—b R (telnet, SSH %2 &), 77— &7 7 & A% —,"— (HTTP. Historian 7z &), HMI & v > =
v (RDP, VNC £ &) 235 223, b ICfREX N (M0801)


https://attack.mitre.org/tactics/TA0104/
https://attack.mitre.org/tactics/TA0102/
https://attack.mitre.org/tactics/TA0100/
https://attack.mitre.org/mitigations/M0948/
https://attack.mitre.org/mitigations/M0950/
https://attack.mitre.org/mitigations/M0930/
https://attack.mitre.org/mitigations/M0926/
https://attack.mitre.org/mitigations/M0951/
https://attack.mitre.org/mitigations/M0916/
https://attack.mitre.org/mitigations/M0930/
https://attack.mitre.org/mitigations/M0801/
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AT LOEERGIET 27200 GUL & v v 3 v ofIBICIGT 2 MR %1243 2 (HMI 03k 45
D@ﬁ%~FaﬁMWW%%Q&%~Ftahﬁ&v—ﬂ~%lyy:7ta@n~ﬁ»1~%~
VE—PRyva v I bERIN, BREICSCTY E— Py v a Ol Z [EE T 2 ER %
%o(mé CERERT B, VE—FT 2Rty ay (RDP. VNC 7 &) 23, ICS ofilf (F
i HMD Icfiflahzm—hrty v av i < e 2Bk 2 (M0800)
VE—+H—vRDT7 7YV r—vavEZotartye—V%2 74020 v L, NEREE 2 7
my 2735 (M0937)
TRCDYE— b —ERT, 2—F =7 7 2% RMHT 21N AR 2 ERk 52 (M0804)
FAPMR—ZADT 7 ANRY AT LFRA N7 7 A VCHEERER A Y b7 — 20 ) 2 2HL
T, T4 204 IP 7 FL A, MAC 7 FL A, F—F, ZFa b an) 2iEET 2 (M0807)
B—HAOBEDANFIIENTWS DMZ 2L ey s 2BEL OT BEMoYy 7 by o7
DE) & rHEL  HIfES 5, 0T B2lEi & D Web 7 2 & X 13HIR S %, —@ED ¥ 4 N —&j# (TCA)
B, VYTV VI =R T = a i AV E—3y P BIXUOETF AL ZEDIEA Y
N7 = O ERANBICT 5, 2, INOLDT AL ABRERHOA Y P T =T ICT 2T F—LX
naHifz SR 2 (M0930)
NRAT — FOE -0 X MR EZIET 2720, Kk 27 — FOERKZHEH+ 3
(M0927)
JE— P —ER~DTRCOBEFEL Yy v 3 VERIELTRIET 722 %F1E4 2 (M0813)
VE— - REMHTELZT AV Y FEGIRT 2, Hl2 X FFED TR 77 LLpFEITTE R
LI SSHAFZET 2L, BRESNZVRIPECT AT v+ OHEREHIRT 2 (M0918)

2.4. T0871 : Execution through API icx}3 3 U R 7 BRHSK

2 —F— DR RAEDERED R\ 7 4 — )V PSR IS L, 7 7 2 AR 2 L CRER R Y &
— LRRRE T 5, 2o oIk, At v —F —~DT 7 v A %[k T 5 L
FIFIC 2 —F — O ERIERT R T 2500 — A AT 220 A v I4vAry b T =2
FARARELBT =Y 24 AT LR E NS (M0801)
FITFINTVWETRTDOAPI (i, PLC A Y Day tu—5— FThRA I35 APD D0 T,
I—HF—7 7 RICNT WY RWAE T 5, 22— —DT 7 e X e MER/NRD APT 72—
DHICF %5 (M0800)

2 — FEITZAMREICT 2 API 2 — v o AB & R/NRICT 2 (M0938)

VE— P RTLEZFU—ALTBEREDTRTO AP ICDOWT, I—FELIFV AT LOE
WA ETT IR —F —FiE 2 %k 25 (M0804)


https://attack.mitre.org/mitigations/M0800/
https://attack.mitre.org/mitigations/M0937/
https://attack.mitre.org/mitigations/M0804/
https://attack.mitre.org/mitigations/M0807/
https://attack.mitre.org/mitigations/M0930/
https://attack.mitre.org/mitigations/M0927/
https://attack.mitre.org/mitigations/M0813/
https://attack.mitre.org/mitigations/M0918/
https://attack.mitre.org/mitigations/M0801/
https://attack.mitre.org/mitigations/M0800/
https://attack.mitre.org/mitigations/M0938/
https://attack.mitre.org/mitigations/M0804/
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2.5.

2.6.

T0866 : Exploitation of Remote Service iIC X33 U X 7 BEJRSR

VY FRy 7 Z2EFEHA L CRAE 2135y FREHAOMTINE% BT 2 KBH LB % NEcT 5,
ZooBHEOREILT SV r—vavo~vwraw s A vyr—yavi2EHL T, »3EoHEHIC
LB 5, CNODV AT LICE T 2 ELR2EMPLRMMD Y 2 7 13KIRE LCTHEST 51
HEMEDS 5 2 (M0948)

RERR— P —C 2%, BRINE VA7 PEHINZAREEZH < (M0942)

Windows Defender Exploit Guard (WDEG) % Enhanced Mitigation Experience Toolkit (EMET) 7x
.xsx7uf MICER S 3EIEERET 2 X2 ) T4 T TV =y a v ERHEHL CEHO
T RA7aA rOEEEENT 5, V7 by o T EHOREZBIENICRE L, HIES 5 72 2 il
7 —DBEWE T v T 5, INODREREDOEL I, T—FT7 27 F ¥ =T v TV T
=2 avONAF)OEREICKET 2720, 2 =T v P ehBTRTOY 7 by 2 TP —ERIC
XL CHEBES 2 L IZIR S v (M0950)

Iy b =RV AT LBV L HER Y AT LR —CRADME~DT 7 v A& X &
% (M0930)

Y—ERTHY v OHERET 72 Xk m/hRIcil iz, BRI ESAORELZIILT 25 (M0926)
BRELRVAN—BHA VT VY =V ZADRENZME L, FEOMICH LT, Lo X ) s L
LRVDBEMEY 7 by 27 0ERHCY e T A % EHT 20 ERH 202l cE2X51CF 2
(M0919)
BENOZVFRAVIFBIPY—N"—D Ny Fer =V AV FZEAL, V7 M7 =T 2EHNIC
B2 (M0951)

FIAARER = ERICOWTHE A v b7 =27 ZEIC A X ¥ v L, #T L i — X 0BFERICHE
Y —ERAEREST S (M0916)

T0867 : Lateral Tool Transfer i3 % U X Z7RIE

Ay b= BARAEB LWL AT LDy b7 =2 2 F X ZFHLCFRED~YALY =27
DT 74y 2%, FIP RO Y —Ar2 70 Fa LV TORERT —2ikz# L, v b
7 =7 LRV TOEHZERT 5, 72 FvDE I, Furaroa=—rofv7 47 —XIC
WIGLTE Y, AHNOKBEES LRy — itk o THERAS W2 REO G LEMc Kk w0, * %
TEh~erv T 773 ) ==V a Vv TRAESEVTIAEEELED L, T-HEEIZ, V-1 T
FHINTNE C2H—N—D A F ¥ ZLH LY, — MR —ic X 28 % BhE L 7=
DI 2XBTETTe b a v EREEL Y 3 AREES S 2 (M0931)


https://attack.mitre.org/mitigations/M0948/
https://attack.mitre.org/mitigations/M0942/
https://attack.mitre.org/mitigations/M0950/
https://attack.mitre.org/mitigations/M0930/
https://attack.mitre.org/mitigations/M0926/
https://attack.mitre.org/mitigations/M0919/
https://attack.mitre.org/mitigations/M0951/
https://attack.mitre.org/mitigations/M0916/
https://attack.mitre.org/mitigations/M0931/
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2.7. T0843 : Program Download icxf3" % U X 7 BREK

2.8.

FNAZDIREE, vy 7, TulTLNDT 7w AREERFATBHIC, 74 —A Fayto—
T —~DFTRTDT 7+ A%EIET %, Centralized Authentication O Fiffiix. ICS A THIEL X
DT 4 —NFavta—5—DThy v ZEHT 50> (M0801)
avio—S—icu—FInzdHleyy 727027 0% 2 REAET 2 HEREZ 5 2 ,CRC
RF v 7 H LR EDEMS IR ST W32, RS IS EES A0 CEZRICHR LT
Mfe55TH 5720, Bty v 2B (SHA-2, SHA-3 72 &) offifAZE Ly (M0947)
TRTCDIZ A=A FAVY bR =T —CDOWTC,AIEETHNIETHE -V R—RADT 7 AA N =X L%HE
WL, 7ul 7 b0EEERREDOL—F— (FlziE, =vy=7, 74— FEIiHE) OIcHIRT
% (M0800)

REFIIHHEEICA VAP =LA EINET 0T LREHRIN TRV L E2REET 5 7-01ca
— FEAEZFIHST 5 (M0945)

WA O AT LEEZ T, T AL ZEHIEHINE T b arodXCTory P 7 —27 X
v — VR PHT 5 (M0802)

RERT AL ZADOFEZRMI 720, 7u 7008y va— Nc#ET2 70 balrs iU fo—
Fa74n2) w745 (M0937)

VE—}FFREFE—HANLDTRTCOEHEH Ly a3 VIZBWT, I RTDT74—AFavie—F—[C
I—F— IR EKT B, £/ TAV Y MERERY v —, NRT—=FFRY v — Bz —
THY Y MEREYHE— T 3RAA N =R LEMHRT 2 (M0804)

FAFR=ZADFA) Z P EFEHL T T4 ABFFA I N TRV R T L5000k ZZ T AN
Bk HicT s, Hlai, Y A PEFEHALC, T4 AR REZR =T = a vEREIPHOE
HHEHY -V RT7—vay, v V=TIV v I —0RAT7—vavilrERTcERhvwioicT?
(M0807)

WA Y VT — 2 LR T LRNEEL, B Y AT LERE~D T 7 2 AR FTEDEBL Y 2 7 LT
R332 (M0930)

VI LT 2TRTANA AP OERERI L AIER Y AT L5 DIRE S N2 EHERE~DT 7 2 X
ZBiik3 % (M0813)

T0802 : Automated Collection icXf3 % U R 7 BRI

Ay b7 =) AP EFERHLC, Ay P78 GBEY— =, VI T A —F Ry I E
Hk7e &) Y - ZA~OAR U2 TR T 2, FFICT A AR F— T 3EFEL v > 3 vEUC
WD H 2 5E1F. 2 oflREZH T 2 (M0807)

PEREEMZ BRI — =27 4 = F 734 2 FRic— W il 7 2 + 2+ (DNP3, OPC 7%
L) KHEHEN - R T 5, REAC AT L2607 722 %32 (M0930)


https://attack.mitre.org/mitigations/M0801/
https://attack.mitre.org/mitigations/M0947/
https://attack.mitre.org/mitigations/M0800/
https://attack.mitre.org/mitigations/M0945/
https://attack.mitre.org/mitigations/M0802/
https://attack.mitre.org/mitigations/M0937/
https://attack.mitre.org/mitigations/M0804/
https://attack.mitre.org/mitigations/M0807/
https://attack.mitre.org/mitigations/M0930/
https://attack.mitre.org/mitigations/M0813/
https://attack.mitre.org/mitigations/M0807/
https://attack.mitre.org/mitigations/M0930/
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2.9. T0845 : Program Upload icX43 3% U X 7 BHRSR

@ TAHAAZRDOREE vV vl TurTLANDT I AREREEF AT LHIC, 74— Fayvto—
T —~DFTRTDT 7+ A%EIET %, Centralized Authentication O Fiffiix. ICS A THIEL X
DT 4 —NFavta—5—DThy v ZEHT 50> (M0801)

® TARTDI7A4—AFaAVIR=F—ICOVT,HRTHNEET -AVR—ADT 7 AXA =X LEHE
L, 70277007y 7u—FEEEDL—F— (fHlziE, =vy=7. 74— FH#E) ok
icHIBR 3% (M0800)

® MIHAIDOTATLEHEZ T, T4 ZEHIEHINE T e b arodXCTory P T —27 X
v — Y %RIET 5 (M0802)

® KW E~DARIET 7 A%, 70770507y 70— NS 2 7 bares <A
n—FE740x2) 735 (M0937)

¢ VE—L} /e — I NDTRTCOEH LYy aVILEWT, T R_XRTOT7 44— Favyitr—F—IC
I—F— IR EKT B, £/ TAV Y MEREFY v—, NRT—=FFRY v — Bz —
THY Y PEMEF K- T BREAA N =R LEMET S (M0804)

® FAMR—XDFA[Y AP ZMHEHL T, 754 ABFRIIN TR0 R T L0 b Okt 2 Z 1T A
BT, I, AR PEFHLC, 74 ABYRAX =R T —v 3 VEZIIBAOE
HBHY -/ RT7—vay, v V=TIV Vv I —0RAT7—vavilrPERTcERVWEIICTS
(M0807)
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10.

11.

12.

CERT@VDE | VDE-2022-047 - WAGO: FTP-Server - Denial-of-Service
https://cert.vde.com/en/advisories/VDE-2022-047/

PHOENIX CONTACT | Security Advisory: Multiple Linux component vulnerabilities fixed in latest
PLCnext Firmware release 2022.0.8 LTS

https://dam-
mdc.phoenixcontact.com/asset/156443151564/27f86c6f370c7d4bb45c0f57433ffcc4/Advisory PLCn
ext_Linux_Components_2022.0.8_LTS.pdf

Meinberg | Meinberg Security Advisory: [MBGSA-2022.04] Meinberg-LANTIME-Firmware
V7.06.007 and V6.24.034
https://www.meinbergglobal.com/english/news/meinberg-security-advisory-mbgsa-2022-04-

meinberg-lantime-firmware-v7-06-007-and-v6-24-034.htm

Tenable | Delta Electronics DIAEnergie Multiple Vulnerabilities
https://www.tenable.com/security/research/tra-2022-33

Siemens | SSA-148078: Multiple Vulnerabilities in APOGEE/TALON Field Panels
https://cert-portal.siemens.com/productcert/pdf/ssa-148078.pdf

JVNVU#99843134 : {%(D AVEVA #5231 2 85 D Mess
https://jvn.jp/vu/JVNVU99843134/index.html

AVEVA | SECURITY BULLETIN AVEVA-2023-001 - AVEVA™ InTouch Access Anywhere and
AVEVA™ Plant SCADA Access Anywhere: Multiple Vulnerabilities
https://www.aveva.com/content/dam/aveva/documents/support/cyber-security-
updates/SecurityBulletin. AVEVA-2023-001_r.pdf

BELDEN | Multiple Java SE vulnerabilities in Belden/Hirschmann software products

https://dam.belden.com/dmm3bwsv3/assetstream.aspx?assetid=14996&mediaformatid=50063&dest
inationid=10016

ABB | ABB Flow Computer and Remote Controllers Path Traversal Vulnerability in Totalflow TCP
protocol can lead to root access
https://library.e.abb.com/public/b17396142a3d4d14ae29e351ccc974ec/Cyber%20Security%20Advi
sory%20CVE-2022-

0902%20-%20Path%20Traversal%20Vulnerability%20in%20T otalflow%20TCP%20protocol.pdf
CERT@VDE | VDE-2022-045 - Pilz: PAS 4000 prone to ZipSlip
https://cert.vde.com/en/advisories/VDE-2022-045/

CERT@VDE | VDE-2022-033 - Pilz: PASvisu and PMI affected by multiple vulnerabilities
https://cert.vde.com/en/advisories/VDE-2022-033/

BELDEN | Multiple vulnerabilities in BAT-C2
https://www.belden.com/dfsmedia/f1e38517e0cd4caa8blacb6619890f5e/15087-source

BELDEN | TinyXML vulnerability in Hirschmann HiLCOS products
https://www.belden.com/dfsmedia/f1e38517e0cd4caa8blacb6619890f5¢/15089-source
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CERT@VDE | VDE-2022-037 - Festo: Multiple Festo products contain an unsafe default Codesys
configuration

https://cert.vde.com/en/advisories/VDE-2022-037/

BELDEN | Authenticated Command Injection in Hirschmann BAT-C2
https://www.belden.com/dfsmedia/f1e38517e0cd4caa8blacb6619890f5e/15088-source
JVNVU#99602271 : #2%4® Hitachi Energy 51 35 1F 2 HE D fe551E
https://jvn.jp/vu/JVNVU99602271/index.html

Hitachi Energy | OpenSSL and Zlib Related Vulnerabilities in Hitachi Energy’s Lumada Asset

Performance Management (APM) Product
https://search.abb.com/library/Download.aspx?DocumentID=8DBD000134
Moxa | TN-4900 Series Use of Hard-coded Credentials Vulnerability

https://www.moxa.com/en/support/product-support/security-advisory/tn-4900-series-use-of-hard-

coded-credentials-vulnerability

hackplayers | CVE-2023-0321 Divulgacién de informacién sensible en productos de Campbell
Scientific
https://www.hackplayers.com/2023/01/cve-2023-0321-info-sensible-campbell.html
Meinberg | Meinberg Security Advisory: [MBGSA-2023.01] Meinberg-LANTIME-Firmware
V7.06.009 and V6.24.035
https://www.meinbergglobal.com/english/news/meinberg-security-advisory-mbgsa-2023-01-

meinberg-lantime-firmware-v7-06-009-and-v6-24-035.htm

Tenable | Delta Electronics InfraSuite Device Master Privilege Escalation
https://www.tenable.com/security/research/tra-2023-4
Moxa | SDS-3008 Series Multiple Web Vulnerabilities

https://www.moxa.com/en/support/product-support/security-advisory/sds-3008-series-multiple-

web-vulnerabilities

Siemens | SSA-476715: Two Vulnerabilities in Automation License Manager
https://cert-portal.siemens.com/productcert/html/ssa-476715.html

B&R Industrial Automation | Automation Runtime Reflected Cross-Site Scripting Vulnerabilities in
SDM
https://www.br-automation.com/downloads_br_productcatalogue/assets/1675607299099-en-

original-1.0.pdf
JVNVU#98905589 : Hitachi Energy #! Gateway Station I 35 1J % #8251 D Ma554:
https://jvn.jp/vu/JVNVU98905589/index.html
Hitachi Energy | Multiple Open-Source Software Vulnerabilities in Hitachi Energy’s Gateway Station
(GWS) Product
https://search.abb.com/library/Download.aspx?DocumentID=8DBD000118
PHOENIX CONTACT | Security Advisory: Multiple Linux component vulnerabilities fixed in latest
PLCnext Firmware release 2023.0.0 LTS
https://dam-
mdc.phoenixcontact.com/asset/156443151564/a3ed221edfc7274e8d007cd84a33c4b7/Security_Advi
sory_PLCnext_Linux_Components_2023.0.0_LTS.pdf
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JVNVU#97942133 : Akuvox # E11 i€ 351F 5 EE D M5k
https://jvn.jp/vu/JVNVU97942133/index.html
Claroty | The Silent Spy Among Us: Modern Attacks Against Smart Intercoms

https://claroty.com/team82/research/the-silent-spy-among-us-modern-attacks-against-smart-

intercoms

JVNVU#99752892 : Siemens &5 ici3 257 v 77—+ (202343 H)
https://jvn.jp/vu/JVNVU99752892/index.html

Siemens | SSA-565386: Third-Party Component Vulnerabilities in SCALANCE W-700 IEEE
802.11ax devices before V2.0

https://cert-portal.siemens.com/productcert/pdf/ssa-565386.pdf

JVNVU#96051973 : Rockwell Automation # ThinManager ThinServer IZ 35 J % #25( D M 5514
https://jvn.jp/vu/JVNVU96051973/index.html

Rockwell Automation | ThinManager Software Path Traversal and Denial-Of-Service Attack (Ew 2
Av)

https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1138640

Cisco Talos | TALOS-2022-1674 - WellinTech KingHistorian SORBAx64.dll RecvPacket integer
conversion vulnerability

https://talosintelligence.com/vulnerability_reports/ TALOS-2022-1674

Cisco Talos | TALOS-2022-1683 - WellinTech KingHistorian User authentication information

disclosure vulnerability
https://talosintelligence.com/vulnerability_reports/TALOS-2022-1683

Meinberg | Meinberg Security Advisory: [MBGSA-2023.02] LANTIME-Firmware V7.06.013
https://www.meinbergglobal.com/english/news/meinberg-security-advisory-mbgsa-2023-02-

lantime-firmware-v7-06-013.htm
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