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Status and Prospects on ICS Security

D1 ER%ZIRYRDT

Looking back over this one year
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Reported vulnerabilities
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H#E AT LREORHRE

Vulnerabilities in ICS products

B ESSEDRENDF/IEF

Number of vulnerability reports remains high.

- {RUR—AR

No more rocket upsurge, but at a high altitude

B DNP3ICEH:ET B a5 1t D EE

Shockwave of vulnerabilities found in DNP3
products

- IR EREWOREIL

Sophistication of fuzzing techniques

B BESEE DR HIEDOEF

Trends on vulnerability handling

- EIRRiREE

International standard

- EAHIRE DRE

Framework in Japan

- R —IcLDHRE

Bounty program by vendors
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DNP3& anDAEsyIEDRiRE

Shockwave of vulnerabilities in

DNP3 products

B Adam CrainEKHh'9H13H (CAAFR

Mr. Adam Crain disclosed them on September 13

NAODNP3 D 7 H—%#2014FE38 (CNKRFTE

—HIFEE

Aegis Platform

He said that he was developing a fuzzing tool for DNP3 and that he would release it in March, 2014

M Modbus, IEC 61850, ICCP/TASE.2E5THET (in their future plan)

—DNP3RGEDRETSF 72 %2037 R UICS-CERT(CIRE T

He had found a number of vulnerabilities on various DNP3 implementations and reported them to ICS-CERT

AUT@MATAK

Adam Crain (Automatak)

Chris Sistrunk (independent)

Adam Todorski (independent)

Project
Robus

http://www.automatak.
com/robus/

An ongoing search for 0-day vulnerabilities in SCADA/ICS protocols. 'Robus' is Latin for bulwark, source of strength, or solidity.

15 of 28

# Link Vendor Notes

1 ICSA-13-161-01  OServer R R
Why? How? Disclosure Policy

2 ICSA-13-213-03  lOServer
We believe that robust software is required to secure the We're using a custom smart fuzzer The tool used in this Relax, we're the good guys. We disclose vulnerabilities to

3 ICSA-13-219-01 SEL ICS space. Research will create awareness. If not us, research is going open source in March the vendor and ICS-CERT. We work with affected
who? If not now, when? vendors to validate paiches and improve testing

4 ICSA-13-226-01 Kepware practices.

5 ICSA-13-234-02  TOP Server .o |

3 Copyright©2014 JPCERT/CC All rights reserved. J P CER I CC




DNP3&(3? What is DNP3?

Distributed Network Protocol

B HMI/SCADA~RTURITHIFFEN2@ET O ML

Communication protocol used between HMI/SCADA and RTU

EBHEKEERTEOILSFHIFE

Mainly used in electric companies and water companies

B HAEATEEINRANDNEND, RKEFTLLFAHEEZNTNSD

Widely used in the U.S. and other countries although not so popular in Japan

1200 bps + L El€
(down to 300 bps in
‘ actual installations) a%or
» =y
h | Metor
| Microwave i (D
Spread-spectrum A
HMI/SCADA | : ‘
Master Twisted-pair : Te!.'Jmn::1 .
Fiber-opti RTU "
Exterpal ' Di;fﬁp'cs L @
Control Leased line S
Po,?nts | \, Programmable Logic Controlier (PLC) ,»"
H B8 WikiPedia
®
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DNP3DIESSETERENDBA  oueswincavives?

B ICSTO NI T DY D 7>

First systematic fuzzing on an ICS protocol
—EDSAD T 7 = > U ER(BEMmIERER) T
4 —H W MOTCP/IPTZITANTER

Current fuzzing test of EDSA certification (CRT: Communication
Robustness Test) covers only Ethernet and basic TCP/IP protocols

—DNP3L4HDICST O M JLDEIREEIEE (CHEEEH

Implementation of other ICS protocols seems to be as vulnerable as
DNP3’s

B = U7 VERENS BIREH O] E

The vulnerabilities can also be exploited through serial communication lines.

B PLC/RTURIZZ T/ < HMI/SCADARIDAESSE BIRER

Fuzzing not only on the PLC/RTU side but also on the HMI/SCADA side

5 ‘ Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4




DN Pga)mﬁssll‘ib\ "*3-5 EO) \r/nvet];rtl DNP3 vulnerabilities
B ICSTOMLISERERE S DGR ARLE

Some Japanese ICS experts said that ICS protocols are implemented robustly but it is
only a dream

—fEK(FICSTO M JLADEERY — ) LINRERIR Tz (C
FRNDMEYEND M D Z(T@ES /RN
The number of vulnerability reports on ICS protocols was low so far, just because
fuzzing test has been applied to them rarely.

—ICSTO ML - R U(TBIET DHETEMEN
V=)L NDICONTHERRE=NED

Vulnerabilities on ICS protocols will be often reported as test tools become widely
used in the future.

B 45— AlDA B KRRl L D EIREDITEH T8 (C RN

Exploitation against the center side equipment is more attractive than the terminal side
for attackers.

EE b\r_i_mc_ﬁﬁ& LCL\D /ZTA(L_EBL\_C(?I
%EWH%@ﬂ*ﬁ

EREDIRDAIEN S5 —RINNE NS OIEE S
6 Copyright©2014 JPCERT/CC All rights reserved. J PCER’T CC 2




HARTZ O M JLODREESTE

(Highway Addressable Remote Transducer)

B ZL<DEENT 1 —)L RIS, BRI AT AEDEHR
KDz (CER==NizJO ML
HART protocol is the standard for sending and receiving digital information between

smart devices and control or monitoring system.
http://www.hartcomm.org/protocol/about/aboutprotocol what.html

B Ralph LangnerEABDICStZ+ 1 U5+ FFIZRH
RANTZEE (C DI D EIRETEN B DAETIIEN
HARTZI O hJJLICHFRET D a2k

Ralph Langner and other ICS cyber security experts have warned that the critical ICS
vulnerabilities that can cause significant damage and/or personal injuries lie in the

functional design of the instrumentation and control systems.
http://www.controlglobal.com/blogs/unfettered/an-ics-cyber-vulnerability-beyond-stuxnet/

7 Copyright©2014 JPCERT/CC All rights reserved. J P CER’F CC 4
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MESSIEEURDFIRDH A RSASBIE  randing processes
B SIS — (2 K BEURICEE T B ERIEEDHIE

International standardization on how vendors should handle vulnerability reports
—ISO/IEC 30111 (MessHERFIIE)
F|FEAE S U CLIHLIBRT

“Vulnerability handling processes” was published as an international standard.

—ISO/IEC 29147 (Fess4mR) :
ES /‘R I~ \E t L/Tﬁ‘(u:b\

“Vulnerability disclosure” was approved as an international standard.

B 2004 SEHASNTCEZERNOSEaLHIEZ
ICSﬁﬁ(JﬁK@“%gC‘Z%*ﬁJE

— The vulnerability handling program coordinated by IPA and JPCERT/CC has
been operated in Japan since 2004.

— Its extension to ICS products has been studied in the vulnerability research
committee convened by IPA.

8 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



%sslriﬁﬁgwﬁﬁﬁﬁurg a Eﬂfﬁi% Bounty programs and black markets
for bugs and vulnerabilities
B/ \THRBEFIEEINRS—(CED>TDEH (CMUATEE)
CMU researchers said that bug bounty program may be beneficial for vendors.

http://www.networkworld.com/news/2013/071013-study-bug-bounty-
programs-provide-271650.html

—Microsoft, Google, Mozilla

m HES A5 L - R4S —(Integraxortt)©

Integraxor became the first ICS vendor who started bug bounty program.
http://www.integraxor.com/blog/integraxor-hmi-scada-bug-bounty-program/

—HmOF AEZHRE S UTHEE

B O3 70OYA)\—JEFEMIEZNM20126F(C 198 RILARIR(C
(DIL—TIBHDRED)

Group IB estimated that Russian cyber crime market had expanded to 1.9
billion dollar size in 2012.
http://www.securityweek.com/russia-cybercrime-market-reached-19-billion-
2012-group-ib-estimates

‘ Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 2
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Trends on cyber

tq:l U 7_-'( * 4 >:/;‘-‘> I\ODE’-"-E-I security incidents

B RA YA\ —INE OIS (FEN DI

No ICS security incident affecting widely and severely has been reported.

B AFEREEKXE U TCDICSHETTE

A lot of attack techniques against ICS have been demonstrated and reported in
various technical conferences.

B 2B IJSERBNDAPTHELNEIRV U S /KEHERF

APT continues to be in a severe level or worsens at critical infrastructure service

providers.

B CSDONILDI T 7RG D ILEEHE (SR

Malware infection of ICS seems to have occurred more often than expected.

B3Ry MIERSNITHIEIS AT ALBRKS T

Many ICSs or ICS products have been found on the Internet.
JPCERT CC°
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;%Z“ 73:-5- ,‘l } \‘_Iiiéa)ﬂi% (Iﬁb\ No critical cyber security

incident on ICS is reported

B/ \vhH—H [ZVUF7EFE] "M ASITILDICSEIRE
A attacker group called “Syrian Electric Army” breached an ICS in Israel.
http://abna.ir/data.asp?lang=3&1d=417250

http://news.softpedia.com/news/Syrian-Electronic-Army-Claims-to-Have-Hacked-
Israeli-Critical-Infrastructure-Systems-351779.shtml

— [ RASITILDEZEA I SI=RA] EDIBITRRIC DI

They declared that they have breach a critical infrastructure of Israel.
—2 A UICS(SESEERIN> T T2 o fei&kk

The ICS is for an irrigation system of a small farm.

B A XASTILDER b RIVEES AT AICH 1) -IRE
A cyber attack on a tunnel in Israel was reported.
http://phys.org/news/2013-10-israeli-tunnel-cyber.html

—REZHANDASZIHD Tz FOA DKRECKDIE

Trojan horse attack targeted the security camera system

—9H8HI(C203fd, 9A9H (C8EFE(CHOTZ D@ ITIESD

The roadway was shut down for 20 minutes on September 8 and for 8 hours on September 9

11 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4
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FRNEY )\ —IELICS ok and o0

B EEAISEXERBNOENEY A /) —INEDZRLNIC
KEDHSH =

U.S. DHS alerted that critical targeted cyber attacks on critical infrastructure
providers operating their ICSs had been often observed.

http://www.securityweek.com/dhs-spear-phishing-campaign-targeted-11-
energy-sector-firms

— B A )\—IRENICSIC R ATZEHNFABED TRV,
HABEIRS X AR TICSEEBRZ R U] o IZAZHN

— BN (IR D TVBDDIFITRILF—FER

Especially, providers of the energy industry.

B PN\ ZEEZOREERA(CHZEE24%)D

EHEIY ) (—IREE

(Syma ntectt i iRE)

Symantec reported that manufacturers including MSB
was most common targets of cyber attacks.
http://www.symantec.com/security response/publications/threatreport.jsp?o
m_ext cid=biz socmed twitter facebook marketwire linkedin 2013Apr wo
rldwide ISTR18
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South Korean government alerted about cyber attacks by North Korea.
re

B EBENEFIHREFDICSIHTEF 1L YUFT v Mk

S. Korea divides nuclear plant controls from Internet (48 14H)
http://english.yonhapnews.co.kr/business/2013/04/14/65/0503000000AEN201304140

00500320F.HTML
—ICSHdZ=1 > bTxRwY b
BRO1H—FRY
MoE(CTEE
ICS networks on nuclear plants

were separated completely
from intranets and the Internet.

JPCERT CC°®

13 Copyright©2014 JPCERT/CC All rights reserved.


http://english.yonhapnews.co.kr/business/2013/04/14/65/0503000000AEN20130414000500320F.HTML
http://english.yonhapnews.co.kr/business/2013/04/14/65/0503000000AEN20130414000500320F.HTML
http://english.yonhapnews.co.kr/business/2013/04/14/65/0503000000AEN20130414000500320F.HTML

ICSICH T BRMEICEATIARRR oo
B E)LEIEHIS XT A eB6m)

Researchers Demo Building Control System Hack
http://www.darkreading.com/security/vulnerabilities/240147983/researchers-demo-building-control-

system-hack.html
B CJUEES X ACHSESE

Security hole can damage heating systems
http://www?2.majorgeeks.com/story.php?id=38552

B 3ERE LU CWBERSNBICSHTDONILD T 773
INTLDFRETIBHRDIR ULV .
Malware infection in ICS is often reported though there is no formal statistics.
—HBD VA IILAMRERNR S —(CKUL
ICSZFHAHUTWDSRBEZTRZEDIENITYILD T J7RkZ
D B4R (FEEEDOMRSE (CRE
According to an anti-virus vendor’s notice, 30% of their Japanese customers

operating ICS have had their ICS infected by malware, 40% of which have been
forced to discontinue their normal business operation.
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Shodan
“Shodan” is a service for searching i
computers on the Internet. EXPOSE ONLINE DEVICES.

http://www.shodanhg.com/

B RERXCEREF—T—RK

Keywords for searching ICS have been
shared in the researchers’ community.

ord - Finds results with "default passw the banner; the named defaults might work!
ﬁ LEARN MORE FoLLow MEe
oda W Get more out of your searches Contact me and stay up to date
" #’ and find you need with the >t Shodan
o »

—SHINEO> T2 RET = o2
BT+ HEREORRBEFRE N THE PRESS 3%

About a million ICS products have been :
identified by several projects such as SHINE e

BRSO
Japanese cases is not so many but still remain.

—BHEROBHNFENZFEZ S (FTRL
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(including digital wireless)
http://www.computerworld.com/s/article/9239040/
Researchers find hundreds of insecure buildin

NiagaraAX Terminal
platform Server
g control systems

B 1Y —FRY MNIEHR SN Serial line
ZE L4 DY —=F)beurn connection

@)t —/ \— (Rapid7ith\ERas)

Rapid7 reported 114 thousand terminal servers
Terminal servers

were reachable via the Internet.

https://community.rapid7.com/serviet/JiveServlet/
JPCERT CC°®

The Internet

downloadBody/2271-102-1-
4509/Serial%200ffenders%20FAQ.pdf
https://community.rapid7.com/community/metasp
loit/blog/2013/04/23/serial-offenders-widespread-
flaws-in-serial-port-servers

—=1)77)[o %it?ﬁ%}béntb\5
BEZS DML S —ICS ?
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B TrendMicrott N ICSICREMNTTZ/\Z—/Ry bZEERE L
WERE) = HEIRS
TrendMicro installed multiple ICS honeypots and investigated activities attacking them.
—Who's Really Attacking Your ICS Equipment?

http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-whos-
really-attacking-your-ics-equipment.pdf

—The SCADA That Didn’t Cry Wolf
https://media.blackhat.com/us-13/US-13-Wilhoit-The-SCADA-That-Didnt-Cry-Wolf-Whos-
Really-Attacking-Your-ICS-Devices-Slides.pdf

N HoneyNetjEI =177 MHConPot (Control Honeypot)%ﬁ%

HoneyNet Project released Control Honeypot or ConPot for short, which simulated

ICSs including Siemens SIMATIC S7-200 PLC.
http://www.honeynet.org/node/1047

—Siemens SIMATIC S7-200 PLCE%Y) J N 1 )7 Tzl
B BHEERIC RN/ \Z—Ry MMIEA

Cyber attacks were observed on a honeypot simulating a oil rig.
http://www.thereqister.co.uk/2013/08/01/scada plc vulnerability/
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ICS honeypot operated
by TrendMicro
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http://bloqg.trendmicro.com/trendlabs-security-intelligence/whos-really-attacking-your-

ics-devices/

http://blog.trendmicro.co.jp/archives/7740
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Trend Micro’s simulated water-pump industrial-
control system “honeypot” to catch attackers

Experiment found 17 targeted attacks mainly from China, Laos, U.S.

NANO-10 PLC

INI
FUNCTIONS
o
EXTERNAL-FACING URL i!!l!i

SIEMENS SIMATIC
PHYSICAL HOST
(DELL DL360)
“CONTROL SYSTEM
NETWORK"
SAUED
DOCUMENTS
PHYSICAL HOST
(DELL DL360)

SOURCE: TREND MICRO
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Cyber Security

'U"f}‘_ ¢ t':FJ. U7_"l' ¢ ’f\/:/;"\/ FElllff-ﬁ Incident Drills
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ICS cyber Security Incident Response Drills were carried out in electric, gas and

building automation industries.
http://www.meti.go.jp/press/2012/02/20130204002/20130204002.html
http://www.arcweb.com/industry-news/2013-03-22/first-cyber-security-drills-conducted-in-
electricity-gas-and-buildings-areas-in-japan.aspx

B KEDoEDE&EE CTNESCORMN
\— - TF 2V BRE T VA ELEZE D
The National Electric Sector Cybersecurity Organization Resource has published

three cyber security failure scenario and impact analyses documents for the electric

sector.
http://mwww.smartgridnews.com/artman/publish/Technologies Security/Here-s-exactly-how-a-
cyberattack-will-bring-down-your-utility-6108.html

B KENERCHEHEFFHE(CARET 1/ —IAEE 118138)

The North American Electric Reliability Council (NERC) \ GridEx ||
launched a simulated attack on the U.S. power grid. raex
http://mww.nytimes.com/2013/11/15/us/coast-to-coast-simulating-onslaught-against-power-

grid.html
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Stuxnet €M% St

B SymantecttDIAFTE N Stuxnet 0.5z s

Revealed: Stuxnet “beta’s” devious alternate attack on Iran nuke program
http://arstechnica.com/security/2013/02/new-version-of-stuxnet-sheds-light-on-iran-
targeting-cyberweapon/
http://www.symantec.com/content/en/us/enterprise/media/security response/whitepap
ers/stuxnet 0 5 the missing_link.pdf

B RIS
—Ralf LangnerRD &2 Stuxnet DT EE

Final Stuxnet analysis by Mr. Ralf Langer
http://www.langner.com/en/2013/11/20/langner%E2%80%99s-final-stuxnet-
analysis-comes-with-surprises/

—StuxnetDARZHDEE (The Real Story of Stuxnet)

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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IEC 62443 (ISA-62443) U —X

http://isa99.isa.org/ISA99%20Wiki/WP_List.aspx

IECITS 62443-1-1
IEC 62443-1-1 (Ed.2)

Terminology.
concepts and models

Master glossary of
terms and abbreviations

System security
compliance mefrics

IACS sacurity
lifecycle and usecase

IEC 62443.2 1 /
IEC 6:2443-2.1 (Ed. 2) &

IACS security

IECITR 62443.2.2 IEC/TR 62443.2.3

hresdalinbion and

IACS securty

Patch management in maintenance
management system - management system - the IACS amvirnnmiant requirements For IACS
equinements Implemantaten guidance |
suppliers

BEODEEMNNR
SNTEhY, Fhrzlc
FITSNTITZEE (L
180N

No new standard but a
few drafts were released.

IEC/TR 62443-31 IEC 62443.3-3

Systemn security
requirements and
security levels

Security tachnologies
for lACS

Secunty levels for
zones and conduns

ISA-62443.01.03

System security
compliance metrics

1SA-62443.02.01
IEC 62443-2-1 (Ed. 2)

ISA-62443.02.02 ISA-TR62443.02.03

Certification of IACS
supplier security
policies and practices

Establishing an IACS
security program

Operating an IACS
‘secunty program

Patch management in
the IACS environment

IEC 624434.2

Technical security

ISA-TR62443.03.01

1SA-62443.03.02 ISA-62443.03.03 &

Produict davalnpimant 2 Secinychnooies System security
n requirements tor LAUS g for IACS sr::l‘:v’;‘mns"st‘:;?e
raquirements
components levels
ISA-62443.04.01 ISA-62443.04.02
Technical security
for
IACS components
= Published Z In development x Removed / Canceled
) D Developed by ISA99 é} Published ﬁ In development
ﬁ Published (under review) & Out for comment/vote Meanned .
— v D Developed by WIB p‘ Published, being updated a; Out for comment/vote
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Prospects on IEC

IEC 62443 (ISA-62443)> U —XEEDENE 0o,

B ISO/IEC 27000 —XDREE U
— R ER D = BB RS R R
— R EISMSDILTE

B ISO/IEC TR 27019 (TRILF—FEFRDIZHDISMS)
M IEC 62443EISO/IEC 270xx & _ERBREEZHET

B ISANY62443-3-3ZEGR(8R) ; 62443-3-20BEFREHNEK
Part 3-3: System Security Requirements and Security Levels
http://www.isa.org/Template.cfm?Section=press_releases5&template=/ContentManagement/Conte
ntDisplay.cfm&ContentID=94074
Part 3-2: Security risk assessment and system design
http://isa99.isa.org/Documents/Drafts/ISA-62443-3-2-WD.pdf
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Security certification

Ron EHEE N=|
Products Operation practice Staff’s skill
« EDSA « Achilles Practices GICSP
(by ISASecure) Certification (by SANSZICSAZ
(by WurldTech) =)
« Achilles
Communication « CSMS (Control ISASecure
Certification System Security
(by WurldTech) Management System

or AICSMS)
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EDSA (Embedded Device Security Assurance)

Planned by ISASecure

] O
%DD IJILJ\D

Product certification

_¥EL/L\DIL;\DIE 1
FIZSH D

Only 5 products have been certified; One new certified product in a recent year

B ISASecureH\:2E g,s A Secure e

Honeywell Process Solutions | Safety Manager HPS 1009077 C001
RTP Corporation Safety manager RTP 3000
Honeywell Process Solutions | DCS Controller Experion C300
Honeywell Process Solutions | Fieldbus Controller | Experion FIM

N EERE (Yokogawa) Safety Manager SCP451/461-11 : Vnet/IP

B CSSC&EIPANISASecure &8 U CEDSAZRSED i

CSSC and IPA are collaborating with ISASecure to kick off EDSA certification program in Japan
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Achilles Communications 29 135
Certification

_ (Spirentft A E LX)
MuDynamics 3 (acquired by Spirent)
ISA ISCI (EDSA) 0 o
Exida

2010 m DRI E mmE (ERagnar SchierholzEKS (C K 3”"Security
Certification — A critical review” ({13

The number of certified products are based on a paper “Security Certification — A
critical review” by Ragnar Schierholz et al.
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B Global Industrial Cyber Security Professional (GICSP)

http://www.prnewswire.com/news-releases/new-industrial-control-systems-cyber-security-
certification-in-development-223462451.html

—SAN S@@E—F@G |AC(GIobaI Information Assurance Certlflcatlon)b\ g

—ABBY®Rockwell, Schneider, t&50]7/% EDICSNR> A —1>
RedTiger, Wurldtech/@ EDtZF1 UF /S
BP, Shell’g EFHBE SN

B ISAOFMFREEFIE
—Certified Control Systems Technician (CCST)

—Certified Automation Professional (CAP)

—3$fr/z(C Certified Mission-Critical Professional (CMCP)%
J—=X - HOZAFMNDEKRZFE EFHFE

http://www.automation.com/automation-news/industry/isa-to-develop-mission-critical-professional-
certification-program
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for ICS security

B European Network for Cyber
Security (ENSC)

https://www.encs.eu/

Bt MJA-ILICSCADAT > R
1 VAP
SCADA ‘Sandbox’ Tests Real-World Impact Of
Cyberattacks On Critical Infrastructure in Montreal

http://www.darkreading.com/taxonomy/index/printar
ticle/id/240149728

B ARA(CEEARAYAI/N
Fa3Usa - 25—
Spain to welcome the new Industrial Cybersecurity
Center
http://www.infosecurity-

magazine.com/view/31095/spain-to-welcome-the-
new-industrial-cybersecurity-center/
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Queensland University of Technology
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ICSTF1 V51 RSl (E*) Research laboratories for

ICS security in Japan

B HE X AttF2 T I—
(CSSC)NMEILZ B IRATS Z fl5x

Control System Security Center or CSSC opened its Tohoku Tagajo headc | =

http://www.Css- >
center.or.jp/sympo/2013/documents/press20130513.pd A
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Thank you for
your attention

ICS

104F

ICS security is a problem to be resolved globally;
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There seems to be no simple solution;

Let’s resolve the problem in time range of a decade.
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