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ISA Reference IEC Reference
( CSMSE@EIE \ ISA-B2443-1-1+# IEC/TS 62443-1-1+ | Terminology, concepts and models. Published, Under
[ Revision«
. ISA-TRB24431-2- | IEC/TR 62443-1-2+ | Master glossary of terms and Under Development.|
(Cyber Security abbreviations«
\Management SVStem) ISA-62443-1-3- IEC 62443-1-3- System securty compliance metrics« Under Developments|

_ISA62443,1.4-_| JEC[TR 02443142 | ACS secuntyife qycleandusecase | |, _ Propgseds,

r ISA-B2443-2-1# IEC 62443-2-1+ IACS securnty management system — Published, Under | l
Requirements« Revision« ,

. . S

ISA-B2443-2-2a IEC 62443-2-2¢ IACS securnity management system - Proposed-
Implementation guidance.

ISA-TRG62443-2-3- | IEC/TR 62443-2-3+ | Patch managementinthe |ACS Under Development.|
environmenits
f == \ ISA-B2443-2-4a IEC 62443-2-4+ Requirements for IACS solution suppliers+ | Under development |
EDSAZREE within IEC TC85
WG10e
(Embedded Device ISA-TRG62443-3-1- | IEC/TR 62443-3-1+ | Security techinologies for IACS« Published«-
Security Assurance) ISA-62443-3-2+ IEC 62443-3-2+ Security assurance levels forzones and Under Developments|
conduits.
ISA-62443-3-3~ IEC 62443-3-3+ System security requirements and Published-
security assurance levels.
I, ISA- 62?43:143_ _IEEEEE#S—ILJ_ Ec:dm:t EEveﬁme\t nguﬁmg\tsa_ Under Developmenla-‘
ISA-62443-4 20 IEC 62443-4-2+~ Technical security requirements for IACS Under Development.| |
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° W] . e Certificate / Certificat
) 0. T Zertifikat / &85
Programmable Logic Controller (PLC), Distributed Control System (DCS) controller E! ICSAmsDecure VOK 1 303069?0§ii£
Safety Logic Solver, Programmable Automation Controller (PAC) ERTIFIg, exida hereby confirms that the
Intelligent Electronic Device (IED), Digital Protective Relay : ProSafe-RS Safety Controller
Manufactured by

Smart Motor Starter/Controller, SCADA Controller, Remote Terminal Unit (RTU) Yokogawa Electric Corporation
2-9-32 Nakacho, Musashino-shi, Tokyo,

. . . . . <, &
Turbine controller, Vibration monitoring controller, Compressor controller N rreig 180.8750 Japan

. I SAse C u re E DSAE%%E m %ﬁﬁ i& ﬁ%% : 3*1 5 ﬂ nnn P—— Has been assessed per the relevant requirements of:

W IRIE T R R ISASecure™ Embedded Device Security
Supplier Type Model Version Level 38?15316;5?;0? ;,:‘;';‘m Assurance Program
SCP461-11 CRT Test Report 20101
Hone_ywell Process Safety HPS 1009077 C001 R1451 EDSA 2010.1 YOK 1303069 R003 V1IR3 And meets the requirements for-
Solutions Manager Level 1 LEVEL 1
RTP Corporation Safety RTP 3000 Ad 36 EDSA 2010.1
Model Number: SCP451-11 - Vnet/IP Firmware R19
manager Level 2 SCP461-11 VnetP Firmware R18
System Software: Version: R3.02.10
Honeywell Process ~ DCS Experion C300 R400  EDSA 20101 yeiem Soare e
Solutions Controller Levell
Honeywell Process Fieldbus Experion FIM R400 EDSA 20101 WMQM,
Solutions Controller Level 1 Authorized Representatve
Yokogawa Safety SCP451-11 : Vnet/IP R3.02.10 EDSA20101
IManager Firmware R19 Level 1

SCP461-11 : Vnet/IP
Firmware R18

http://exida.com/YOK_1303069_ProSafe-RS_ISASecure_Level_1_Cert_C001_V1R3.pdf
H 8 : T1SA Security Compliance Institute (ISCl) and ISASecure™
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ISASecure EDSA BE& A+ —LERKEIAUP

Centification scheme
: ( 100)
T, ISASecure Chartered iab CRT taol ISCI centification
{SASecure » centification € opetations and recagnition Scheme
centification (301) requirements (300) ?;ggjditaﬁon (201) operation {107}
R e
Syrmbot-and s
FSA SDSA common gxample | |certificates ISOVIEC Guide 65
(311) (312) (310) (303) (204) and ME version
ISCVIEC 17025
ISCVIEC 17011
CRT CRT CRT CRT CRT CRT
"Ethernet'|| ARP IPv4 ICMPv4 UDP TCP
{401) {402) {403) {404) {405) {406)

ISASecure EDSA BE&AFX—LERBRFaX b

ISASecure EDSA7O VS LRF2A/MCBSDNDERLATI)-HHIET,

-FHHEE WO KETRTR, T/ M APRIESNIHDNBHIERETILEHICEHASNIBERMEREREL TVET,

-BE/ B d=-IEO#BTRE. ENLIICThEH MDD BERMICLENDD ., RS Y-V FTS5114H
CRTY—NORT2BS5h3H-DT. BRLTLET,

- FRIVERIE : KEDREETRE. ISASecureRIVOIEROBEY LEBICDOWLWTHI/IS—LTULET,

M :ALSORBHRBTRE. 7075 L2H RV EEICOVLWTERBLTULET,

‘S ER S MUNREBTRIR, ISASecure EDSA7 A5 LRF 21X/ P TS BRENB OB ETOISLONEBICTETE
TAIRFIANTT,
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EDSA : Embedded Device Security Assurance
Communication Robustness Testing(CRT), Functional Security Assessment (FSA), Software Development Security Assessment( SDSA)

» HEa:TISA Security Compliance Institute (ISCI)
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LEVEL 3

Control System Security Center

Software Development
Security Assessment

(169)

LEVEL 2

Software Development

LEVEL 1

Software Development
Security Assessment

(129)

Security Assessment
(148)

Functional Security
Assessment(21)

Functional Security
Assessment(50)

Functional Security
Assessment(83)

Communication Robustness Testing (69)

H B 1 ICSIWG Spring 2011, (ASCI)

4 \cssc ['Validating the Security Assurance of Industrial Automation Products
B
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Test Device

Digital, Analog

L E=%

DUT : Device Under Test
TD : Test Device
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Analog Output / Digital Output
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m Control System Security Center

CRTHIRONE --- ISCIEETE Hlirlﬂ'l

CRTEUERICIZ. ISCl DEBEL /=BT /NI AZ2R\3,

ISASecure : Recognized Test Platforms for CRT
http:/ /www.isasecure.org/ Supplier-Resources/Recognized-Test-Platforms—for-CRT.aspx

®Wurldtech £t Achilles Test Platform ®Codenomicon%t DEFENSICS

http://www.wurldtech.com/product_services/discov http://www.codenomicon.com/defensics/
er_analyze/achilles_test_platform/

cchilles
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CRTHERLIS --- HERX®R 7O

®Group 1 [2E% &9 57 ALIILIZK T HEM(X., EDSA 401~406 THRTE
®Group 2~Group 5 [ZDULVTI. ISASecure EDSASREI AT S LA THEINTLNKFE

mmmmm

IEEE 802.3 BOOTP e HTTPS IPv6 SNMPv3
 (Ethernet) | = DHCP  TLS e OPC e SSH
e ARP * DNS * Modbus/TCP ¢ Ethernet/IP/CIP < Server
e |Pv4 e NTP, SNTP  PROFINET e OPC-UA
e ICMPv4 e FTP, TFTP * FFHSE « MMS
e TCP e HTTP * Selected  |EC
« UDP e SNMPv1-2 wireless e 61850
 Telnet protocols/stacks ¢ SMTP
with elements
such as:
ar7akal - IEEE 802.11
-ISA100.11a
\_ ) - WirelessHART
o» Protocols for ISASecure Communications Robustness Testing
CSSC S e———
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FSA/SDSAIRt I

® FSA: Functional Security Assessment (EDSA-311)

- WNRBBROEF1L)TAHEOT RV

— EDSA-311MDERFBIHITH T, WREBOREEONHRTE
FORBZTVD BS/FEAZHETS

- T Ak
> g%ﬂ%*%ﬁl:?ht (. EfZz AV TERRICEEZHERT

® SDSA: Software Development Security Assessment
(EDSA-312)
— WNEBEOVINIITHETOECRDTERAVE
— BAFEFFAVMEE/FREY)ELE 21— ER(PDCATOER
DE YRR MER)
® EDSATEHR
— ISASecure WebH ('~
http://www.isasecure.org/ISASecure-Program.aspx

I

»
EWMEBSHE ATLEF2) T4 52—
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Control System Security Center

FSAQELER IR

7ZotvAarba-
(AC: Access Control)

A—YkiR, 1—YREE. SATLEREHN., tyanvy /87
User Authorization, User Authentication, System Use Notification,
Session Locking/Termination

(RDF: Restrict Data Flow)

EHa M- TINA AEREE, BB SN

(UC: Use Control) Device Authentication, Audit Trail

P2 AL 4\ 3 BEXROT—2, REROT—42

(DI: Data Integrity) Data in Transit, Data at Rest

T—2DREYE BEXPRDT—2, REPROT—42, BS{t

(DC: Data Confidentiality) Data in Transit, Data at Rest, Crypto
F—270—HFIR SR 70—RE. BRA/N—T1va=7), MRt

Information Flow Enforcement, Application Partitioning, Function
Isolation

ANIIDEL L)L RER R
(TRE: Timely Response to Event)

19T /MNE
Incident Response

2YNI=01) )= AN ] A%
(NRA: Network Resource

Availability)

Y—EARBERENE. /o7y 7EMmE
Denial of Service Protection, Backup & Recovery

»
CSSC
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SDSA : FEEH7x—A—K

&5
PH1 t*2)T+WE7O0EA(SMP)

PH2 t¥2)7+BRWIAL#R(SRS)

PH3 JINITPP—FT9FviET(SAD)

PH4 BFIVFINRAIPRAXANPERBEDETIVIE(SRA)
PHS B8l 77 BRH(DSD)

PH6 t*a1F 11583 WM(DSG)

PH7 21— VORREMEE(MIV)

PHS tFX1)FRETAMSIT)

PHO9 t¥2)5F+7O0RREE(SPY)

PH10 t¥a1)F 3B E(SRP)

PH11 tXa1)FAREBETAMSVT)

PH12 ¥ 2713 KIT(SRE)
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YIMNITIFRR 17170 \DEF1)T18BA

SDSATI. IR7OtADVEETFNICct* )T EN 7 —XH M ARAFENT IS EE

EI‘&'& Ph.12 SRE &%1)5«
tEal)5q Ph.11 SVT BEEE

M—=29 Ph.1 SMP AT B A—h 1T

t*al)r1 gzgg:jnr_%
55 muon LE2—/B8  #rropss Prioske

Ph.2 SRS \ REI]UiI'EITIEI'ItS o eeecsesenaaias REHIEWITESt __________________ - DpEratiﬂ"a|
Analysis Testing |\BL7-95PV
\ VAL 17249/77 18 151
12#1'}7"4/ High L_EUEI e eneeneeannanns » Integr._ati-:-n L ZEEER

7_757:1'7$K3—SAD EESIHH bt Ph8.SIT

IPIIFAB,
t‘FJ'Ji'f'JZ% Detailed

abuse caseF Ak

YrPERBDETF IV Specifications Testillg
Ph.4SRA  pp5psp N Ph.7 MIV
% 1)F(A—F 15 t+a)571a3-Kb
Pl s‘f/ Coding Eai—-&HN2
DHIKS 1> oo
Ph.6 DS
o9 Hi B : T1SA Security Compliance Institute (ISCl) and ISASecure™

CSSC .
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ISASecure (EDSA) SRSEAF—LODHAETHREM

HATHAREICE S 57 HE RN S Z Al REl<

Certified Device *ISCIA“; [} *Eénk
ISASecure py &y
EDSA Scheme Owner = ————————
(mEozss | ! mmes ] ]
.
I ~~-“~ I
IAF/ILAC MRA || > Ly
: [l: A IS I |
ANSl/ACLASS IAF :International Accreditation Forum ii EZKE%‘IE%E%‘%‘ I I
ILAC:IQ:)?)?::;:;:: Laboratory Accreditation I JAB Japan Accreditation Board I |
MRA :Mutual Recognition Arrangement / : ISO/IE ] - : : :
ISO/IEC ISO/IEC e 1SO/IEC 1
Gotiesh: B s | Ul BE y17025% 1y
| : =
Current EDSA CL*1 || CSSCAHCLELTREE ’ ' ‘
Y 1 . . i L . £ E e = -
NERE Dexida—4LH ! iéq;ﬂ ERECEBES :
CLELTRE S, B ! CSSC
Japan’s Case JI i

b = = — - Qther Countries Cases _ _

%1 CL: Chartered Laboratory
%2 1SO/IEC Guide65:General requirements for Bodies
Operating Product Certification Systems
*¥3 ISO/IEC 17025:General requirements for the
competence of testing and calibration laboratories
» ¥4 CSSC:Control System Security Center
CSSC I
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ISASecure EDSAEREEDERTEIN @ EIE

2013.9JAB A¥—LA—F—ISCI
AEREHRR ! J ISCIm# |sc:; o

ISCIT %+

T ELGEREAOEE 7
ISCI
ISO/IEC17025: ISO/IEC  EDSARRKE®R |SO/IEC
Eit:!i/ﬁﬁ&v“&IEﬁa) e 00 301 o
EEJIICEET 22— R E Kk v i H i 2
- . EDSAREAEMSE] || -
RGEMERE | -
ISO/IECGUide65: ST o (CRT
R REIC TS EDSA CRT/FSA/SDSA
— R T KkEIH Y
MmN ()
! CSSC e —
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Control System Security Center

EDSAESREMRBA <M\ THORFAIANE A

201454 A KYPCLS ({R%1IRRE ) THEDSASRIEDY —ERARIRFE.
ARAEHEB D& - EDSAGREHR EN OIS - mB v a7 NV EDEMRZL.
JABICXL2013.9ICEBE 2L . MREBEPDIREE.

EEE EDSAZREER¥—LF—7F
ISCI ? < 18 ALIRICJABOEDSASRERESHHLE ”
i [PCLS
A8 ] pcLs || | = -- _ |
.ﬁiﬁﬁﬂ gm0k  EERHEERER+—LOWT
= B 1| 20144 "
CSSC 2013.9 | EDSA s
ERSTHERE JAB’\_ i | SREERA YA EEET ] :
2013.4 A B SR i 1 2014.4 ISCIZSE X% 74 %
| 1‘\ \ 2 4
2014.2~ PCLSTOH:REE A EREE
| <EIAEBEESR1T> E“"Q <ERHERBERF—L> TARMROER>
~
ISCIEBEIEL ] B2 TR B = ISCliC#efuL 740 E EIRCSSC

&1y hEREE (R1T) 2K hE BRBOAF— LRI RERRORM

& ™  I1sCl: ISA Security Compliance Institute ISA : International Society of AutomationEIBEET:AIHIfEHZE S PCLS: Provisional Chartered Laboratory Status {& 524K &

CSSC
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Control System Security Center E

SSA.-.ﬂ:iEd)ﬁiiFﬁlliIHEHE

SSA : Kxqvicar oyt d 3300k
(SDA-S, FSA-S, FSA-E, SRT (VIT, CRT, NST)

. Ensures Security Was Designed-In
ﬂystem Security Assessmerh - = J ;
(SSA) = The suppliers system development and mainfenance
processes are audited for artifacts to confirm secunty

practices
= Ensures the system was designed following a robust,

Security Development secure development process
Artifacts for systems(SDA-S)

Ensures Fundamental Security Features are
Provided

= A system's secunty functionality i1s audited against
//’7 defined requirements for its target security level

Functional Security

_ B = Ensures the system has properly implemented the
Assessment (FSA-S, FSA-E) security functional requirements

. Structured penetration testing at all entry points
System Robustness Testing |5 including 3 types of testing:

(SRT) 1. Scan for known vulnerabilities (VIT)
2. Commumnication Robustness Testing (CRT)
3. Network Stress Testing (NST)

{ Identifies Vulnerabilities in Actual Implementation

e ——

‘cssc H# : http://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
———
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R 4 [
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WBDRALEAVIVITRREND 2] A—OIATLABRBEDOIATLH MR
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NONOD ™ o

& B and loae stress CRT
Suee TOD W Exime
brderiace n

PROCESS
CONTROL

ZONE

s
Conral Systam
Engireeng

Worv,

0y

S

Extermad mierfece 2

& ’ Hi B - http://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pd
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$%:1SA/IEC62443thi EL 1N BT

.............................. R v RO e

NISC | SA NIST - o=
g= ‘ METI 2R | L S SHER(T5

v I Cybersecurity |' g
g ~, | 1 .
& PA JICSSC | et L _ === - [ Framework |!
JPCERT/C g
.............. e L i
HEE
_______________________________________ |
p GIGSP ISASecure(EDSA, SSA)______. CSMS(IEC62443-2-1)
l E Steering : : i i ! I
I Committee E E ISA | ! IEC E :
I ! ! i ! !
1 Coordination : : ISCI ! . | JIPDEC : :
| i Group : ' ! ' | ! |
| : : ! | : l
i . . JAB ANSI _ l ' ' |
I || SME ! ! Exida |! L] JOA |
| Lome, || Gc | fcssC ‘ JExida | L o | :
I __________________________________________________________ Locoocoococoooooad
HlE R T LX) To HES X7 L HES X7 L
70795330 (A) YT LOME A - ptia
T i i
(GICSP: Global Industrial Cyber Security Professional .
¢ ‘cssc ISA/IEC62663&NERC CIPSSBBEN TLVD,) ICS : IndustrlaIE‘ontroI Systems
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$%:1SA/IEC62443thi EL 1N BT

.............................. R v RO e

NISC | SA NIST - o=
g= ‘ METI 2R | L S SHER(T5

v I Cybersecurity |' g
g ~, | 1 .
& PA JICSSC | et L _ === - [ Framework |!
JPCERT/C g
.............. e L i
HEE
_______________________________________ |
p GIGSP ISASecure(EDSA, SSA)______. CSMS(IEC62443-2-1)
l E Steering : : i i ! I
I Committee E E ISA | ! IEC E :
I ! ! i ! !
1 Coordination : : ISCI ! . | JIPDEC : :
| i Group : ' ! ' | ! |
| : : ! | : l
i . . JAB ANSI _ l ' ' |
I || SME ! ! Exida |! L] JOA |
| Lome, || Gc | fcssC ‘ JExida | L o | :
I __________________________________________________________ Locoocoococoooooad
HlE R T LX) To HES X7 L HES X7 L
70795330 (A) YT LOME A - ptia
T i i
(GICSP: Global Industrial Cyber Security Professional .
¢ ‘cssc ISA/IEC62663&NERC CIPSSBBEN TLVD,) ICS : IndustrlaIE‘ontroI Systems
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m Control System Security Center JPCERT
$3:CERT C/CtHefaPa—F1 JRSVE—K 000

e LXa1F7I-F1>0&lF JTOJVSLADRE(OD—FT+ >D)EET, HSEHEZMEDIAFTRRL. HBIWLE
EDRAFE NS Z R UIBIE T MO FiETHSB. CERT C/ C++ €FaF7I1—-F1>I0RF>
H—R(E, KESECEZEDRIPIRADERLELRZT— RO, EF1VUFr REBICHADII—FTr>0%
BWEL, EF17TREDOSVWI—REFERTILEHOTI—F12IORBELTEEHSNTVS,

® 2TDI—IVICEMT IHEFIRS . BIL-IICHESNEEEECEDE., AECAREIO> I M
ABhEBTHRITAAVTHRAITICENTEHTHSD. CDCERT C/ C++ CF1F7IA—FT12PRF>
9‘_ FE%A?%: tt\ u?miiﬁb“ﬂﬂﬁf‘g%o

- EOhERETEF I T7REGHERE

- REUSDIHMEURIDIEE

- d—ROEF21 V57 r mEZFHMI BEFEOVLEDLEUVTER

— 20145FE &L DRI FE SN TULVSEDSAREDE RFBIHED—EBNA DI I

= . EDSA (Embedded Device Security Assurance)
ISA CRT ( FSA SDSA
TFaUF 1 REOESR RESSTERIE slf:\:lerle (310) (311) (312)
= DUU—2
l O—F o 2385 l | Y—ILIcka37E| 1 THIE N . All
AT o PRI juifil - U Y —A ;
DOHF :
—— Levei) ||| TN Q
B 1 : BRAQUFIUF A IBREAY A SO0 STHROEN (Leﬁl 3l q\
CERT EX 2 F7aA—T AT RBUE—FIE, C/ C++ [ Java D3FEEZE R N 5 <

FEHTEER : https://www.jpcert.or.jp/securecoding.html
¢ » FHISHTHERSE: secure-coding@jpcert.or.jp EE :cmtsnm@%*ﬁ@—sﬁﬁﬂﬁmiﬁ
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'CSSC

X2 7 HliEIS R T L= BRAREAN
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cssc Y RT @e2a Y F4-Y 8=

Control System Security Center

CSSCTR—LR—T
http://www.css-center.or.jp/

CSSCERBRE T4 (A AREEIR)
http://www.youtube.com/watch?v=wbEiDQZU5s|&feature=youtu.be
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