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\\ — To raise the bar against hackers EI [ Text Size [ehnee | B
‘ ' ‘ b Siemens IT Security is protecting internal IT infrastructure and supporting secure > Siemens CERT
— product Itis i

asani and tr y partner > ProductCert Security Advisories

to develol ive securi assess il ion security and "
respond t‘:)rsecllrily incidem:).'wnh these activities, it helps its custo':uyers P ey iy
. ) warldwide to achieve the necessary security level for effective protection against
H Unfixed @ Fixed hacker attacks. Related Links

> Corporate CERT Services (Intranet)

I e e > Industrial Security Website
2 German CEAT Association (in German)

IT Security serves as the central point of contact for secure IT A Forum of Incident Response and Security Teams.

infrastructure, secure Siemens products and CERT services. A International Information Integrity Institute

It supports in developing systems securely, assessing
information security and responding to security incidents.

Downloads

for Reliable IT security for energy automation

Contact

B2 johann.fichtner@siemens.com
Global Networking and Competence as Success Factors

Siemens IT Security has been a leader in establishing communities and sharing best practice
principles due to its longstanding project experience within the Siemens group. Moreover, the
knowledge exchange is enhanced by active cooperation with technical communities and
collaboration with leading industry and university partners.

Highly gualified experts for subjects such as secure architectures, application security,
forensics or secure software development offer flexible and tailored consulting services for
the Siemens group and its customers. The research activities proactively investigate future
technological challenges and develop practical solutions.

Extract from Siemens CERT portfolio:

- CERT services

_ Security assessments and information security reviews
- Development of secure architectures

- Secure coding and security lifecycle support

- Security measure plans.

- Secure coding

- Embedded systems security

- Incident handling and security monitoring
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Figure 4. Incidents by Sector — Fiscal Year 2012

*Fiscal year 2012 represents the time period of October 1, 2011-September 30, 2012
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