: Japan Computer Emergency Response Team
Coordination Center
DN : c=JP, st=Tokyo, I=Chiyoda-ku,
email=office@jpcert.or.jp, o=Japan Computer Emergency
Response Team Coordination Center, cn=Japan Computer
Emergency Response Team Coordination Center
:2012.03.02 10:43:04 +09'00'

Japan Computer Emergency Response Team
Coordination Center
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FalF-F52F7 42 -04F O - 8#E SCADA 742 F 1 New

ZMIrE L. iR 2T L QRS SIS THC I —H 8 scans HERTRICR - Tz
F T EETHEOH RO T L fERL AT LAEES T 7RV AT
LAER A DETEE SN F I FICEE T,

*ZCADA: Supervizory Control and Data Acquizition, 1EFRRE- ES38 2F 4

o HE
o Gt FSOF 2 -HAF FOEAHEE SCADA TR aUT s

e GPG Mo 1 - Understand Buziness Riglepdf (PGPEE) (2007-06-14)
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B FHEY AT LEEFROARHIO
— JVN#98649286 (2011/11/01) https://jvnjp/ip/JVN98649286/
CSWorks M LiveData Service [ZF (T2 H—E RERE (DoS) DiEIE1E

ARAR2011/11/01 BEEEH B 2011511702
JYNE98649286
CSWorks @ LiveData Service (CH(F3H —F 2 3BAIHE (DoS) O Masstt

BE

C8Works O —/ IO AR —R U bD—EETH S LiveData Service (23, Y — LERIFE (Do) MERSEIHITF
ELET.

EEEZBIDVATLA

o CSWorks 2041150 HEUTHLIAT

BAES
CSWorks T —/ IO — U/ HO—EETH S LiveData Service (213, TCP / ¥ whMIMIB(SREA TS 2
BRANE (Dos) DERETH FELET.

HEINDHE
ERCBE=ECLY, P ERBRIEE (Dos) WEETHEIJOTREIENEVET.

T
7y IT—+T%
RSEE DRI T BIBRE DL SRR T2 I 7 — LT,

B

N s
CESWorks Important: CS3Works 2041191 security release

Fealeaze History
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B CSworks fL D&\ B

m CSWorks: web-based industrial automation

r a

== FostgreS gl support | CEWorks 2.1 4356.0 released ==

Important: CSWorks security release 2.0.4115.1
108 27, 2011 09:23 by 2 Sergey Sorokin

Date: October 27, 2011

Subject: DoS wulnerability in CSWarks LiveData Service

Yersions: 2.0.4115.0 and earlier

Summary: Remote attackers can perform a denial of service{software crash).

Description
CSWaoarks LiveData Service 2.0.4115.0 and earlier allows remote attackers to cause a denial of service after sending crafted TCP
packets, Izolating communication between CSWarks LiveData Service and web servers that accept requests from client applications mitigates the issue.

Patch availability

C5Waorks 2,0,4115.1 has been issued as security release to correct the defect. CSWorks administrators running affected versions are advised to upgrade to
2.0,4115.1 as soon as possible, The security release can be downloaded from CSWorks web site

http:Afwaww controlsystemworks.com/Downloadbescription.asp:.

Credits
The wulnerability was reported by Kuang-Chun Hung, Security Research and Serwvice Institute - Information and Communication Security Technology Center
{ICST), Taiwan R.0O.C

References
http:/fcve.mitre.org/cgi-bin/cvename.cgifname=CYE-2011-3996 {will be available after confirmation by MITRE)
http:/AAvn.)pfenp/IVHNIE6E49285/ index. html {will be available after confirmation by JPCERT/CC)

http://www.controlsystemworks.com/blogengine/post/CSWorks—2041151-security—release.aspx
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— JVN#63249231 https://jvnjp/jp/JVN63249231/

Cogent DataHub 2§75 HTTP AYSA Ao 3> DIfi st
— JVN#12983784 https://jvn,jp/jp/JVN12983784/

Cogent DataHub IZE T3 90RX YA RO T T4 D e 5814

S 1 2012/01/11 RAEEHTH 12012701412

JYN#G3249231
Cogent DataHub (ZF(T2 HTTP ANy 5 130 253 O esstE

=
Cogent Real-Time Systems Inc. MIEM T2 Cogent DataHub [Z(3, HTTP ™S A 2iz Higs
CAEEEh LT

HEEZFDVATLL

e Cogent DataHub v7.1.2 SETHERLET
o OPC DataHub VB420 43 LUE 4 LIAT
¢ Cascade DataHub W& 4 20 & XTFEFLLIAT

fe g
Cogent Real-Time Systems Inc. MIBM TS Cogent DataHub (Z(3, HTTP ~w s sz i gl
OIEEEEATEELE T .

eheraggbt 2
IO 2 IS0 LT RO F RSN, HTTR L AR A BB ST S
A O EIREEN BYE T,

TFTTHE
Ty IF TS
RFESORRTOIERE DL L BFRRII7 v 77— TS
oz
- sl

Cogent Real-Time Systems Inc. Release MNotes

Download Software

SEE :2012/01/11 BREEHTH :2012/01/12

JYN#12983784
Cogent DataHub (CHiF 3202 Y 227517 O Besstt

=
Cogent Real-Time Systems Inc. IRET S Cogent DataHub (213, PO A7 F T4
DEEBITA I FELET .

HEEZIDVATL

e Cogent DataHub w712 BL00F1 LI
e OPC DataHub W6 420 &5 ETFFHLIET
e Cascade DataHub w6420 HZLUEFLIE]

EEHMiEER
Cogent Real-Time Systems Inc. OFRHT S Cogent DataHub (21, QAT =2 ) FF00 7
ORI TFELE T,

BEINIEE
PO IO L TEEOAS VT EERTEIND RS YT,

WERITE

P IF—TB
BIFEEOIRM T 2IBRELE 10, BETARICT » 77 —L T,

~ S 1EE

fawicy e
Cogent Real-Time Svstems Inc. Release Motes

Downlead Software
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B Cogent fLDIFEEHxRLNF

@ Cogent DataHub® &oLogent

The next generation of real-time data selutions

Home Products Features

What you can do Release Notes
Web visualization ; .
What's new in versions 7.2.07

Access remote data This is a maintenance release that combines several improverments and bug fixes, We would like to

Database integration thank all of the users who provided feedback and encourage you to continue to send feature requests
Access embedded data and suggestions to info@cogent.ca,
Real-time trend analysis Download the new Cogent DataHub 7.2.0 release here.

System monitoring
Version 7.2.0 - Decewker 21, 2011

Metworking Excel data
Email fSM5 notification

B

[DATAHUE-44] - Data Logging interface in Wista - item owerlap.

[DATAHIOE-1E50] - Plain-text email doesn't send special characters.

[DATAHUE-15Z] — Error message from Permission Editor when deleting a WebView user.
[DATAHITE-153] - DotNet API does not comnect if there is no form to allow async
sigmalling across threads.

[DATAHITE-154] - DotNet APT does not produce a transition from failed to idle.
[DATAHITE-164] - Rare crash when confimaring twmel/mirror setctbings.

[DATAHITE-165] - OPC A&4E ewents not reliably arriwing through a tunnel, client
conmection not always made.

[DATAHITE-194] - DataHub emits enpty string Walue when a client creates a DataPoint wia
lookup.

[DATAHIOE-197] - JUM#1l29833784 M8 (Cross-site scripting valnerabilitsy) .
[DATAHUE-197] - JUM#63Z249231 CRLF (Carriage Return and Line Feed injection
vualnerability) .

http://www.cogentdatahub.com/ReleaseNotes.html

Copyright® 2012 JPCERT/CC All rights reserved.
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B Bandolier
— Digital Bond #t ADoEMS D EEZF TTIZ/ERK
— HIHS R T LICRBLEEX) TARETHERIT H=6HD
BB I7MIL(AREITA XFA[HE)
— Nessus (255 RFvF) DTST 4/ ELTRHE

"') o _ € MOISTHRL DFENER"
gt dlglta| (O rikeresearch  Analyst Report

On d ~ Trends & approaches in ICS protection

R Bandolier

Jan 173010 Digital Band's Bandolier project helps asset owners and vendors identity and audit optimal security configuration for

Miarmi Beach industrial control systen (ICS) servers and wiorkstations. Digital Bond partners with leading 1CS vendors to identity
the optimal security canfiguration that still allows the vendor's product to operate properly. This requires access to the

Includes vendor's security experts, lead engineers and a testlab, Digital Bond then creates Bandolier Security Audit Files that

Advanced wark with the compliance plugin in the Messus vulinerability scanner. Bandolier Security Audit Files are availakle for

Training over twenty control system components, with more an the way.

Opfions

Download the detailed agenda Overview

+ Defines optimal security configuration for SCADA and DCS senvers and workstations
+ Provides vendor-supported, customized security audit files for contral system applications

October This Monthin + Provides a safe and effective way o audit the security of control system components
3355;9,. Control System Security
\ Poeast: Mos & WcCorkle Hows it Works

Mo client software, services, or agents are required on the control system server or workstation

User uploads Bandolier Secutity Audit Files 1o the Nassus vuinerability scannar

Megsug policy compliance pluging make a low impact connection to the ICS server or worketation

Messus uses built-in operating system funclionality to compare the seftings on the contral system serverta
those defined in the Bandolier Security Audit File

Messus provides a report that shows whether each setting matched what is in the Bandolier Security Audit
File

ICS Security Tool Newsletter

= Issue #2

Subscribe to ICS Security
Tool Mailing List

Video: Dale Peterson’s
SCADA Research

4 Presentation at OSlIsoft User
Group

Pages
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List of Bandolier Security Audit Files
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— 05 Hame
Mersot Wnd e o indows 10
Biiow I e st o Bl S B
[ . indows 2008 .
- sk 2 o '
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. e | ) Emerson e e 3 Windows ¥ 1
N > & Sanar s
N Eb
— > — E R } [TE—— o a1 indows XP 10
, < soscigans | 5 e
. . i e . Emerson a 10
[ B — - R oL - Emarson 3 ; 10
51 Windows Turmate 300
, [P r— i terpise Sener 33, windows Semeer | |17
wsoan 019 5 : ' o FIEn 33k | Wi 3
kXY ( — -
L ) i 15 ' Siemens ST et st L n
rosacten b SCaDRHOS!
> J g
o 61 e 2 e o stamans o winGows X "
3 Windows Ssvar
Slamens 82 o "
TENABLE PRODUCT! siSto A4 CCP Serve wansaz | Whndows Sener |y
Wiy NG LasinECS | DEMeSCADA SENe | Red HatLinx i
£ »\Nessus P B Pr———
ble N: ukerability scanner i the world-lesdine e Sore
career. With mere than five millon donnloa Ne
efiguration suditing. asset profiline
ability analysis of your security posture. Ne:
> hb s TENABLE PRODUCTS
— — — p
1—H—
s for Home
o Nassus The Tenable Nessus ProfessionalFeed contains. in addition to
the regular network vulnerability checks. several dozen plugins
v — > Nassus Mabile App for Nessus 4 that specifically discover and test SGADA devices.
. r 1 ( Z F > Nessus Auditor Bundles The SGADA family of plugins will readily produce vuinerability audit data that
. Nessus Plugins

Product Overview
Nessus Product
Overview

Nessus Pluging

policy Compliance
checks

Documentation
Nessus FAQ

Sample Reports
Deployment Options
Training

>
>
>
>

>

B EEMLGtEX ) TAT AR

Deployment Optiens
Gommersial Support
Purchase Now
Evaluate Now

can be leveraged for & variety of NERG and other types of security audits
involving prosess control networks. b the power indusiry, this can help create.
vrious lists of devices by active SGADA protocol (IGOP. DNFS, etc) as nell
s function o even *Area of Respensibility”

For NERG campliance, this process can help make sure the list of "Critical
Gyber-Security Assets” is accurate and does not include oo many hosts
while ignoring others.

In adidition, through funding by the Department of Enerey, Digital Bond has
produced o wids varisty of audit palicies for Nessus users to test the
configurations of many different types of Unix and Windons control system
softuare

Bath Tenable and Digital Bond have written extensively sbout SGADA and
Gantral Systems auditing in their bios:

+ Bandolier and NERG CIF
Extending Banch e with Other Nessus Oredential Checks
Bandolier Security Audit File Release: MatrikonOPG

Nessus SCADA Plugins

T you are an enterprise customer, you should consider applving Tenable's
Unified Security Monitoring spproach to NERG snd control systems
monitoring . Wie've prodused a short vidso entitled _Auditing Scads and Control
System Netwnorks that shows how our passive, active and log analysis
products can be used to monitor control system networks

Copyright® 2012 JPCERT/CC All rights reserved.
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B S4(Scada Security Scientific Symposium )& I3
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Japan Computer Emergency Response Team Coordination Center
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tXa7a—T17
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8 tXa7a—71

® =4: ) ) i E 17:35_173:7‘{ Java
—[C/C++EFa7a—T1427] - BN 7 e
—[CERT C ¥ a7a—T1L T RAVE—F] = =
—[Java X2 7a3—T 42 F RE2F—K CERT/Oraclehfz e B ’%@
A $ Eﬁ o ‘ﬁcf\?fgﬁ'amw
. WebEE L A3 e e A;::“rm T IE AR
® CodeZine — C/C++EFxa7a—T1425 A

http://codezine.jp/article/corner/339 R =
® CodeZine — Javat{¥a7a—T4>% A9 ety [—
http://codezine.jp/article/corner/437 e 22

CERT C Secure Coding Standard B AEEAR http://www.ipcert.or.ip/sc— rulesy
® Java EXa7a—T 42T AR>S —K CERT/Oracle kR http://www.jpcert.or.ip/java—rules/
® Java Xa7a—T4a T MITHER

http://www.jpcert.or.jp/securecoding materials.html#certjavacon
® OWASPIYIrII7EFa)T4RIBMBEETIL

http://www.jpcert.or.jp/securecoding materials.html#fowaspsamm
® V—RO—F@ETY—IEFRALIZCERTEXa7a—T4 7 L—ILDENHTEMBEE

(B . BARZERR) http://www.jpcert.or.jp/research/Analysistools.html
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