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The Changing Security Situation — SIEMENS
from Fieldbuses to Industrial Ethernet

Benefits of Industrial Ethernet
Openness (e.g. for integration of wireless communication systems)
Internet connectivity (e.g. for remote access)
Higher number of nodes (theoretically billions within an IP subnet)
Higher data rates (100/ 1,000/ 10,000 Mbit/s)

Issues to consider
Vulnerability through openness
Threats from the Internet
Address conflicts if not carefully administrated
Necessity to plan and structure networks

Industrial Ethernet means great benefit to the industry,

but also requires new security standards
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Office versus Industrial Security

W Production IT

Objectives and requirements Objectives and requirements
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Siemens Industrial Security History

1995: Introduction of
Knowhow Protect feature: encryption of S7 program blocks
Copy Protection: program blocks bound to HW serial number

2004: Start of cooperation with the Swiss CERN institute to identify any
vulnerability and to improve the robustness of components against hacking etc.

2005: Introduction of the Cell Protection Concept with the SCALANCE S
security modules

2007: IP Hardening of Ethernet-based SIMATIC components to improve the
communication robustness of Ethernet

2010: Improvement of the Knowhow Protect feature and the Copy Protection
mechanism with STEP 7 V5.5
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Security is an Ongoing Task

Organization

R&DH

Product

anagement

Marketing

Security Network

ervice

Processes

SIEMENS

Technical Security

Standardization/
Regulations

e.g. IEC standards

Industrial Security must be addressed at various different levels
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Technical Industrial Security Features SIEMENS
in Production Systems

[0 ?‘E Enterprise Resource Cell Protection Concept
E ! Planning (ERP) according to the
J—=_\ ——=_\ ——=\ . .
®) PROFINET User Association
? Firewall%
"- - Manufacturing Execution
— — System (MES)
. a b
o
2
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&
5 B Plant bus 1 > C B Plant bus 2
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Security cell Security cell

Industrial security consists of processes, products and measures to prevent data

abuse and intrusion by third parties into office environment & production processes
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The Cell Protection Concept —
Secure LAN and Secure Remote Access

Production computer
with SOFTNET Security Client software

MES level

Service computer with

SOFTNET

Security client

software

PC with
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SOFTNET
Security
Client

e network

Security Module
SCALANCE S

SINAUT ST7sc/cc
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Automation network
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Siemens Industrial Security Services SIEMENS
Covering All Phases of the Plant Lifecycle

Security services from
Siemens Industry

Modernization
& Optimization

Security awareness
training and workshops

Planning &
Conception

Awareness

Workshop

\ Determination of

\ needs as the basis for
\ 2 security action plan. /,/

Vulnerability assessments

/ Assessment
Determination,
analysis and
assessment of
Threats and Risks.
\ Selection and
recommendation for

Review \
Execution of periodical \\
security checks and
security reviews to

Consulting on secure
architectures and concepts

assure the /
effectiveness of the ~ //
established /

Tools,

Method \\ security concepts and
measures. SeOPc:ss, N\ measures.. I I ) .
Operation & Standardized mplementation services
Maintenance Manage Solutions,

Services fo assure the Y\ Best Practices /
continuous operation  \ /
of all security

measures without /
disturbances into the ~ // . \
availabiity of the 4/ IMplementation/ \
plant. / Acceptance Test
/ Implementation and
test of planned

security measures and
handover to the
customer.

PCS 7 Firewall
Application whitelisting

Design
Design &
\ Development of
‘ security architectures
{ and measures.

Engineering

Development

Installation & Commissioning
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Thank you for your attention!

Jochen Koch

Marketing Manager Industrial Communication
| IASC IC PRM 4

Gleiwitzer Stralde 555
90475 Nuremberg

Phone: +49 911 895-5305
Fax: +49 911 895-155305
Cellular: +49 172 8337452

E-Mail: jochen.koch@siemens.com
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