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Vision of ICS
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Human-centered interfaces

2) T T—ADEHRHXE
Information sharing through systems
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Flexible reconfiguration
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Scope: Networked monitoring and control systems used in
critical infrastructures such as in utility facilities

Masatoshi Takano, JPCERT/CC, 2009.2.19




1. TSV RT LNDEKR

FIND—OBRTSUN R T L

Network-based ICS

/Vehicle production line N

%

ﬁ@Energy supply

(P

Substation

ower plant

~

4 )

-Energy consumption data

-CO2 emission data

\ J
Scope

Networked monitoring and )
control systems

L3 o e e 3
L. ;i} _! o - i
3
e ; ¥
; |-

J

Masatoshi Takano, JPCERT/CC, 2009.2.19




1. TSV RT LNDEKR

NEa—<oA3—TJ1—ADEL

Human-centered interfaces
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Information sharing
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Connectivity between systems on a local and
global basis contributes to information sharing.
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Seamless communication

TCP/IPIZ&3
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Plant control system must be connected with plant business systems.
Control networks need to employ TCP/IP/Ethernet.
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Difficulties of ICS cyber security

Category IT systems |ICSs
Status State-of-the-art A couple of generations behind IT
Update Employ online real-time Might not run security software,
mechanism | update mechanisms for or may require processes to
security patches or virus discover whether new security
pattern files patches or virus pattern files
work correctly
‘:>c>c>:>:> :>:>¢>:>q o) o) =)
Minor monthly Major annual update, Minor annual
update or on a more frequent update
basis
Life cycle: 3 to 4 years Life cycle: 10 to 15 years
Examination| Have almost no checks on Examine the availability and
applications performance impacts of using the
security software
Computing | Can expand Are difficult to expand
capacity

Masatoshi Takano, JPCERT/CC, 2009.2.19




2. TSV AT LDEFA) T4

D ITEFEGLTTO0—F (#E)
Seeing in a different light

\

« The secret of proprietary protocols for controller level
communications does not protect the systems.

« Patched systems have also unknown vulnerabilities
which can result in zero day attacks.

« The availability of ICS controllers should have priority
over database servers or human interfaces of ICS.

« Unusual execution of control software causes operation
disruptions because ICSs are used in critical
Infrastructure such as utility facilities control systems.
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Crossroads of ICS
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The vulnerabilities of today's ICS
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. Minimum platform service

Minimum Limitation of Remove unused services.
Platform Application T

\ W The application layer adopts only
Service  -ICS Control =1 4 control functions and the network

software,DB
Minimum service f%ﬁ layer employs only TCP/IP.

Minimum
network protocol
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Defense-in-depth strategy
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Conclusion
H#— N TIFAK,
RiEEHELTWNBOYFO—SESFECENREL
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R/NRDVTE, BEFSA/NDREHIAH
Minimize platform services and network connections.

- Application proxy gatewayD A E(ZEC -1 A
- Z [ B [ 1

Defense-in-Depth strategy
Cyber security defense must be layered to reduce the risk of security incidents.
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