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JPCERT/CC Internet Threat Monitoring Report
[October 1, 2017 - December 31, 2017]

1. Overview

JPCERT/CC has placed multiple sensors across the Internet for monitoring to continuously gather packets
which are dispatched to indefinite nodes on the Internet. These packets are categorized by the destination
port number, source region, etc. Then this information is analyzed along with information about
vulnerabilities, malware and attack tools to obtain information on attacking activities or preparatory
activities. It is important that such monitoring is performed with a multidimensional perspective using
multiple viewpoints. As such, JPCERT/CC mainly works with overseas National CSIRTs to deploy sensors
and participate in the monitoring network. Data collected through sensors around the world are analyzed,
and if any problem is found, JPCERT/CC provides information to the National CSIRTs and other
organizations in the relevant region and requests them to remedy the situation. Issues unique to Japan
are addressed in the day-to-day operations of JPCERT/CC.

This report will mainly show the analysis results of packets observed during this quarter by sensors located
in Japan.

The top 5 destination port numbers for which packets were observed are listed in [Chart 1].

[Chart 1: Top 5 destination port numbers]

Rank Destination Port Previous Quarter
Numbers

23/TCP (telnet)

22/TCP (ssh)

445/TCP (microsoft-ds)

1433/TCP (ms-sql-s)

2323/TCP

AR |W[IN|PF
OIN|B”~|[W|PF

*For details on services provided on each port number, please refer to the
documentation provided by IANACD,

The service names listed are based on the information provided by IANA,
but this does not always mean that the packets received are relevant for
that service / protocol.
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[Figure 1] shows the number of packets received by the top 5 destination ports over the 3 month period.
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[Figure 1: Number of packets observed at top 5 destination ports from October through December 2017]

The top 5 source regions of packets observed are listed in [Chart 2].

[Chart 2: Top 5 source regions]

Rank Source Regions Previous
Quarter
1 China 1
2 USA 2
3 Russia 3
4 Brazil 7
5 Japan Not in top 10

[Figure 2] shows the number of packets sent from the top 5 source regions over the 3 month period.
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TOP5:CN,US,RU,BR,JP (2017/10/01 - 2017/12/31)
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[Figure 2: Number of observed packets of the top 5 source regions from October through December 2017]

During this quarter, a large number of packets targeted to ports for Windows SQL Server and SMB service
requests were observed, as in the previous quarter. Packets targeted to ports for SSH (22/TCP) and Telnet
(23/TCP) requests, which were in the top 5 list last quarter as well, also continued to be observed,
suggesting the presence of continued reconnaissance activities targeting vulnerable webcams, routers,
NAS and other devices. In addition, Japan was ranked fifth in the list of top source regions. This is
presumably because wireless LAN devices with many users in Japan were subjected to an attack
exploiting their vulnerability and infected with a Mirai variant. Otherwise, there were no changes meriting
attention.
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2. Events of Note
2.1. Observation of packets targeted to port 52869/TCP

Packets targeted to port 52869/TCP have been observed since around October 30 and around November
15 (Figure 3).

DestinationPort = 52869/Tep DestinationRegion = JP

Scan count/day
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[Figure 3: Number of observed packets targeted to port 52869/TCP]

TSUBAME's sensors are deployed in 21 economic regions including Japan, but the sensors that observed
these packets were almost entirely in Japan. This trend continued until November, and since December
sensors deployed overseas have also been observing these packets. It is presumed that the packets
scanning this port are sent in order to find hosts with the vulnerability in Realtek SDK’s miniigd service
that was disclosed in April 2015(2), Since the attack code for this vulnerability is already disclosed on the
Internet, attacks can be performed easily. Moreover, upon finding that some of the routers widely used in
Japan are affected by this vulnerability if old firmware is used®, JPCERT/CC issued an alert on
December 19, 20174 to call for early measures . Other organizations have also issued alerts regarding

this matter.
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2.2. Observation of packets targeted to ports 23/TCP and 2323/TCP

Figure 4 shows the numbers of observed packets targeted to ports 23/TCP and 2323/TCP by major
source region. From around the end of October, previously unseen numbers of packets started to be
observed.

DestinationPort = 23/Tep, 2323/ Tep SourceRegion = Japan, Tunisia, Egypt, Panama, Argentine,
Colombia
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[Figure 4: Number of observed packets targeted to ports 23/TCP and 2323/TCP by major source region]

The fact that these packets share common characteristics with packets originating from devices infected
with Mirai suggests that they originate from devices infected with a Mirai variant. In addition, JPCERT/CC
accessed and investigated some of the sources to try to identify the models of infected devices that were
sending packets targeted to port 23/TCP from within Japan, but no identifying information other than the
fact that port 52869/TCP is open could be obtained.

As shown in Figure 4, packets targeted to port 23/TCP started being observed from around October 30,
and this roughly corresponds to the time when packets targeted to port 52869/TCP were temporarily
observed, as stated in 2.1. Packets targeted to port 23/TCP subsequently decreased toward November
14, and this also corresponds to the time when packets targeted to port 52869/TCP were not observed,
as stated in 2.1. Then from November 15, packets targeted to port 52869/TCP started being observed
again, and the number of packets targeted to port 23/TCP from within Japan also increased. Subsequently,
the numbers of packets have remained roughly constant. Based on this observation of changes in the
numbers of packets, it is possible to envision a scenario, as one possibility, in which packets were sent to
port 52869/TCP to scan for vulnerable devices and infect such devices with a Mirai variant, and the
infected devices in turn started sending packets targeted to port 23/TCP.

From November 15, packets targeted to port 2323/TCP also started being observed in addition to those
targeted to port 23/TCP.
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Source regions were no longer confined only to Japan as well: they expanded to include Argentina from

around November 23, and Colombia, Panama, Egypt, Tunisia and so on from around November 290®), It

is presumed that, in all of these regions, vulnerable Internet connection devices(”) were attacked and

infected with a Mirai variant.
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These activities are sponsored by the Ministry of Economy, Trade and Industry as part of the
"Coordination Activities for International Cooperation in Responding to Cyber Attacks for the 2017

If you would like to quote or reprint this document, please contact the Public Relations of
JPCERT/CC (pr@jpcert.or.jp). For the latest information, please refer to JPCERT/CC's website.

JPCERT Coordination Center (JPCERT/CC)
https://www.jpcert.or.jp/tsubame/report/index.html
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