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Activity Overview Topics

—Topicl — JPCERT/CC 2024 letters of thanks

JPCERT/CC undertakes support activities to help respond to incidents, early warning activities to help
prevent incidents, analysis of malware, coordination activities related to vulnerabilities in software products,
and other relevant activities aimed at reducing damage and losses from cyber attacks in Japan. It would be
impossible to carry out these activities without the information and various forms of cooperation provided
by our many supporters. At JPCERT/CC, we present letters of thanks to those who made significant
contributions to our cyber security activities through the information or cooperation they provided.

This fiscal year, the recipients were the CSIRT of The Asahi Shimbun Company, North Grid Corporation,
and Mr. Fumito Masaki of Santen Pharmaceutical Co., Ltd.

The CSIRT of The Asahi Shimbun Company has continually provided information collected and analyzed
by leveraging its outstanding ability to detect and analyze targeted attacks. Such information is extremely
useful for identifying new threats and cooperating with other affected organizations, and they have been

highly instrumental in preventing incidents and disseminating countermeasures.

North Grid Corporation fixed and disclosed a vulnerability in its product and provided valuable information
on attacks exploiting that vulnerability. Their support enabled JPCERT/CC to handle incidents effectively

by contacting the affected organizations and in other ways.

Mr. Masaki of Santen Pharmaceutical Co., Ltd. works on internal and external collaboration in cyber
security for industrial control systems (ICS) in the manufacturing industry. He has offered various insights
from the manufacturing front regarding JPCERT/CC's ICS security activities. He has also played a leading
role in the community of ICS security personnel in the manufacturing industry, and he has given
presentations on multiple occasions at the ICS Security Conference. He has cooperated with JPCERT/CC

in these and other ways, both directly and indirectly, over many years.

These activities are sponsored by the Ministry of Economy, Trade and Industry as part of the
"Coordination Activities for International Cooperation in Responding to Cyber Attacks for the
2024 Fiscal Year".
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If you would like to cite or reprint this document, please contact the Public Relations of JPCERT/CC
(pr@jpcert.or.jp). Company names and product names in this document are the trademarks or registered
trademarks of the respective companies.

For the latest information, please refer to JPCERT/ CC’s website.

¢ JPCERT Coordination Center (JPCERT/CC)
https://www.jpcert.or.jp/english/

» Sharing incident information and requesting
coordinationinfo@jpcert.or.jp, https://www.jpcert.or.jp/form/

* Inquiries about vulnerability information handling
vultures@jpcert.or.jp

* Inquiries about ICS security
icsr@jpcert.or.jp

* Inquiries about secure coding seminars
secure-coding@jpcert.or.jp

* Inquiries about citing published documents, requesting a presentation, etc.
pr@jpcert.or.jp

* PGP public keys
https://www.jpcert.or.jp/jpcert-pgp.html
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