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2-1 [T -ET Ry NU—ZICEEN DR (A —/L¥—,X, Firewall, Web 7133,
DNS #—/3 FBFEY—N) OZNENICHONT, EDO LD m Vit o0l %, R
FoTE, 774NV M TRESND v Z7USNO, KV e V2RI 2R ERL, v 7O
KDOH AL A ARARERGE DD, BARNLRRECH IO, FEO~=aT7ror s
OREELHMNICET 2 FHEZSRI NV,

3.21. A—)LY—nOFIzDU\T

A=)« VAT APEHO A=V — S THE SN TWDHEEITIE. Iy My BEFBAL T
DAV —NERATO T ZRINT D, A—NAP—NTE, ZEA—NVEEEFEA—NLONTTOR
THEBMTED, ZEA—LOu 7 TIE, AP EDRDTELA—ARL, FITT 7 A VRIS A
—VERBRITEDAREMENDH Y . BEA— L0 7 TIE, b LWSEISEE Sz A — /L&A
TEHAREMLNH D, (K 3-2) .

v YT ELA—ILOEEN
v BIFIFAIVEAA—IL
DIEAN

3-2 A= LY —/NITELHRM

# 3-1 12, AETHET 2BEFTECBNTLERe ZHA 250 %,

% 3-1 A—)LY—/\OJIEH

A—=NVTTAT v FTERINDELL ., BEET N A, FEE
DA—VIEEET LR

Content-Type
Content- W7 7 A4 V4

Disposition
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3.2.2. Firewall A4 ZDL\T

Firewall (X, * v b U —7 ZWNE L AMBIZIR T2 72928 A X, Firewall (2 5 > TERK S vz %
v NI BERO@BETF S, b L<IXES L72@(E2 Firewall o v ik S b, WEBHE
DOMBIZNT, WOV AT AR HEEL TWAEHEITIX. O HO@EEN Firewall % i@
WBLTEBY., ZOEYN Firewall Do 77 & LTSN TW D ATREMEN & 5,

iR c&cC
HEARE — S
v S AURET Firewall S ERIES

Firewall

V.Y Y

RSN ELE

»

. > - v HAEL TR
BRI ALK B FHPC Mo ERADEIE
w45 A RB B4 AURA
(RE) (77 :F74R)
3-3 Firewall A% (255 5IRER

F, XY NI =7 O—H 2 MO OREEL TeX =2 U T 4 2@ 57291 Firewall 23F)
SN H D, HlZIE, EELY— ARy NU—J Z2WEBD PC #RE LRy hU—7
DOAHE, HOAWE, A7 4 AT TRMEILICRy NU— 7 BT 57291 Firewall &R E
TLOTHD, ZOHREITIE, vV T7I&G Lz PC 23, AR —SR0fthod PC 22 82T 7 &
A LT R v ZHICR R TE 2 iettn d 5,

#& 32 |2, KETHET DMAMAEICBWCKERr JIHH 2% 5, Firewall ©w 7 3% &I
725728, BEERNICERTET D D Tlix7e <. #8844 Syslog — 30 SIEM 72 K2, v 7 &2 R17FT 5
ZEREEL,

% 3-2 Firewall A4 1B B

Firewall IRV > —D7T 7 > g

EERD Y — U RE
FELT FLx
src_port EEITLR— b
EERXET FLR

dst_port EEER—F
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3.2.3. Web F7OFIH—/n\O5 (2D T

Web 7' 3 o — N3 M#ENND A o Z—Ry F LD Web A ME~T 7B AT 572D
Ty BB D720, TOT 7 AFEE R 7 L LTERIT 52 ENTE D,

WERH—
(TRxs %)

- —
\.,_L,/"
S
PC -
L T
v REYA:ADOTIERBEE
(AT —21EHOY (. BT IR, EERHMATIER)
v JOJSLENOTIEAEE
v NS ARAD 7T A I EQOTYIO—FEE

3-4 Web TOFIH—/N\ZFRHEH

Web 7' % — 3Cix, PC 60 Web A NEET A0 V= A a2 Titdkd 5
ZENTE D, HTTP X°, HTTPS, FTP 22X migf 7' m ha v xH\WT C&C H— N\ LilfET 5~
VT OIREO—Hi7e & bRk CTE D AREMER H 5, S, v Ly =T L C&C Y— L DiE(E
[Z2W I, Firewall o7 L0t Web a3 — "o 7 oln, L& OFREELND
AREMER B D,

# 3-3 |2 AETHET A FTIECBNTLER e ZHA 2% %5, Web 711 3 &4 — 325k
INHrZITE, vV TICHETL2EELET TR, EHOBELEEATEY ., =612, FIH
FENBSEBMLTWRW, YT YT RT T T A L EDT v T T — FOBEOEE b E EN D, Web
Tux Y —n"on ZOHHETIE, EROBENENEZHEITE 589, b TV oERD 0S
RT IV THEL T ZENREE LU,

% 3-3Web 7O H4—/\045'1EH

URL URL 7 RL &, FfFHEYA hOR—F

AV R

WEETZGE A | UserAgent

T 7 ARG

AT TIEY L7z PC 1L, FIHZEOWRWIFRI# TH . Mk E OBEEITOBENH 5.
RESCHREICHBED O FHEICHE LTS, HDVIE, FEDOY A MCRFELREOBENEFL
TND7 L, BEOHFIREMNPD b~ VT =T YO ARENZ ROTHE 256 b d 5,
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3.2.4. DNS H—/O4(zD\T

DNS #—/STiX, FA M ODRRZITo T 7 2 ViiekEn 7L L TRIT 52 2 &N TE 5,
DNS #— 3%, MR — L X v v ot —nD 2 SORENH DM, EBOSH 21T 2 BEIE.
FREN D PC R0t — "6 OBRITK L COREZ1T 9 . MSENE T ox vy v yahr—~"on 7%
EHT 5, ¥v v vath—or 72, vV U= 7IER LT PC 23, C&C H— " LiEET D
D, RANGDIRPZAT S T2 7 =V FRERFE D ATREMED 8 5, #f%IC L > Tik, DNS $— %24
B SHE70, HBICE DV —A"AORELZ DTV T52 85700, ZOMKOLAEIX. v
v ¥ a = O&EIZFFODNS r— "o F AT 52 ENEE LV,

shER R

Firewall

cac
HAk

3-5 DNS H—/\[ZFK LR
#3412, AETHRET 2B FIECEBNTRER ZHA 2% %

® 34 Xy 2 DNSH—/\A4'IEH

" 7IHH v 7 HEOAE

ARRERZITES L LTS PC %D IPT X

FRBIVDELEFRA MR IP 7 FLADOEH
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3.25. EFRIIH—/04I1Z20\T

KRR OFBEECHER O 5 2 EHE BT 23850 — "B REBIND Z b b D, R — 3%
Active Directory =2 LDAP, RADIUS 72 EAA WS, FIHAZEDHETH 2 0% 851 L. :L“"‘j"?:' g
Vo — X% ORI LR &2 —nE BT 5, N0 —FR, Ry bV —2ara—Ficns
T LBV — N OFAMEOMHR 2 EMMTONDLEIC, m 7L LTREEkEND, T 2T, 3Gk
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TOv A EE (GREIERE)

HER&HY
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<L T OFISIE, B — SO Y — NI T 7 A L, GRIECHERAE EZIT O b ORH 5,
v»?i?#&@?&tz%aﬂa~#m&®u7%?§n7#mﬁ%~ﬂfﬁﬁéﬂé =Y AON
Zonr 7%, Windows A X2 hr 7 L LTRERIND 0D, MOV — D X 5 ITHRE1T
ZliETERY, ZO7H, Windows DA X2 hE2—7—X 0, TF A MEKAL, CSV 77 A
WERD 7 7 A4 MRAFE LT ETHR#EEITH, £72, Windows (£, =7 &/ AR — h 570D
AU B —T 2 — AP OEER L 1T R B 72, Syslog — 72 TV E2IUE L TIRFET D5 AT
X, FEHOY 7 b7 O ETRPLEL 2D,

T O =l0lx
&% 5 m Bim
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T et g TE; N 5 (BFEEOT
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4. BEYAN—KREBEORMKERDOTEH-HDOOTDHHAE

%2 BT, mEYAN—WERPEREOICET T 2R L, TOF THEOERN 1 7 L L THES
ICREER SN DR FEZET UL L TR L, 5 3 BETIE, 7O EEHICOWVWTEE T NEHIH
L. BHEGTERIICTE S, FRERRTREr JHEOMKAHA L, AETIE, &EF A —
W TE LT RINCKMT D L9, v 7 &0 L THBORM A RO I Hikzid~5, 4.1
HiClE, BERFELPES LS EHIAT I RS, WhiET T 77 4 7l 7O REARIZ DN
THEANCHR R, ZDH%B T, REFEZOREELZITEREITINE, WbV 777 4 7w 744
DIERIZONTIRRD, 42 HiTlE, HWBOEMAZB AT H7OIC8 L 725 v 73508k S D RIS
DNWT, BRI Z O iEEIR <5, 4.3 HiTlL, DNS H— "L BEEY— "D a 74531
WA T 5, DI, WRREOr IR IND 7, 42H TR0 7 386560
LFHEN R EZHNT, AT REFHDOK D IALEIT I DNEE LYY,

41. HKEBORBZERDITS-6H6D0O55HELR

WEDIEMWZ B AT D700 7 OaHrcid, RO 2 SDOXRBZE L bD, —2iL, 2R T
AN RFERBGNEE TNV L2 HRT D72 DICERAT > e 75 Th o, 5 —2Id,
B RBERICOVWTIEZZ, AR T L7207 H e /o T 5, AFTIE, 4.1.1.THI
FIZHONWT, 412 THFIZOWNWT, TNZENOERNRMED HER 5, 72385, % OBIHUEAT
T 50 7 ONHIFEOFEC OV TIE, fEINICR L@z 2B E iz,

411, FEHEIATS0U 9

FEHIRNCAT O a0 75 ClE, BBmNEERLro L n 72+ 202 ToHEL TBE, £
NEEI B TPRHDEIN T WNCHEZEL T, BT a 7oz VT, WEOEN %
BLHT7T-ODFIRSEZRIZET 5,

(1) Firewall TERE S L/Zi@fE w27 (B « L) (2OWT, @{E OFAERZP, @E 7w k2L,
WETT, BERITZY) (BE 4.2.21 HEEN» DHMEA~OIETEEEZ THIV ELTe s
M. 4.222 BB v 7 AL MICIAE S PC BOARIERBEZFHD & Liza 755,

(2) Web 7'm %I #— "THEIRINTr ZOHIZ, RO K D RIBEZRET D HONRRND,

o TEHIREE (B35 4.234 EHAICRAT D HTTP@E 28+ 2 v 7 54)

o BLERFMIE LN O] (HEwT. IRER. fIEEH. AT L) o ~0lE (5
4.2.3.5. EBEESMCIEET S HTTPEIE 28t 4 5 v 794

o AERICERFICKEDT — X ZEHT 58E (B35 : 4.2.3.6. KEDO HTTP s 2t 5
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41.2. EREZEZROBEITHGLTTIOT 24

WA SNTEREFRIILY, BT REnrXon Voo GERRR L, ®ESNDL I EDEW
REFRTLITEANRE AT 2k~ D,

(1) SEFAN—KEDT U NYBERED A — /L OGO D ERBRHRE S NG

BB LONA LR LI B0 A— L0, ZHAL U TERMHBESCEEG IR EZ oo A —L
. BEYAN—KRIZBT LT VN BEBOA =L THLAREMEN DD, £ LI A— %
ZTMoTe L OREEZIT TG, ROE v 7 5a L TERETH D,

o A=Y —nNoOulESHTL, RO LWEREINTZA IV ERURETC, BN 7 74
N2 H B DA = IVDOZELENPMIZ 2N ETRD (BE : 4.21.2.0377 7 A VDG S
NI A— L& T & Li-a 759,

RO T2HBEITIE. A=Y —"0n 7 Effo TREEZMN T, BLkED2—FNRAA T
TANERLSREL TN YT FEREBEE TOWRDLEZHER L TBIRETH D,

(2) HHEAN CEBERER O~V =T BYER DN D 5E

C&C Y — N WETIERERMERE O~ LY =7 IZET AR A Z TR 2581 kD LD
B T OREEEZIToTEB I ENREFE LV,

e C&C #—30 URL 734370 »> CTOIUIE, Web 7% o — 0o 225415 (3%
4.2.31.1R5F 72515 e~ DiE(E)

e C&CH—7D IP 7 RL AT Lo TWARITHIE. Web a3 3— " a 72
Z . Firewall DNE LA T D0 772 8200 T 2 (B35 :4.2.2.1. N B
WA ~DOIERIEEZ BHY & Liaa 708 .

IHHEDHIICEY, B~V T OIEFOFELZER TS, £7-. ZOREEB T, MW
D PC 78 C&C #— 2T 7B A LTIEMN RO > 288 121%, 243 PC L CTROFE S
fTHRETHD,

o M PC nH. MERNDH D WDITHBAN ORI SILTWRWE T A Ng E~DORERT U
T AN E Firewall v 7 %595 (B35 1 4.2.2 1 1N 5 RS~ O iE(E

Ze BN & LTz a 753H)

o HMANTRIHLARWT T 7% o UserAgent °"CONNECT # Y v K&fi~7-7 7 & A
ZLTWeWwrad Web 7rXx o —n_"or 720815 (3% @ 4.2.3.2.CONNECT £V
v RT 80, 443 VSR — b ~ufE i+ % v 754, 4.2.3.3. FEHEFIHLSLD User
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Agent |2 X A7 7 & 2 &R T % 1 7 45HT)

o T AT FRIEDKIMNEN) BB L RIRDT AT ORI AR EN D EFRREY — D
n 7T % (5% 0 4.3.2. WAk —2Y)

(3) KT MO~ DR L DN D56

B TE MDA AN R B S mTREMEDS R < Bt b D HAITIE. T TITEE Y A R—I 8,
BHEEEPEICE > TNDHZ EBIEL DD, DR kDL I o iTa+TX&xTh b,

o HFRAMZAITTZE LS KEDOT —H OEEMNMTHIL TRV Web 7' vHh— "R
T d 5 (3% : 4.2.3.6. KEO HTTP @5 2425 o 7 547)

A B =%y N DI TA s AR L=V —EARER X — LOF AT S — L F
BT TCWBHFRIZH - TlX, TONL—ARBTFLNTNENE I NnE, v 7 &0 L CTHERL T
B E L,
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VAT LDEHEDPREOEGZ RO TEROEER \

B A N—EROER 2R L SBA T, & DA 5 ERIRRSC, WREMOMERZ < W IED
5;EW§§T%50—ﬁ?\%Qbkﬁ%%VXTAﬁﬁ%ﬂﬁokkbﬁ\%@%®%m¥%
WCEDFENHE LS o TLEIZ LB H D, VAT LEHEIL, FE - T HT=> T, ©BHIT
KB IIRLIATAZ LRV EHYEETRETH D,

R B VATLEBEENEETARE“Do Not”
/XTAA@%@

k..J: 1T
B_— LR/ TR ERT HHEE

‘é’utmk% PC Y — R3—=7 (& REDEENPVNVTZTICEDHDNE D
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42. DOJIZERLIHREBORMERDOITIZ1=HDEZA
RETIL, BT 0B 7 ST B O FECOW TR 5, #HE5RICB 5. (@) Wit
«%n7ﬁﬁk§%ﬁ$\m)W%®ﬁ%®ﬁOTﬁ\m)@ﬁm\()ﬁaﬁ%mméoﬁﬁwi
MEkE 2 CTh 0 | ESNDE 7 b B TEARN D, AEOMBIL. HARNRE L5570

DBEFHE L THATHETEE, BEICBOTI., lx ORISR IS Ui 2 03 T
Vil = A

4.21. HFA—)LY—/0O5 5

WEEDIEB 2R TIRF D 59 B, A— NP — STHRIMTE 2 ERDER 41177,

41 HBORERMEA—)LY—OF Mo BDFHTFHHNY

ERETEBE LA -V EED

From 7 - /I E @ RIS a2 SN A W% A D A B ZAE A =TT B EEEER
T il BB EFIEA v E—JFOURL DR ERIZFRE
7w 3ED
/_ . ~NVTZT CTHDEEITT 7 AL FET7 7 A MERDBEAT ST
FETT 7 A VB : i A
B LI A=A %% 1T 5 A—)L

T £ 22 BXO 2-2 1281 A BBIEE O FKR IS

AEITIE, MBENDO A= — e LTRIH SN D Z & DZ Tpostfix) ZaifEE LT3 5,
MDA =N —=REfFio TVWDEARICIE, ~=a2T VEBRTHRE L CTHEHAREZTHRLY,
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421.1. From 74—I)LRDRTEBBEEZFHMAYEL-AT DT

A= UG ENDEEEHERICIE., =g —7® MAIL From & A —/L~> %@ From @ 2 fi¥H
Nbd, ZDOIH A=~y XD From (Zi%, EEHEA—AT FLURLIEFHNCHBIZSCFE2 AT
& % displayname &5 7 4 — /L RZBINTE S (LLF, TFrom 7 4 —/L RORRL | LW 9),
4-1 OB TIE, sample@example.co.jp 7% From 7 ¢ —/L RDOFRR4 Th Y | attack@example.com
WEEHA—LT RLATHD, From 7 4 —)v RORRLDTFET HHAICIE, TRETEFRRL
BEEA—NT FLRAERRLEWA =LY T MbdHcd, WREFIL, RLENRNE S From
7 4 —/v ROFRRAIZERMEFERCIG R D A — LT RUREZERE L THEA—LVEED | I’ 7
FANERNED, FLEEA—NADOA Y E—=UFOURLZ27 U v 7 ST, ZEFMEFA LTS
PC O~ =7 &Y% 9,

B = )\[ sample@example.co.j p] <attack@example com>

e @DERCDNT S From 7 .t =/ RDER%
5% info@example.co.jp

4-1 From 74— LR DT R4

ZOHTIZ. A= ~UHAD From 74— ROFRRLIZA—NLT RLAREENTEBY ., 7o
EEHEA—NT RLABRRR DL O RO 5 HikERT,

(@) BREUI~&n 7IHA LRETIE

Postfix OFEHERRE T, A —/Lb~v XD From 7 4 —/L ROBEHRIT e I &R, 8
(B a7 BRI DO, ROBENLETH D,

% 4-2 postfix HO% DK EHF
File: /etc/postfix/main.cf O I7 7 A JLIZROABREE

header_checks = regexp:/etc/postfix/header_checks

File: /etc/postfix/header_checks D7 7 A JLIZRDAR%EE

/"From:/ WARN

BEOBE LY | HROMBE R 512 LERE 4.3 1RT L5 20 75 H SRS
ns.

& 4-3 RAICRELZOJIEE

A =)L~ XD From IZ&EN 5 EHR
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(b) WEDIEMO RLo1F )

WEDIEW = RO 2 FETROEBY TH D,

DO A=W —rOua TN A=)~y XD "From" NEENHi72MmHT5

@ From 7 4 —/L ROFERAICEENTND A —/LT R L AERO Y245

® From 7 4=V ROERLDA—)LT RLALEEFEEDA—LT R A%E558EL T, X7

g L, B 5558 I3 HBOERTHLAREEH Y S HET D

(c) HrEnH

WEOENE LT Enza Z7of %K 4-2 (2R7,

Feb 16 11:43:32 mail-server postfix/cleanup[29597]: B1467845E2:

warning: header From: "sample@example.co. jp' <attack@example.com> from

unknown[192.168.xxx.xxx]; from=<root@example.com>
to=<info@example.co.jp> proto=ESMTP helo=<[127.0.0.1]>

X 4-2 Postfix a4 Q45

ZouaZ o, #44 OLORRNEREGEEN TN,

= 4-4 OTDHDOFER

From 7 .t —/)\ FDORR4 "sample@example.co.jp"

A=~y ZD
BEEZEA—NLT FLX attacker@example.com
XYV 7 M ko TIRIERR

MAIL From D A —/V7 RV R root@example.com

BEEDIEBN RO > T2 581X, 7 VN OBEMREDLND DT, A% S/ From 7 1 —/b
ROFRRADEBI R EDOA— LT RLATHIUE, A— AP —0a 7o A—
IV DFISE & BRI DOER E & BT, HBA—NLOWD (RERRMN T 7 A L EZFNTZD ., R
vE—=VNOV %7 ) v L0 LTHRWNNRE) 12OV TA—VZEEICHERT S 2
ERMETHDLEZEZOLND,

(d) EER

& WEORMTHLIAREMEDHY LHESNDA—IVIIIE, A=V TV ARRA—NTHY
VETRATEEDAKRDEEEITE D> TiED A=/, SPAM, HEA —/L7p Livg &
NWTWDHAREMEDR S D, ZDTeD RO T A — VA Y [T EDIEI D E D M id, Bk
DLETH D,
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4212, EITI7AIDRAINE=A—ILEFEHMYEL-0T 9

WBEIL, ~VUTT THLIFEITEROT 7 A VIR LTI X — L2260 | ZFHI
ZTDOT7 7 ANERITSEDHZ LT PC 2~y 7 I ST, BN B OS2 1ED 2
EEEH, ZOEITIE, HEETAEITER (Blé L Texe & LTND) OF 7 A DEAH Sz A
—NEROSTHT HiEERT,

(@) BREUI~&n7IHA LRESTIE

Postfix OREUER E TlX. W7 7 A VICBET 2 HE®RS v 71 Sy, SfricngEsn 7
PRI 57-01201%. ROBRENVLETH D,

% 4-5 postfix D O%4 % E 5l
File: /etc/postfix/main.cf W7 7 1 JLICRDANBZEEE

mime_header_checks = regexp:/etc/postfix/mime_header_checks

File: /etc/postfixmime_header_checks M 7 7/ JLIZRODNEZ BT

/"N¥s*Content-(Disposition]Type) . *name¥s*=¥s*"?(_+)"?¥s*$/ WARN

Bl D X5 ARREICL Y . WEROBEWE RO A0V ERE 4-6 DX 570 7R RICcE
}-:)O

% 4-6 RAIKLELZOJIEE

W7 7 A4 v4

Content-Type

Content- Disposition

(b) KEDIEBFD Ko

B Z B2 FiEIkO L0 ThH D,
O A—LP—Ou s )05 "Content-Type"., "name" NEENH{T0Ou 7 &+ 5
@ W7 7ANENEENTWDHET (name= %D X T IVT — M TIELNTZEY) &
EiiifARa )
@ W7 7 AN FATRROIEE T D E EATOIUTHEROIEB O RIEEMN B 5 L HET 5
(c) HrEnf
WEOEMCTh DSV LHE ST n 7 Of %X 4-3 (277,
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Feb 16 16:17:26 mail-server postfix/cleanup[6952]: 08C08845EF: warning:
header Content-Type:

application/vnd.openxmlformats-officedocument.wordprocessingml .docume
nt;? name="=?Shift JIS?B? gXmDFYOLIOmBeozai3GP7pXxgUkuzXhl=?="" from

unknown[192.168.xxx.xxx]; from=<attacker@example.com>

to=<sample@example.co. jp> proto=ESMTP helo=<[127.0.0.1]>

X 4-3 Postfix B4 D15l

X 4-3 O nbift7 v A NVOLRI IR L, Base64 = a2 — RIN=XFS 42T a— K
THZET, RATOEH 7% [~ fL] BEER ! exel OFETEAOT7 7 A V4% ROT 5
ZENTED,

K47 OT D DFER

W7 7 A4 "=?Shift_JIS?B? gXmDfYOLIOmBeozai3GP7pXxgUkuZXh|?="

W7 7 A V4

< ILHE] BE .
¥ Basebd F a— REEH (ZL8] RAEEHR ! exe

W7 7 A4 AV DIEREF .exe

T UNY OEMEOBBEDIEM CTh 5 Z L RO D M, HEOMEGIL, 7 70T 5 513
WicEeu, B b A —/LOERE L ELERBEOFRERE L, ZE LA —LVORS 7 7
ANDFN BINTZDE I D) IZOWTZEFICe TV U I TH0ENRDH D, £7o, R CEET
A=)V T RUAZAMMBBIDSEIANIEE SN A=, ZDOA—/)LT KL AR LT, NEND
EESINTCA—ARENT L EODMHERL THE & L0,

(d) EER

® Ay HXOHFTIX, 77 ANAIIINT AL bOXFa— K (HREE) 26554,
Baseb4 ExFIH L= a— RUEET 25 Z LIZ7> TV 5D, EDdT a— RLBLNVLE 7
Band D

& ERDOA—TYH, BOMHIEADEN T 7 A Vg ETIRFD exe THLZ7 7 A NV%
TSN TV HORHLDT, WEROEM L WET LRI, 2—FICHRT 2HFONE
N b

@ ELSTIE, A—NYP—RRTANAGNEY 7 " LItk - T, FTRRD 7 7 A VBTN
SNTA—NMTHBIZT 7y 7 SNOGEREZ TWDHTD, ZOROKBEFIEID 2
<72 o2H%
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FEYA NI, FEIT77ANVEEMRLE ETA— VRN T 2 —AbH 5, £
DAY, ZOSHHEERISHAT IR, FIT7 7 A VLS (rar X° zip R EDIERET 7 A4
IYDYERE 2 MR T 5 2 ENTED
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4.2.2. Firewall DAY IZELEMBODRDITA

WEHOIEED 5 5, Firewall TRAHEITE 52 E2H D% W ONITRT,

% 4-8 WEDEME Firewall DO Mo RD(FHTFHIMY

BEORBZ o0 2 F#»Y

HEREPI D> D AR~
DARIEZRBEIE

LV N AN ~ )L T =7 |Z R L7 PC 23, w7 A MEITHF R S TWRND
IR Ehi- PC [ D PC %\ ﬁbf@%%&f% E. G 1®fE%. Firewall O@Ew 75
DARIEREE 7= DBIE =T 9 BE4 5

o # 2-2 BLOK 2-2 128 2 WEBISE) O R RT3
AHITIE, AMEOREEIZEE L T Firewall & LTRSS Z & D%y [Juniper SSGJ ZHijfE &

L CaiAd %, o Firewall 2> CWAEAICIE, ~=aT7 VA2 SRT 5728 L CHEERARZ
TR,
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4221. fEABANSHEBNNDIEBTEEEZFHINVELE-OT S

< YT TITEYE LT PC 13, H§F A Z T A 72012 C&C H—_"~llE 2Ry, ~ Ly =T
R A P BB T OF Y u— RERAI DT D, Z ORI, B A
DIEB A AOT T 720, vV U =T IZEGE L7z PC xBTS, Web 7' o — "% f8 i L7
FRES~DBEZ v 7B 2 HiEzik <5,

(@) BRI ~E v 7IHE LRESIE

KEDIRY & BT 572D n JIHE 2K 4-9 18T,

®4-9 BHIIWELGZOJIER
I uZ7EHEONE

Action

EELEDY — VR E
KELERTER S DT D EBNLERGAENH D

EEXRT KL R

dst_port

(b) KEDEBD BT )

EHO BRSO HFIZkD EBY TH S,

@ Firewall = 723 B3EE 07 KL ADHBN TREELT R U ARSI ~D@(E Z it %

© EBCHBENLIE LR DI (Web 71 3 2 — R0 & — LA — %) 72 87 6 JEE I~
WEIERS (@S EFFA) 35

@ #1E4E4 (action 2% Deny F7-1% Reject) #BEBEDIEHI D AREMENH 5 L HIET 5

(c) Bxnpi

BBEOEMTH L8V RH 5L LTI S n 7oz X 4-4 (2777,
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2014-12-16T01:02:01.258399+09:00 192.168.xxX.xxX ns208-master:
NetScreen device_id=ns208-master
[Root]system-notification-00257(traffic): start_time="2014-12-16
00:11:15" duration=0 policy_id=36 service=http proto=6 src
zone=SHANAI dst zone=Untrust action=Deny sent=0 rcvd=0
src=192.168.100.xxX dst=23.23.XXX.XXX Src_port=58461 dst port=80

session_id=0

4-4 Juniper SSG MR %N

4-4 D b1t FA10 0357 T L 9512, 192.168.100.xxx D IP 7 KL A& ¥ ToH iz
PC 225, IP 7 KL AN 23.23.xxx.XXX @ 80 FEFAR—MIT 7 AL LI ELTWEIZENGM

Do

F4-10 O D OFER

wfgw /HHE e w7 DRNE

Firewall 8 U 2 —
TI7vavART—HFA
EEEY —v
MBI FOIHE

EETT LR 192. 168. 100. xxx
EEEXET FL A 23. 23 XXX. XXX
EEHLAR— b 80

Deny

Untrust

ZOMEOKEDIEM N oo A 1T, el L b@mEF A N—HRIIBITD 4R M—
V| DEMEETHEATWD Z LMD D, Mi% PC B~/ U 7RG L TWRWND, 324
PC 2VEFBICHEIE L CWAMOEE RN 200 il T 2 0B N 5, EETLT R L AN
BR—OEERT LAk L ClE L TR\, EEIRT FLAEE IO 7 7 D5
FETRERBEEZ L TWRWNR EDHRNPLETH D,

(d) 7=

Jiﬁ

Z TR FENERET 721X, Firewall DR Y 2 —0 — 2 DEFRMN., LB/
R o> iE f%ﬁJﬂé@éJHﬂEL<&ﬁé%ﬂﬂ\5;kw4/5“$y%”WhJé#MbbT
7% Y — RRBICHIR SN TND Z EBRHETH D

Web 7' o & U4 — "ML THEFE S LTV DN R v R U — 2 Tl ZOFETIIRE S
BATE RN, Web 71 3 2 — IS LTe v b U = 7S LTV 81 b R
MNTE720

<=7 IE, WES%A— k& LT 25(SMTP). 80 (HTTP). 443 (HTTPS). 8080 (Proxy)
%ﬁ%#é_&ﬂ§wt L INEOR— P EPLICHET S L v
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4222 BB AUMNINEEINT- PC BOFREGBEEZFHMNYELE-OF0H

~ TR LT PC 23, fodfifiss7e PC oMM O ¥ — NSk LT, YIS D720 DiE
B, RAEFROFFEREZRL L FHN LIZLIER OGN D, ZTOBOEEIL. EROFIH &3R5
TR TRAOND Z LB EL, v &0 T2 2 LK Ao HE 2 AR S 5, M
X hU—271Z Firewall 72 EB3FHAAENTWT, HBR/NROBE 721 233 5% EIC/2 > T
WAHEAICIE, BRIZE LIRS TH D,

ZOHEITIH, LU TITEG L PC DA ORI OIETS 72 PC oM OV — x4
HAFA LTV eWidfE 2 a 7 airic L v RO 3 HikErd,

(@) BREUI~&n /A LRETL

KRR Z RO 57 0IZ 48 en ZTHE 2% 4-11 (TR T,

®4-11 BRICLELZOJIER

o JIEE ONE

HEETD Y — U BRE
KEBIKAEDR D DT DERDLERIGENRDH S

o JIEH

dst zone

BERET FL A

(b) KEEDIEBFD R ST T5

dst_port

BEOIEBO BT HIIRDO LB TH D,

@ Firewall 1 7 nBIEEITLT B L AWHRRN TEELT B L 2D ~O@IE 2 i3

%
@ fHEShi-#EfE (action 2% Deny E7-1% Reject) ZHBOEH O AIREMNH 5D & HIET
%
(c) HrEIH

BBEOER S LT sz 7064 X 4-5 1277,



Y A N—BEADOI U IS D v 7 OIE & 534 715 1.1 i)t

2014-12-16T01:01:55.711749+09:00 192.168.xxX.xxX ns20x-master:
NetScreen device_ id=ns20x-master
[Root]system-notification-00257(traffic): start_time="2014-12-16
00:11:10" duration=0 policy_ id=38 service=- proto=17 src zone=SHANAI

dst zone=INTRA action=Deny sent=0 rcvd=0 src=192.168.100.xxx
dst=192.168.200.xxx src_port=2562 dst port=8089 session_id=0

4-5 Juniper SSG M O4 D45l

4 4-5 DB B F 4-12 DT K O RIGRZHAHID 2 LA TE,192.168.100.xxx D IP 7 R L
ANREND B THNT PC 226, 192.168.200.xxx ([ZHIV M ThH/- PC @ 8089 A — hiC
JEALLS ELTWEZ R0 5,

x4-12 O OHER

Firewall Y > —

Deny
T a VAT —HR
EETS—
SHANAI
X KTFOEE
EEL—
INTRA

X SIKGFEDEE

RIEET KL 192. 168. 200. xxx
RfESEA— 8089

ZOBITIE, SEYA N [C&C) DEFEE THATWD Z &b s, Hi% PC 23,
FHARP A & RIS AN IE 228 E 2 L TV W Z MR T 2 M D D,

(d) FEES
® Firewall DR Y 2 —X0 — 2 OF%E % IEMEICHE LTV & 6 E o0 & SF5 oA n
SMBIRNED . 2o JFHEFIETHRMT D 2 & AR
® HEANDE L AL FEIC Firewall Z3%ET 5 2 130 7< . REL TV T, 1728
LTWRWZ EDRZ, t7kn 7 28T 572012, Ao v FV—7 OGHE
RETVERD D
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423. Web 7OXH—/\OOYIZEBZEHODRDITA

WEEDEFHOREMO > B, Web 7o F o — oo 725 L TR L DA 4-13
Az e B

= 4-13 WEBOEME Web 70X H—0O5 M BDITH T FHHMY

o -.-

CONNECT * Y v K

CONNECT * Y v FZ&fEH L T, CONNECT * Y v N D@15 % 10

< 80, 443 LISADA ~ B.D. H
HRRAS & DEfE R A D 1%

— b~

FEHEF FH LASL D User
Agent IZ L 5#E(E

ANy MTEG L PC X C&C %

EHRICRAET D — N~ DEE & EHITITV., 1F B D H WESEY A N Z L ICEEHEE LR
HTTP &/5 WORMBLaYy he—LOZEE X, HEOEVEBELEE TS
A D
EHREAMT AT
% HTTP &fs
<L TSR L7 PC A MBS ~DOKRBEDT — ¥ EE %
KED HTTP @& C&C #— N7 v 7Fu— K4 A4 B.D.H Web7aXxsD7/ER207 M
R ~OIEIE B A D T 5

R 2-2 B LUK 2-2 (28T 2 WEBEEE DO FRITH G

AREITIE, N DO Web 7 o — L LTRIHENS Z L DLW Tsquid) ZREiHEE LTl
35, o Web 7k o h—RZflfio TN HGEICIE, ~=a2 7 VESRT L5728 L CEEH
HIEZTHRLY,
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4231, FELGEEE~OBEEHET SO 5

~ VTG L7Z PC X, Web 7 ¥ v — \EH T C&C ¥4 h~D@EERL~L YT
RETA O~V T REDF T rn— NERBd, ZOHETIE, SET A S—HE8IC
BT AIEHRE LTI SN EELIP T RLAR RAAL R EDOFEREMFA LT, v~ L 77
Y L7z PC 205 Web 7' ¥ o — AT 25, MBI ~OEEE RO HT HIEEZR RS,

(@) BRELT & u /A LRESIE
WEZOIRWN 2 B0 B 720 LEE 7 Web 7 o —_"ou JTEH 2% 4-14 [TR-7,

R 4-14 BUMILELOSIER

n 7 IHH u JIHE ONE

URL URL, #EHVA DO RAA

(b) HEBEDIRBID o1 T7

BREQRBORDOTHERDESYTHS,

O Web 7uaXx ¥ —n_"DT7 7 Aa 7, @EVAN—KWEICEETLERE L TRENT
WET RLAR (RAAL Y, T RALY) DEENTWEEAIC, TROEN S HET S

(c) HgEnf

WD L LTt sz m 7o 2[4 4-6 (27,

1424221299.090 452 127.0.0.1 TCP_MISS/200 74769 GET
http://apt.example.com/xxx/xxx/apt.zip -

DEFAULT_PARENT/113.xxx.xxx.xxx application/ zip-compressed

4-6 squid DFRENI

4-6 OFIN BT, £ 415 D L D 7efEREFAIED Z LN TE example.com D KA A VB3 E
FN5 URL IZIEEL CWZ ERg0n5,

K 4-15 0T D DHER

Tk Au IEHE TR S ONE
URL 7 KL X http://apt.example.com/x.x/xxx/apt.zip

SS w2V example.com
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ZOFEOBBEDIERN RO TGE61E, @EYAN—HED [FURY | [ A=),
[C&CI. £7-1% TEHIDFEIT) OBEPEICH L Z NS, YU PC R~/ =7 1T L
T2 %Y PC I EFEMICHEE L TV A O EELN /e EERET H2HLERDH 5,

g

(d) EEA

gl

® (UH—Xy F~DEEN, Web 71k o — A ZRlEd &b AlRE RS AT, AT
NS D REEN D D
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4232. CONNECT »*VwKT 80, 443 LISV R—hADEEZHET 00 0

<7/I/'727 WY L7z PC X, Web 7' a2 % o — BT C&C HA b ~DlfERL, v vy 7
B A RO~V =T R EOX T — Ra4T HBIZ CONNECT A Y v R&EMHT 5,
(D'é’ﬁ‘ﬂi VT ZTIIEY L7 PC 225 Web 7' 1 & U — N E R T 5 ks~ CONNECT
Ay REfEHLEBEE RO HT FiEEdrT,

(@) BRELT & u /A LRESIE
WEEDIEN A BT AT DIZ0E R Web 2 %% — "o JIEHE 2% 4-16 12577,
%= 4-16 BREIZBRELOSIER

URL URL, #fFEH A ForR— b

(b) KEEDIEBID R ST T5

KEOEBOROFHITRO LB TH D,

O Web ¥ —pnr 775, CONNECT # Y v Rafitt+ 2
@ PEEEAR— R, 80 7713 443 LIS OBAITHEDIEY L HET 5

(c) HEnf

WBEOER & LT SNz 7064 X 4-7 1R,

1423528142.737 0 192.168.xxXx.xxx TCP_DENIED/403 3641 CONNECT
192.168.xxx.xxx:8089 - NONE/- text/html

4-7 squid DRENHI

X 4-7 OIS, £ 417 O L) RIEREZFHHAID Z LR TE, 192.168.XXXXXX N E END
URL {Z CONNECT A Y v RTHEL TWE=Z ERH0 5,

38



B A N—BEADOI TR T 2 v 7 OFFH & T 5k 1.1 )
R 417 QT DIOFER

Tr7kAuJIEA TR SONE

BEEDOR—F 8089

ZOBBEDRIIN RO T2 GA R REY A N—EN T Y NY | [ R b=/ [C&C],
F20E THRDOFAT) OBFEICBEL TV Z NS, Yi% PC 75RO AE eIk
for LClfE LW, i PC SREDIXELE L BEZ L TW W e Ea i3 2 B
Db, £z, FELITHOVTH, WHOIS OEEIEHR R EICED . ED XD RFBMEOH A s

AL TR DB L,

(d) EEAR
® (UF—Xy b ~DEEN, Web 7 Fk i — "2l & bR LGaIiE, Bk

NS L RN H 5

WEIZIE Web 71 2 — 881 SMTP & L < 13 A AR — R EIT K 5 81E O FFIH

LIZLIER ST, BUERD RS> TETVD
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4233, IEEFFALSLD User Agent IZEBT7HIEREFHMET 205 94

~ NG L2 PC X, Web 7'm % 2 #— NI T C&C Hh— 0w LU 7 & E YAk
~NOBEEZRARD, vV T TIZELEETIE, MENTRHHL TS 77 0F L3Rk o7
UserAgent # R L C/Z T U RRITEINDZ EnH D, ZOFHTIE, vV =7 (EdL7- PC »
5 Web 71 % o — 2R3 24k~ DB FEFIH L7y UserAgent A il o 723813 & [ H
THEERRD,
(@) BT ~&w 7HA LHRETIE

WEBEDIE 2 WO 57 DIC B Web 7' a2 %— "o JIHH 23 4-18 (TR T,

%= 4-18 BREIZQHELOSIER

o JEHH o JIHE ORE
UserAgent UserAgent

squid DIZHEELTE Tl UserAgent DIEB [ ASNGEW, oTic e 7 28T 57291
T, WOBRENLETH D,

% 4-19 squid M O5 D FEH
File: /etc/squid/squid.conf @ 7 7 1 JLIZRDARZIBEE

logformat combined %>a %ui %un [%tl] “%rm %ru HTTP/%rv" %>Hs %<st
"Ww{Referer}>h" "%{User-Agent}>h" %Ss:%Sh
access_log /var/log/squid/access_combined.log combined

(b) BHEEDIEBFD B

WEDREMO BT HITRDO LB Th D,
O Web 7ux ¥ —n_"D7 7 A1 75, UserAgent i35,
@ AP TR LTV 5 LSO UserAgent DA 2 B ORI &M ET 5,

(c) Rt

BBEOE & LT anzn 7064 X 4-8 1R,

192.168.xxx.xxxX - - [12/Feb/2015:13:53:00 +0900] "POST
http://apt.example.com/control/apt.zip HTTP/1.1" 200 851 - "Wget/1.12
(linux-gnu)"™ TCP_MISS:DIRECT

4-8 squid DRENHI
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4-8 DI G, £ 4-20 D X D IR EREFAID Z ENTE, FAREANTIEMEH L722 Vv Wget @
UserAgent Tilifg L T\ =2 &R 0hnD,

& 4-20 O DDFER

T AuJIEAE TrkvRu S DORNE

“Wget/1 . 1 2 (Iinux-gnU)"

ZOBEEDIRBIN RO T255100E, MEY A N—BED T4 X h—/1), [C&CJ, F72IZ

THIDFEAT) OERMEICH D Z gD, ik PC 722 b REOEE I/ L Tilfs LT
W, il PC 2B RIBEO G RICHEE LW Wi EE R T 2 BN D D, Fi-,
EREEIZONTEH, WHOIS OXERIFER2 EICL D, EOX I RFMEDOH A MpEii& L Tk<
D F,

(d) HEE A

® (X —Xy h~DBEREN, Web 7 o —NERAET & b AlRERIGEITIE, RER
W ET DA ReEDR & 5

® N TRHHINTWE T ZUFLSDOT SV r—ay - 7a T L0V — /LD T
® UserAgent HHME L T MERNH DL, HlZIE, 7 v 77— MEREZEET 5 Java 25
MINIZEEND
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4234, THMIZRAET D HTTP BEZHETIO05 04

<NV TG L= PC 1%, C&C YA b ~Di(E 2 ATV, FEROEBfSGa ba—b
DZEHA B D, ZOETIE, ~ VU TG L= PC 226 Web 7' o — &8 L, #Hi%
SA~EHMNCRET 2BEEZ RO T HikERT,

(@) BET & B L EHIE
WEOIEWZ B 5700 rn JITEE 23K 4-21 1[TRT,

%= 4-21 BREIZBRELOSIER

URL URL, RAA

(b) BEDIEHED R 5
WEEDIEH O RO FIZTkDO LB) TH D,

Web 7m o4 — D7 7t 217G, URL &t ahitd 5

URL 7D RAA U &2HHT 2

ERORBATERGICT 7w AT 5 KA BlAIE, BEFA ME) 2BRETS
BRAAL L ~DHAZ DT 7 A A EHT D
BHACDE>TIHAEULEOT 7 2 AR TEY . 727 ¥ AOZSHERHIITE A4
W R AL WD DEETITB R OB & HIET 5

©® 00

(c) TEnfp

BBEOER S LT Sz 7064 X 4-9 1TRT,

1424227775.972 21 192.168.xxx.xxx TCP_MISS/200 553 POST
http://apt.example.com/blog/ - HIER_DIRECT/apt.example.com text/html
1424314175.972 21 192.168.xxx.xxx TCP_MISS/200 553 POST
http://apt.example.com/blog/ - HIER_DIRECT/apt.example.com text/html
1424486975.972 21 192.168.xxx.xxx TCP_MISS/200 553 POST
http://apt.example.com/blog/ - HIER_DIRECT/apt.example.com text/html

4-9 squid DR EHI
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X 4-9 OFING, £ 4-22 O LX) REREGARD Z LN TE, apt.example.com BNEEH 5
URL IZEHMINCT 7 A L TW=Z B350 5,

®4-22 0T DMDFRER

Tr7kRuJER TR SONE

1424227775.972

http://apt.example.com/blog/

FAA example.com

URL

ZOMDOKBEDRBD RO Te G813, mEY A N—KE8ED [C&C) F7ziL [HRIDIFAT)
DEFEIZH D Z L REEbILD, 2% PC 2> HIFBOAE e lCike L TlME L TRy, i PC
MBBEOREIE~EREEZ LTV W R EEERT D2 0ERD D, . EERICONTD,
WHOIS OX8kiE R EICEI D, EDOL D RFMEOY A M rEfiE L T DR LW,

(d) HEE A

A B =y h~OBEN, Web 7' 1% 2 — "ZRMET & b ARG AT, R
AT DA BEMED B %

C&C #— b LT, 7 a 7% A MERHWOLNIZHEITIE, RAAL T ETRL,
URL (£ 4-22 ® URL TRTHE) JEICEN TR ENH TILRT HMLERH D
D C&C H— % HT 5, HHELC&C H— L DBEEZREINITI REDHE
7T =V ak{To TS~V T (IR TE 20
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4235 EFEBNRETLIHTTP BEZHMHET 20004

<L TG L2 PC L, EHIAIICHEY KL Web 71 & o — % T C&C H— 30~ L
U7 RETA FDBEEZRRD, ZOETIE, v TIEGE L PC 2, EBFRRHESNMLE
S HE DN ERIET DX T OV TS, Web 7 o3 — & fRH L TiTH ., Miks~oiElE %z i
DT HEER RS,

(@) TREUT & w 7B LREHE
BEDIRYN 2 BT 2722687 Web 7' i & U8 — 3o m JIHH 2K 4-23 ([TR7T,

%= 4-23 BREIZBELOSIER

URL URL, RAA

(b) WEDEHO ST

BEEORBDORDT TR D LB TH D,

O Web 7axi¥— "7 rkrurnn, FEOEETOBER 7 2T 25

@ BEHXURLEMHE L. VAT LA T AETHRA SN TS YA b (Bl 21, Windows
T v 7T — NE) BRSNS

@ E{ES URL & LTHRIAD NN E DO H - A TR OIE & HEd 5

(c) HrHifl
WEOEN L LT En-n Z7of %X 4-10 125-7,

1424221299.090 21 192.168.xxx.xxx TCP_MISS/200 553 POST
http://apt.example.com/blog/ - HIER _DIRECT/aaa.bbb.xxx.xxx
text/html

4-10 squid IR0

BJ 4-10 OF LY | £ 4-24 D & 5 RIEREHAID Z L3 TE | example.com DA MR
IRBENREAELTND I ERNND,
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F 4-24 0T RIOFER

77 Axu JIEE TR SONE

1424221299.090

http://apt.example.com/blog/

example.com

URL

Z OBBEDOIRIR o0 72358 1L mE A N—KE,EN T U Y | [ A h—/1 ] [C&CJ
FoF THHOFET) OBEBETHEATHND Z EBRbILD, Hi% PC OREOXEEFELT R
L AR L CEfE LT ey, o PC 2 SRBEO R Ie~E1E 2 L TR Wnie & & Tl
RBIDLMBERD D, £, BELXICHOVTH, WHOIS DBRGIFER AR LIk, EnkH sk
DY A FZHHEL TEB DR LN,

ZOFEZEIDBMERNE LT, AT T UrAREDAH TRFERIC PC #{E% S0
M 2 BXEC/ED L, ZORMEICEAE LT 78228 L GRET 27 Ve —F 6%

2 OB,
(d) EEA
& (LA —Fy h~DHEEN, Web 711 %2 — REZREEFL & RERSE AL, AR
NNEST B AREMEN D D
o <Ny T7 TRFMAEICLDBIEDOAREMZHRT 5720, il & ZBELZ X EDOR
BrEWrET BRI, 2—PF~DEe TV v TEOPFENMETH D,
0 WMHESNDZZELEZMTHIZD, PC ODEA LY —FEELT, C&C —RELDEEL

BRI S 72TAT 5 ~ VU =T BMHET D
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4236. KEDHTTP BEEZHEEIT RO 0

<~ TG LT PC X Web 7' a2 % 28— 38T C&C A h°T v 7'm— KA b,
T 7 ANVRMBN TIE L2 RO 7 v 7 a— RERA D, ZOHITIE, Web 7'a % o — %%
B L CHBBAAOREY A MCKREOT —Z Z R ET 2178 (T 7 ANVDT v r— RE) 2712
T HiEE R ~5,

(@) BET & n VA LREHIE
WEOIEW 2 B 5700 rn JTEE 23K 4-25 1[TRT,

%= 4-25 BREIZHELOSIER

URL URL, #fFEYA For— b

(b) HBEDIRBID o1 T7

BBEDIEBI O BHOTHITRDO LB Th D,

O Web FaFxoth— 07 7820715, R—0OFERICKHT S, POST A Y v Rinbia
£V, CONNECT A Vv Fh#fET HlfE e 7y ov—r o 220+ 5

@ HHENTCBEr 7Dy —T7 L ADENENICOWT, BEINET — ¥ BEOAFEL R
45

@ WELET—¥BROARVBBMEE B2 - HA TR OER & HET 5

(c) foEnf

AR, 73, Squid DA, BEEE 0 JICEET AEEN WD, ZOFETEHAT
ERANAN

Z OREOBREOIRIEA ROD o T255121E, @EY A N—BB D [C&C) E7zid THHDIAT)
DEPEE THEHATND Z EMREEDILD, MUi% PC 2RO (G LIk L CEfs LT
P, > PC »HRIBEDEERICEEE L TR0 AR T M ERH D, £, 55
FEIZOWTH, WHOIS ODBRERIFIMR LY, ED LI RFBMEDOY A Frziid L Tl < 0N
Fuy,
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It

YCAAN

A B —Fy h~DEEMN, Web 712 F T — " ZREAWET LG AGERGEAICIE., R
AT DA BEMED B 5

~ N7 TRLFIHFIZL 2EEOEELZ YR 5720, il S -EBE 2 KB OE
BREWET DRIC, %Y PC o= —HIC, v VIS NG, HERFME D &ICE
TV TENRVLETH D,

ZOFEEHAT I, BEES e ZICREE STV RITIER B 720 A3, Squid 1%
DX RBEREEZ H > T (FARLELCT 774 7 v ARSI Z OEEEZ RO b D
BdH D)
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4.3. DNSH—/\, B —/0O5DoH

4.31. DNSH—/\OOT DH#

X v v ath—"OEEEZFFODNS —"or ZIZiE, @ETAAN—KED [FIU Y] 2[4
YA M=), [C&CI, THMIDEIT] OKEBE TCHBEOERNGIREIND, vV T T HET A b
NDOT T EA (£ 22BLOK 2212805 [B) ) R, v/LYETTICL5 C&C —"~Da—/b
Ny 7 (F22EBXOX2-212817% ICY, DI, TG KO THI ) OEEIZ DNS — 32K A R4 D
R AT ST 7 = ) DEER S AL TW D ATREMED B D, 7272 L, DNS H—or 7Zi%, EH7% PC
MOHDKRA NGDIRRZATST2 7 ) b EENDL R EWRBENTLELIND DT, EOHF ) HIEHS
ZROTHTORR#ETH S, Web 7' 1 24— 3% Firewall 72 Efhd v 7 OpHiERN L, (A
FHHHEZR VAT Z E N TENIE, DNS — "D u Z OGN aliEIc 72 5,

728, DNS h— D7V Ou 7 T 5729121E, DNS —ATr =V Z2u ZICH T 5%
EEHMNTEMEND D, IROFE 4-26 X, bind9 [ZBITEHEDOH TH D, (ZDOFITIL, file T
BELLE77AMca 72 5L, 77 AN A XN AGB 227254, 10 HETrsa—7
—TarETILIICHELTND)

% 4-26 bind9 OO DEEEHI
File: /etc/named.conf D7 7 A JLIZRODNAE LB

logging {
channel "queries_log" {
file "/var/log/queries.log" versions 10 size 1g;
severity info;
print-time yes;
2

category queries { " queries_log"; };

DNS #— 3 pu 7 % Firewall ® 1 7 L A G Todr LBz K 4-11 12T, ZORITiE,
Firewall ® 7 7 @3 #H1i2 X V. 192.168.100.xxx @ IP 7 KL ANRE Y BTH = PC 5
23.23.xxx.Xxx ~Di#E78 Firewall TG IN/-FELN LD 0 . DNS h— 0 7O kv,
MHEPCRT Z/EALLDY L L= Web A FDARARNZEED HTZ EBRTE,
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(Firewall ®O%)
2014-12-16T01:01:55.711749+09:00 192.168.xxX.xxX ns20x-master: NetScreen

device_id=ns20x-master [Root]system-notification-00257(traffic):
start_time="2014-12-16 00:11:10" duration=0 policy_id=38 service=- proto=17
src zone=SHANAI dst zone=INTRA action=Allow sent=100 rcvd=100
Src=192.168.100.xxx dst=23.23.XXX.XXX Src_port=2562 dst_port=22 session_id=0

(DNS H—/ o %)
16-Dec-2014 01:03:55 client 192.168.100.xxx #47197: query: apt.example.com IN

A + (192.168.1.xxx)

4-11 Firewall & DNS H—/\ORJ OEEEHHE DY
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43.2. FREY—/\0OOT D9

BEY A N—BIZB T 5 THEEE) . THROFEIT] 0BT, ~ VU7 RN7 7 A L4
— BT 7B AT HEERR, EIV Y TOHNTU EOMERERZ EERA DB, SBIiE— " ~D Y
JIXARNBRAEL, v ZICREHEIND, ZUIE2-2BL0X 220 [F] 24T 5, @Bk —
Or 7zt WRREOR 7RI DL 720, MOFETHIZEREZ AVT, FAEIREZKDIA
MR H H, AEHITIHE, HBENEREE CRGE— N L THOW LN TS Z E D%y TActive
Directory] #fite& L Citd 5,

FAEY— "o FERIRT 572012, AP —SOBEERY O —OfRE T, IROEHEZHHIZL
TW5 (OS2 L » TidwiEe Efﬁ%&@ofwé BbHD) WERDD, ZORELHNT
% Z &, Active Directory ® 773, Windows O A X2 fhr 7 & L CitdkS L5,

> Thourbusgtr
< BERIRREOMER OB A
< Kerberos F&GE— B A DA

> unrsAtr,/urs4t7
> vl F DR
> Fotha sty sl F T ARy FOEER
> Bpgklan U4 O

ik\%ﬁ%~ﬂ®m7Aﬁ TN T, EHATHHT 2 RAAL OBEHET B 7 S OWEIN
TXTCEBY, &7k FAERENIEE - BHINTWAZENEETH D,

FREY — "D v JPHE TIE, B OFBFEER TIIHAE L2V K 9 RF8REA XY M Eft, HDH 0
m\%ﬁ%?ﬁ?y%ﬁ%@¢5M£4A/h%%&bthf S [AR R (e ANV N (TR ZAPS
THZELIZEY @EY A N—WBOEMN RSO0 AN H D, Z 2Tk, FRCEENLERDY
DIZHONWT, 2 Dl Z =T,

(1) B ORFEER TITHAE LRV K D RRFEA N F O

Active Directory ® v 7'|Zi%, Windows ®A X~ ID N5 INTW5, F 4-27 [Zit# S
7oA X2 N ID VX, W OFRREER & 1372 5 Rk 7o BEER 72 £ % Active Directory 735 17 HR
STl ERL TV,
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% 4-27 Active Directory M;FE T REAARULID —&

Current Potential Event Summary

Windows Criticality

Event ID

4618 High BEHRMEDEFX I TAARU/INE—2

4649 High JITLAMEMAEHINFELT .

4719 High RTLEBERI—DEBRINFEL,

4765 High SID OEBEET7HIOURZEMENFEL,

4766 High SID DEREEZT7HOUMIEBNTEELEATLIS,

4794 High TaALYR) H—EXRBRE—FZEERELLIEL
FL1=,

4897 High TR D EEMNBERIIGZEO>TULET,

4964 High BRI IL—TIE . HLhnasAvUIcE YL TOHR
TWLWET,

5124 High OCSP LRRUHA— H—ERXDEFa1UTAKE
MEHEINFEL,

1102 Medium to AR hOYEZE

High

&#:. v A 7 v Y7 hEoO LR — K"Best Practices for Securing Active Directory" 7> & O #(*6)

ZOPFBEOREER., ZnNHDOA X FRHIUL, A NX—F NV F =— 2 FT LD C&C DELfED A]
BEMENIRSSND T, FMARENNELEZ NS, EX 2 )T AR A —7 CICHET
5L EHELET S,

BEET T MZESE LA X2 FOFRAE

Active Directory ® 2 728\ T, KD K 9 RFHFEA N> M EfH T 5,

o EHHET UL FORFEERZEZFITLIZPC (IP 7 FLR) 23MEES
o FHEOHIVYTERER LT v v FMEES

o FFED PC »LRBFEERA X b OBEENEMIZELT S

o FRE®D PC NG RFIZE S OFBFEERA N FBFET D

ZOREDFRR, A X PPREM LWL THIUL, A "=F L F =TT /LD C&C D

BPEDAIREMEDN R R SN D12, FFMRHENKNE LB bND, X2 VT 4N H =L
(ZHRRT 2 2 L 2 HER T 5,
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5. F&H

A N B A S T AR Y . BORICRUAS < FE T3 A LD EOREF AR LT S
ZENRZNEEDILTW D, FHEMBAKBRICKT < ETOMMIX. A TG % Hinle W BEE D
BEOFEFIC, HBENOER S AT LCEREENT 7B 2SI o Thob, £i-, EL
DAARRIE, REFESLHRET R EEND TR FUAPHT ORI B IR > TETWD, F/ho
M T, BX 2 U 7 0 O E I ERAEZRE TE TOWRWEAE B Z N, KAETIE, F
WEF = VT A IC OV THERMN IR E F I 72720 T %ﬁVX?A®E%%EéﬂTV5
Trzll, PLTHRVEBETEHEY A N—HBELZIT TV L RECKTN TN EZL 720, 1§
W AT LD TR DO 1 T &GS ﬁ#é%ﬁmﬁﬁ&k%zﬁ%mnbtoWE#4A~&£
(2 K D HRE ORI M) T 7o AR IS B 1T DIEEI O —B) & iV Th B,

USSR ﬁ%ﬁ@%ﬁvx?Amﬁﬁ’%m%mfwé:yﬁ~*ykﬁ¥%ﬁﬁwtm\ﬁﬁf
ruren oI bENE T D, AETOBMBIX, X 2-1 O X5 2k E b oM EH®
VAT AEFHEE LTEMIMTWADT, EBlcu Vit s T 45545121, /XTJA%EJ&O)W@%
WIS D12 D DFEAREZ W& T2, £, 2 R—3 0 MIHEBEZEN H 55 ITITIAREIC
FEPN TRV ES LI E 2D RS B 5, mEY A N—HBEOFOIL, E%J:J:?b L
TV ZERTREND D, ZIELIEKBOFOICKIET 2 L 91, HEROENZ o014
FEEREEL T 2 E B ENTEZR b7, JPCERT/ICC e Ehnigfiandstx=V 7 1 H)
MEHRIC BRI HEZBL TV T 5 L9 BEWT AU TH L, SHIZIE, £9 LEAIRS
NIERITINZ T, BESA NR—KWEBOLEA 7 7 IZHTLEHROEDEALTNDE T L—LAT
— 7 ~DOZMHBEID LIz,
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R A A — TR B B R o0 36 \\\\

BEFAN—HREENZES, $TRTOFOMERNMEE S SISO TIERL, #
DKL TR SND TR HD7 <20 KRS [/ CEROMMICIT HEOF O L EBEA 7 T (C&C
Y= NRY VT T REY A ~, vy T2 E) ZHWEHER LI LTS, €O LS
AT, WEORY A T LT R o LB O F 0 2 @E YA N—BBOFHR (FiT,
PRI A — L0, W SN A by FAS V| VT EREGOREOFORE
DIEWN D, FTREZRIR Y EMBICEE S S ERER b0, LI, THBREFER) Lvwo, ) &
LTHAT D & tOMBNKELRET DI, WREY SO OMRERTTT DBROSEHHR
ELTRIEMRBEL 5, 29 LITEREADIERIUT, fRE LT, ARKBEFODOHMm%E
D THEBEHFMD 3 A+ & BT MR EWFFTE 5,

KBERIEHEO T L —LT—F

HONUDBINHBETEY . WBEREZ LG T L2007 L —2 U= BRF TN TS, &@E
A N—FEDOIRWR & b LWV 2 A L A VS —/fkiT, CAUCBE 4 2 ORGSR & M L,
ZDOTVL—LU =7 BT 5, 7L —LA T =7 ONTHEREN, RSN KBRERE DN (<L
U LT 78 & OEEWE O, MEOFF L OFELIER EE2FE) Lz BT, HEICSE LTS
BT 4 — Ko 745, ROK A X, JPCERT/ICC DIEHRILFED 7 L—LU—2 %A A—

L2t DOTHAD,
/ OJ7mE-> RE>HE->EM \
hﬁ( “\
L‘7 | mmmEORE ; JPCERT [®(®°|

-”\;?mﬁﬁnﬁmﬁ%%)_j T84 55 B 4

e (R ER)

Kﬂ (e { - /

ffC

XA WEEFOILFEO T L—LT—2  (f])

\\ffﬂwmcmﬁwémDmﬁ@ﬁmmowfﬁwE%%ﬁ%ﬁ@%&mowfjM%ﬁﬁbjr//
R ED,
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6. fF&k

(1) P A N—IEFRIEE A =77 47 (J-CSIP) 2014 £ {FEHL AR — b
https://www.ipa.go.jp/about/press/20150527 .html

(2) LOCKHEED MATIN Cyber Kill Chain
http://www.lockheedmartin.com/us/what-we-do/information-technology/cyber-security/cyber-kill-
chain.html

(3) Mandiant APT1
http://intelreport. mandiant.com/Mandiant_APT1_Report.pdf

(4) TRk 23 FEEBENFEBICEK T D1ER Y AT 20 v ZHIE - BHEOLE Y JF ORGSR D H
& NISC
http://www.nisc.go.jp/inquiry/pdf/llog_shutoku.pdf

(5) [lPayment Card Industry (PCl) & — %t %= VU7 ¢ ¥4 v3.0] PCIDSS
https://www.pcisecuritystandards.org/documents/PCl_DSS_v3_JA-JP.pdf

(6) Best Practices for Securing Active Directory
Appendix L: Events to Monitor
https://technet.microsoft.com/en-us/library/dn487446.aspx

(7) JPCERT/CC BEHiZmifFmDgfic >\

https://www.jpcert.or.jp/wwinfo/

4.2 BLREIZRT Postfix, squid, bind @ r 7 IICET 5 ERNIZ OV TiX, JPCERT/CC
DORETHR LI —FITHY, T XTON—=a VTCOBEEZRIET 2D TIEH Y WA,

FICBE L THA LW/ A2 JPCERT/CC 1. BBV E T, EESOMIEIC
PATOHAE, &, b LIV A= s~=a2T7 VA2, +0RT A b
D E, BRELTLZEN,
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