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PEE . 2 < ORIFEEEP AR Z T DRE OBEEZ B EICAND T2DI2, A /3—
OPSEC Gt 7 7 & A HilHEERE & BIFE T~ D BRITITZ < OMERER L M1 2 BE R & D,
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RETHD, 52FTHRL, ZOFEIITZL OMMZ L > THEEZ L EZ2 bND, £ 1
DLEBY . FEH TR — N ORKGHIRIL 20 FREOREMICOTE 5720, 2—FIIFTE
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° http://csrp.inl.gov/Documents/Defense%20in%20Depth%20Strategies.pdf
10 http://www.gtiservices.org/security/ AGA12Draft3r6.pdf

1 http://www.msisac.org/scada/
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12 https://forms.us-cert.gov/report/

B http://www.nerc.com/~filez/standards/Cyber-Security-Permanent.html
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Migration Path
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>

] ///

Technical Security Controls ©
System Controls Determine Risk
Trusted Recovery

- )

/o -
/ ‘(“» )
£ "\ j
\_ | /
\\(\.‘.hfnge Managemégtﬁ_xgx

“~Accountability
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Reporting
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Operator Visualization & Navigation

Diagnostics & Repair Trending
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X1 X2V T EBRICEB LIV AT ASA 79 A 7 VAN

Reporting

Reporting Capability

Operator Management

DESIGN st
Scalability Ar—Z 0T ¢
Architecture T —%TF 7 F ¥
(Rtolr_nr;_L:_rllcatlons 1
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MF T T NDOEGENT DL TREIC S SEAIIC L I X MRNESH, AL —F T
YUST VEBREORRNBEX 2 U T A ITEEMICRDGANEZ N ENRFRESN TN D,
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Y http://www.msisac.org/scada/
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> http://csrp.inl.gov/
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WX HEEIL, &V DT KRB TERNRERIZHBVTIEL, OPSEC 7’1 27T ADRIIT
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RARTHD, VeEva B, DFD, @ERNN—Ta D77 —L TRV 7 Ry
TTINA VA MV SITDRIEZ RO Z & 1T IR CTREN DO X 2 7 A AR
LHZEOFERTEIEDLDOTH D,

HlfE S AT LBREE CHEIME S D FIREMED & 2 EFITIT RO L 5 IC S £ &N
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5. B35k

DHS Control Systems Security Program http://www.us-cert.gov/control_systems/, October 2006

Instrumentation, Systems, and Automation Society http://www.isa.org/community/SP99, November 2006

National Association of Regulatory Utility Commissioners http://www.naruc.org/, November 2006

North American Electric Reliability Council (NERC) http://www.nerc.com/, November 2006

Electric Power Research Institute http://www.epri.com/, November 2006

AGA-12: Cryptographic Protection of SCADA Communications General Recommendations
http://www.aga.org/NR/rdonlyres/B797B50B-616B-46 A4-9EQOF-5DC877563A0F/0/0603AGAREPORT12.P
DF, March 2006

Sandia National Labs Center for SCADA Security
http://www.sandia.gov/scada/history.htm, November 2006

21 Steps to Improve Cyber Security of SCADA
Networks http://www.oe.netl.doe.gov/docs/prepare/21stepsbooklet.pdf, January 2007

Common Vulnerabilities in Critical Infrastructure Control
Systems http://www.oe.netl.doe.gov/docs/prepare/vulnerabilities.pdf, January 2007

Process Control Systems Forum (PCSF) http://www.us-cert.gov/control_systems/icsjwg/index.html

TSWG SCADA Security Website http://www.tswg.gov/, November 2006
NIST PCSRF http://www.isd.mel.nist.gov/projects/processcontrol/, November 2006

Infragard http://www.infragard.net/, November 2006

Information System Security Association http://www.issa.org/, November 2006

Partnership for Critical Infrastructure Security http://www.pcis.org/, November 2006

Information Systems Audit and Control Association http://www.isaca.org/, November 2006

Presidential Directive on Critical Infrastructure: ldentification, Prioritization, and Protection
HSPD-7 http://www.dhs.gov/xabout/laws/gc_1214597989952.shtm, November 2006

Executive Order 13231: Critical Infrastructure
Protection http://www.fas.org/irp/offdocs/eo/eo0-13231.htm, November 2006

Presidential Decision Directive 63: Critical Infrastructure
Protection http://www.fas.org/irp/offdocs/pdd-63.htm, November 2006

The National Strategy to Secure Cyberspace
http://www.dhs.gov/files/publications/editorial_0329.shtm, November 2006

The National Strategy for the Physical Protection of Critical Infrastructures and Key Assets
http://www.dhs.gov/files/publications/publication_0017.shtm, November 2006
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