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FIFE FLoI

DAIWZART—LICKB KRSV TUME, CRETIZEROBEELOLIER X1 T LOEE
HEBEEASH. LHL, 2004 £ 4 A D Sasser T—LEZREIZ, KEBELVAINR-T—LDOBEEFTHRESNT
WL, BE— DS, FREMZ R EZE S5 L1= 2005 £ 8 AD Zotob 121+ TH S,

— AT T4 VT FRICEDEBNEBEORES, RIAMIITIZKDTHIUMERDF A RESN
BEIEZTIVD, 512, 2006 F(ZIF. RETHEE (Targeted Trojan) IZ& DEAFHEBI R E N DR ADRAHVER
BEINfz, COLIBERIT, RybRIbEFILELIZ FUF =T FVREDRRAOBIAINERICH I LD EL
HNTVD, EITHBIT LTz Zotob b, RYRYNEBEST HRYMNEFIN DD THDIEL, COELLEREMIC
ME-OTLVS,

BABVTRYRRYIEB SN B ELIITHE21=DIE, 2004 F£D 7 BIZ. KEDR/SLA—LAREESNT-E
HhEsMFElEofz, COBHTIE, AL DH TR (A—FB)BRBYTHo1=1-2& Fl=. A—ILDEET
TRLUADNMRESIN TN IEND, KEDIT—A— LIV ISP DA—)LY—/\[TEbh, REGEFEN T,
NEDA—)LIE BHE~BFOV—XIP FRLANSEEIN TSI ELHE  EERDE=FHMREFIATHR/
LEFBALMNRIEZHERETHoI=1=8(Z TELECOM ISACJapan WEHEZE T o=, iRybF vk (Zombie
Cluster DFEMNBHLMIAEY  R/NLDEETELTHAEN ST TIFAC, DDoS WELAIRETHH & B
FBBELRDOILLEN MY SETIZEVWKRZFLERICTEALTVASIEN I H>TES,

COERZEIBELMNEREILETTHIELEBHELT, AL 16 F£EIZ JPCERT/CC., TELECOM ISAC Japan GiR
YRR DIABREToESH RYRRYME, DAL RPOT—LENST-BITREERFTVKEDEEARER
ICELGDBRTHAEDN DI > TE, DFEY. T—LPOIVAMILRIE. TATSLEENTHIETHECERE
FAIL. REETITENTEDD . RvbRyhE, AR EICE>TEEDFBZT57-0. FENBEILT
BET T EEDRIIV T TREDEBEBZTIENTAETHY . SoIZ. Rk v EFIALTRYNO B S
DEFHETICENTEDIRDNKRELELSTVS,

LOLEAS, RYbRYEDBRIZDOVTIE, BEODKRBEZ DAL LMLV ELHY, BERELTRYLRY
FOREDEBFIZEDO>TLE>TLND, KRF2AVMTIE, RYPRYMIDNWTOEEE, E2<LDOHIZEH-THS
STEEFEMELT, IRYMRYMOERGELAA 1. RIS YMEE D TRy BREOER IO
THRNT 5.
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F2E RyubrvrOERMLLHE (FAERS)

2.1 RybRyh&lE

RybRYbEE RYNEFENDZ VAL AD—ENERT DRV T—IDRM T, HE~HBEDOHRET
BREN D, RUPRIME EBEDVAILZARPT—LEFELY  HERDER(AZ K)FE =& MASTER EFEIEN 5 AR
DTRIZEY, DDoS HEOR /N LA—ILDREE LN SESFHEFHETS,

RYrRYrDZLIFE IRC AN X LEFESTHRIYNTI—IEHER T 5. IRC AN=XLEFIAT 5K vbE IRCHRY
k. IRC Ry THER T R VbR YLZE IRC RYRRYREIESR (R 1), B8, IRC AH=XLD#IZ, P2P (Pear to
Pear [ 2)%°> Web DA ZFIAT 2RYMFET 578, HlHO F il &7 SHH—/31% C&C(Command and
Control)&7z[& C&C H—/\(Command and Control Server) EIE R EAEX TETLNVS,
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IRC RYrRYME,IRC ANZXLNREEINTVDERD Y —/N\E—DDIRC VAT LELTHATIIEENH
%, (A 3),

COEIGHERELOTIHE | KRBRGRYMRULO#FF - BEENBZITHHENYTEL, =209 —/1\HYELE
L5 ETH, RUMDM DY —/ICHEEHETISETRYM R OMEEE M T 22N TED L1245,

]
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HERDER

K 3 B D CC H—N\EFEALE-BEHDOHER

Ry DBREMETERT S1=6. C&QC H—/ D FFL X% TTL(Time To Live) TDNS H—/\Z& 895
BELHD, CDIHFE. C&C Y—/N\IZHENRKELIZIEETEH.DNS —/ DIV —FEEHZ BT LIZKRY.,
C&C H—/N\EBZITHD Y —NZPYBEZDENHES,
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2.2 RybRyrEBDTILITT DEL

RUMZIE, DDoS BEEHAE, R/ LIXIEHAE. HMUNEMAE. BEMAELLE | BB DHEAEREINTIVS,
D= RYMIRNALIITTHY ., T—LTHY., NIRRT THAEEICENTES, Ry HLD R/ A
DITRT—LEWNSZINIIT (BEDVAIVAR) ERGDRIT, AR DHAETEGL, SSETITHAALZES
BRI —VEERT DR H5H. EVEDDYRLILTH=HDIT. RILIITER 1 DRI, HH
B IEHtb 2 D TR EROBERICE T HTILIITHAEFET H. RYLOBEITOVWTIE, IFETRTS

LOWREBE-REIFHLIEHT D,

=1 IMIILR(TILYTT)DHEE

B || EEDIAILR FALDORER B 7—L SRR
EQ A—ILOAT 4T EFES EITETHENEREL TS LDMEEE WEB#HEIZT7IERT S
o l*é TREZETD BLNED FEoTHYRI—HIMDRE || C&TRRTS
U2 || Ash07svar T || RTI7ILOREERE || 295
55 || 29210 FAEDT I v i
%’ THREETS
g || BRI INVHRT RINL9TT DDoS Zombie
1E B EE, LEUEEE SNEMSDBRIEEEZIZ FIREANERLELENE DDOSKEH1TIT=5HD.
U % 115 IR EEEEFEOTOS S #T5H DT, [HFRESEB J—K
F¥ || pILLEBRLER LD IS T3,
3 || L
Lo
% (Ba%h: A FR%EL) By —2 IRV T—Y RybkRyk
-] BITEEFLSELE INVIRTHEREZR DO A DDoS ZombielZR 51 % (YUEHSRA)
U < 1)) IR E TSN SER K51 FYRT—IERL ZHD/—RERE AT
H ?; DDOS#REFH DA Bryko—4 B -EEHLIREN DD LEICEBTESEHH
2 LAY, BIE#(FES || Sobig FaE NTWBETIL =F2L0
|| BULEE. CopTIY
F || 24wy SPEARZAvI VY REHVALR EEA— LS
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2. 3 RybkRybRybDgE
HEMR YR TH S Agobot(Bl% Phatbot/Gaobot) ERRHTLI=EC S, B s D& SHMEENTES N TNHTE
B4 AAoT=, 1245 . Agobot [& Windows 7214 Tl Linux £ THBIET B EARERSN TN (R 2),
ISR ROLHEEERHAT 5.

Y—ZDFE ZEE-IESE FYE=7499 - R
BOT ARl —% IRC FUoFIAIL A% ER
WN="3UTy7 HRE HWEFrRIL FINYD IV E

simsE | | sewms |

(  | Windows |
DBOT D =i

| mmE | | mzEm || xg |
i, T AL W38t IR DDOS
M5 @IEHETF TybHEFDOF A BHE
E-Mail, 7% & rE— 1)L ADFIH SPAM3% H

5 Agobot DX TRAIITIEERE

£ 2 Agobot TENMERIIEHA ESNDE TSR TIH—L

Debian 3.0 2.4.20-3-k6 libc6 / gcc version 3.3.1 20030728

(Debian prerelease)

Slackware 9.0 2420 libc6 / gcc version 3.2.2

FreeBSD 4.8 libc6 / gcc version 3.3.1 20030728

(Debian prerelease) / compiled in

debian
SuSe 8.1 2.4.21 libc6 / gcc version 3.2
Windows 2000 Server English SP4 Visual Studio 6.0 SP5
Windows 2000 Server English SP3 Visual Studio 6.0 SP5
Windows 2000 Pro English SP4 Visual Studio 6.0 SP5
Windows 2000 Pro English SP3 Visual Studio 6.0 SP5

Windows 2000 Pro German SP1 Visual Studio 6.0 SP5
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Windows 2003 Server English SPO Visual Studio 6.0 SP5
Windows 2003 Server English SP1 Visual Studio 6.0 SP5
Windows XP Pro English SPO Visual Studio 6.0 SP5
Windows XP Home Polish SP1 Visual Studio 6.0 SP5

2.3. 1 2T+ RAiHE
RYrRYEDY—RO—F(E, /23—y ETREIZHREL TS,
Agobot [&, V—RI—RZIF T BARRBELTRELTEY . RO BMEZHIETES GUITAT S LLA
EINTLM=, 8. Gaobot MY—AI—NR[E GPL &7%E> TV,
Fr.RVCBREEHTEODOMLEHEAELRAEINTEY . FEDAIIV T TRYLCD ANB AN EETHD
ZEhbhh ol

2.3. 2 HIEAE
FIEAEELTIXIRC ZRIAT HIEMN—RRHIFZA, NRAT—RIZEDF v RILDREC, BEILSSDIZELHE
EDREMBELRESA TN,
Fh=, RERHIC PP ZFo1BEFRNERESNTNSIEN L, SRIT PP ZERGBEERKELTHATS
AIREMEA DB, P2P IZBATLIZIGE . RV RV RN LVE LG RANBESh TN S,

2.3.3 B
RYMIIE ARG ECHERENRAEIN TS, LM REMEELZUTIZEN T 5,
(1) PoF oI Rt %
RYMETUF VARV IDFEFZRET 5, RybE. FUFOMILRAYIEOTAOERY AN EHS>TEY.
DYRNMIEFEFNDTOERERDITHE. ZOTOEREEIKRT 5,
ST, YRTLD hosts T7AIVITHL T, FUFIA AR EDTRLREIL—F /N FRLR(127.00.1)%T
EZFRAUTLICEY . FUFVANARUENEE T DV ACADT I EREBREL., 3= T7 (VO EHZE
LTS,
TOERYRACE EUVTRLRYRME AT FHURBEEEFE>TEICEH A TOSEDEEZOND,

(2) IRE—2yFUT K- a— B %R

O—REHEETEHET,. RUE—T4vIIU T DEERS, UPX(the Ultimate Packer for eXecutables : 3
TRIBED7AIIVEREMET VIV REEFESH#FIELRAESA TS,

RUE—=T4991F, SUF LITERB SN A REFE>TETIFMIIVERSILT HHET. VEDDEFTI7FAN
PEHD/IRE—2FH D10, =V F T I & DBRENE#LLES,

HHbE, RITO7AIERITAIREAEFE TER T HEM T, PIEYNRE—2yF T L DBRE AL
%o

EREORYMNEL ChoDFEMBPHEAEHINTNSIEELEL BITRYNMIEFNAIXFIEZRYETEITT
HREZFEMSHMN>TLES,
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(3) TAvH - RBIRER K
Agobot [, T/\wH EFEF=IE VMware EDRES AT L ETERITESN TSI LERE T HHEEAHY ., ThE
BRHELGS. BHEEFELLEZY. BPBEZEETIEDOLHD,

2.3. 4 fHHRINEE
RUMEBITHEETS T TEA FABHERONEETS RROLLOEUTIZANT 5.

(1) 7hHUrEninsE
RYME, SRATLOBEERABNSTAVUIOTRLR, TAF IbF—DUREE1TS, LLTFIZ Gaobot AMURET S
ThIUNEDRRELEHT 5,

AOL DT HHIUk

FTP 7 hok

PAYPAL ADT7 7t X

E-Mail 7FL X

IRC BIEDANL—HHER

Windows D FAS J k¥ —

EEY—LDOTOT IR E—

(2) EHBLY—N\EDINE

Gaobot 1%, B LT= PC DFST71rvIZEREL. ROXFIEELBENTONIZIP TRLRAZIRET 5,
OpenSSL/0.9.6
Serv-U FTP Server

OpenSSH_2

2.3.5 BEEH
Agobot [ZIFEH D BREEEENAREIN TSN RYbDBEEIL—HIB B ORBEEHEEICRESNSHITTIE
(AW
(1) TBHEEFALIRE
MS Blast ZEE DRy T —0 T —LERRIC, MESEMEEZRALLREEITS,
(2) Windows D HHAEEFIA L=
Windows D HH#REZ > TREIEEZTI,
MESEERES. RAG/NAT—FEF AT 5,
Q) BT hYU A ERI AL
Windows %> SQL H— /TR LT, MESBHET AV UMK HFEREF1TI,
(4) A NREDNYIRTEF AL L
Bagle > Mydoom B"RAE T 5/ \wIF7EFIRALTREET S,
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2.3. 6 IEHEAE
ARk OREREELL T, DDoS WELR/SLRIEERY LIT5,

(1) DDos K%
RybRyr%{E 1= DDoS WEIFHE N THY. BHTENTH S,
Mark Handley MEETIE MEDEER VT —IREICEV T, HEEREORIIRIYFTEED YA
%19 % DDoS WMEEHINESEHEMNTELHEL TS,
Agobot [F, #HH D DDoS MEFHENREINTHY, F-. TEDKBLEMT S ELBHTH D,

(2) R/RL3EIE(Proxy HHE)
RybRybZEH =R/ NLDEIEE. IRC #RALI=OY VR TIEGEL RYbO Proxy #EEZF > TERITSN D,
ANLDZEEIZZHDORYNEFRALIES . SO P PRLAMNDA—LAEESNDIZEIZHY P HE=YD
RINLEEBEDVELTHIEN KD, ZDF=H . IP FTRLRABHTZY D A—)LEERITE DR/ LR R E EE
TEHENTED,

2. 4 RybrvbOFRADENTS
RubRvb D SHTBEEEST, FUH—F TIURESRRBTHOATNSENVDATNS (B o), BIKHE
EHIE. RETHRNT 5,

Phishing M . .
#wWebHY Ak

WLAF 5
UNEfEoT. B
RybryrAD
RCF =/ SPAMADT
274 e
B

WarezH 1§
FEEYAE
FrH— $R{TORE
e ® DUk h—F
A—=o23vID

Hohoh

B e RYRURETUE—TSIUREDHRR
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(1) RILAFORYERYRDLU AL
RYPRYEMNR/IRLDFEHICFASN TS, 269 LH HERDER HEEL TS DT TIEAEL R/INLEESE
2L T RYbRYMIFAB T 2 RYEDBLHLETSSETIREZB TS,
BHRIYPRIMIEDR/ISLDEEL, IRC AH=X LAEE D C&C #AETIEAK. /Ryk% OPEN Proxy &L TH
AY%.

(2) DDoS BEIZL5EHE
Rk % fiorz DDoS KB L, BAMBEEHTEAL AABNDIIILY TORME BIEANTEETHS.
ZD1=8.DDoS B AL HNTEHZTLLTEEEITL., ZBITGLLVMES (L DDoS HEIZKYE—FvbDH—E
RERIESEDEVNSTEfTTHOI TS EL DR TLNS,

() MaFH—/ \EHDUILE
RYPRYNTIE, BB DR/ LZEH A DDoS BN FEREITHDHENZ LA, TLAR/IRLH T ELTOIEIRIR
KEFBAPOHETFEEEZIOND,
BEIRNEEFB DV EDELT, BN —2a0 TRET 5 —/\ICET DIEHREREKET D, HRELDF—/N
[F. EIZUNX RO RATLHNZ,
COEREF AL, B EE DY —/\HY, C&C ¥ —/\, Phishing ¥ A b, Warez? A M2 EELTRIBENZHD
EEZLBND,

4) HLOYMI—FBEZDIE
KBFELGZRIRAV T ELTRYCRYREFIAT HIET. REDTHVUMER (VLD VMA—FEE. RITOE
&R, A —2023>0 ID. S RAT LT AV PA—ILTRLRERGT HIENTES,
NSDBEBOFERITAISFIASNSGE, TAVUMEREZEN- AICIZERMWGTHEENREET S,
BE. NoDFERENEL-EN LT LLEEFFRITAZITODT TG COERERTT HETNEE
/BTLBHEELZLELDRATLS,

(5) RybDEFE-T—LD))—R
J— LOIEGERE L. DD T — LBICKEEEESH5, Witty T—LEEBERT—LDOHIZE, Ryk®
YhEFIALTHMBER A ThAE VDD EODEET B

2.5 KRR YE
TS BORIMEEL, V—RA—F OHIRRBENBHCAF TEHIEN D, [EERRICEENFES
%.

! Mark Handley, University College London: “Dos—resistant Internet Subgroup Report”
http://www.thecii.org/dos—resistant/ meeting—1/cii-dos—summary.pdf

2 Warez : BRI E DEELRY TFDEKR

% The Honynet Project & Research Alliance, “Know your Enemy: Tracking botnets”

http://www.honeynet.org/papers/bots/
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ZZTIl&. "Honynet Project “Know your Enemy: Tracking Botnets”® THUY L IF 5N TLVB R RAIEARYRZDLY
T. SEORAEBETHLMNIESI-F D HEEIREHT S,

(1) Agobot/Phatbot/Gaobot
LKL SNT=R YT, Windows & Linux TEIMEL . RO EEIHERIN TS, V—RI—KRI[E CHTERHS
N.GPLAEEINTWS, —AT. UTORBEETLRFF1AVH D,

1. do not ever tell anyone about this site and group.

2. do not ever leak any shit to any person outside of group.

3. any exe's that you compiled from this source code is for your use only.

4. exe's should be kept to yourself.

5. if you have friend who wanting to give you bots. give them your other bot like sdbot.

6. I may add more rules here.

results of not following those rules:
being wonked for life from us.

your sites will be reformatted.

LUk o0%IZENIE, Agobot ICEET HRADBEFENHoT=DIL 2002 FD 11 ATHA, Thh b 3 FH
FRBL-IRWEDIRRIL, Agobot [F”Phatbot” EFE[EN D ES(ZHY . BN EEEHHELTLNS,

VIR FRARBEVSERICEVNT, A0 2—Ryb ETAFARELRY—RXO—FZLLE LI5S | Agobot [F1ithD
BELBELTRLEBINO—T oI ESh TV ENZHT255,

A28—2vbk EIZESFRELTLS Agobot DY —RO—RIE, C BXU C+ ZRALT 2 BITIREDRBEN S
INTLVS, ZOY—RI—RIZENIE, Agobot LI T DHEEF R DI ENHIFETES,

) IRC Z{E AL =dn S 15 1EH AL

2 BROMTBEE B AR AR

3) %47 DoS ML

@ RYE—Tv P I OUIZ &8 T b EE

(5) kT — BB A

(6) & PC Ao D HRMINEM AL

M F—0H—HeE

(8) BETRTSLBERVCHEEERICKD) B CIHRHEE
9) [GLFIASNTLS T /A HIZ K BT OBAEEE

f AN ART—ER—=R (FLURT 10K £4) WORM_ AGOBOT.A
http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=WORM%5FAGOBOT%2EA&VSect=T
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NODEWEEFES 12— ILARICE - TRESKTNE =0, BHOOR G ITHEEZ BT 22 ELAIEETH S,
Ffz. Windows KU Linux DEELIZHETHERIAR RO —T 429 DRI TS LWL EF- TS,

(2) sDBot
BHERGRYNT, F(LURIA/O# DD EETIL, 2005 4 3 BIRTET. 257 BEOEFENHHLEINTILVS,
Y—RXO—RI[E, C TEMTEY., ©ITY. GPL #HFRAL TS,

FLoRRAo04tDBFICENIE. 2003 £0 7 BIZ SDBot [ITAILRAELTHORAIDEENITHNIA TS,
SDBot & Agobot LIE R EBHIIZ, EHEICERTAEYELTLED . SPFBICELDERNIFBEL TS, 14—
Fyb L TRDFHIEDTES SDBot MY—RIA—KIE, C FFEICL>TRRBSNI=H T H 2000 ITOTAT S L
TLAVELY, Y—RI—FI(E GPL DHETAFINTEY  BEAEELLTIRC [CLEmTIRIEMEELZIRETHD
HIZEEEOTIVD, 1=72L. SDBot DY —RA—FIZFZANDEFFRIZEZTHY. 5D, Agobot RIFDH
BEF IR T D00/ F LA 2—RYMIBVTREL TV D, SO &34/ S F DFBMNHR AL AR 173K
IMEOWLRYMRYMEEDILREERIET Ao TLH I EFRRICHEL,

(3) RBot
LR A0 DERIZENIE, 2004 £0 4 BIZ RBot I/ ILRELTORIDBHFMNITHNTINGS, V—
AO—FHARELTVARYMELTIEERICHELD BRTRLSVEEGHBA LRI /0#ICFELNT
L %3%[6],
A28 —2yb LIZHRBELTLVS RBot DV—RI—RERHLTHDE, LT OEEN R TRNT=,
(1 Windows FIZHFIELTLNS

2 ERICZDMBEEBRLEICFATEIENTE MO TR SEZEINA TS
(3) Web H—/345 FTP H—/\ G E DHEREL FTEEL TS

BFRROVRELTIE, RBott [TREELT- PC IS/ U RAM—ILENT=T7 A LY TR ERBICHIA T A EEN R E
INTLNDETHSD, Zhld. eDonkey, KaZaA, LimeWire LNz EBHI7 ALKV IO Ty TO—RAT+
IVZIZRBot NE D BEREHETHELTEREINS, bHEICHENTE, IT7MILKIBY TN L HEEFRDTR
HEHAHRNTNDSHRT, CORILHEN, LARALTVARYMIEESN TOSRIFEERLTENT
H53,

(4) GT-Bots
KAVEL—ETYIITAVIZEDE, GT-Bot DRADIAIIRAEEXKIL 1998 D 4 ATHB, Chld, ChET
BALEFTRLBELEDEENMITONTLBAEDRYNTHDZEIZH D, BIEAIZ GT [E(Global Threat: 215}

S DAINNAT—EAR—X (FLURT /YO X &%) WORM_SDBOT.GEN
http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=WORM%5FSDBOT%2EGEN&VSect=T

8 JAINART—ER—X (LU RTAY0%kH £4t) WORM_RBOT.A
http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=WORM%5FRBOT%2EA&VSect=T
¥ALE1—R T I AV eTrust Spyware Encyclopedia GTBot
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HEZR) D TH D, GT-Bot [F HideWindow OS5 LZEFFAL .. Windows FAD mIRC Y547 UM ERET ST
ETIRC IZE DM S IEIEMEEE RSB TV, GT-Bot (&, SESELKETOSSLERIBT B/ 05—V
FOz7ELTRHEATHILET. LY BDHREZEEIELHIENTES,

(5) SpyBot
FLURRAo0tDBRICENIE. 2003 F£D 6 AIZ SpyBot (LT ILAELTHRYIDBEZITHNI TS,
Agobot LU SDBot M &3, SpyBot TG PIEICZLDEENREL TS . CCTHREDRRELT=,
A=y ETRDIFHIEDTES SpyBot DY —RI—KIE. C EHEBIT&->TERib SNz 3000 TDTAY S
L T#H 5, SpyBot M IRC IZ LB E S HEIEMEEE(L SDBot DFEEH TH D, COIL(E. iFEE#EDTI DU
531% SDBot ERI—THDZLIZEEE THD. LM LAEH S, SpyBot (& Agobot [EEDERMEELHFLAHLETED
¥, F 1= SDBot [FETRBHIZHEBENL RN T O I-EE R B=5750,

(6) Kaiten/Q8Bot
UNIX/Linux T DR YR, RYRREKIZVDEDDTF7AIIZIEHTEY  wget REZEF-TY—RI—KZEAHO—
KL, aVIRAILTBENRSIZTES,

(7) Perl Bots
Perl Z#E>f=RyhbHERIN TS,
UNIX/Linux . perl #{F>1z7 T r— a3 (AWSTATS E)DHfi 5L R AL TREE T HHEEIZHAShTNS
CENHERENTIVD,

http://www3.ca.com/securityadvisor/pest/pest.aspx?id=453073312
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FEIE RurhvrHEOH

RYMIEBRRMULGERHENONENT B

A=Y DIRFTE Y A b (google.cojp) LY, bot/zombie/Ryk/VVEZEXF—T—RELTRERETo12EIA,
66 HDEEFEN R DA o1z,

REOHHER 3 IC. CBOMEER 4 ITRET 5. 4B KR 3 [CEVTEXDREISOVTIE, #iIRRLE=LD
EIENEETERELTWS,

= 3 RO of=ARybRybDEEEDH

2002 £ | 2003 &£ | 2004 £ | 2005 4
18 1 1
2 A 1 1
3AH 1 3
48 2
5A8 5 3
6 B 5 1
7R 1 6
8 A 1 3 7
98 4 3
108 1 6
1A 1 3 2 2
128 1 1
=] 2 6 25 33
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& 4+ RYbRUMEEOHE

2002/9/24 | T4 )L AD AL 1% R LTz Slapper T—L
http://www.itmedia.co jp/news/0209/24/ne00_slapper.html
P2P 1y —D% MY % Slapper T— LD BEEIREAH) 7000 & THEITb EL>F=, 2. COKIBT—LIK
YAN—ERELTHEALERRTHEMRD

2002/10/7 | 2002/10/7 Slapper DIEEE#HKETHI AL RIEET=H
http://www.itmedia.co jp/news/0210/07/ne00_mighty.html
Slapper 7 —LDHEEADLCEDL 4 DFERENTEY, SRIBEATIKEFBEN TS, 30&3. SSL DS
HERKT—LRTE—VZBE- | LiEESh TV S
DevNull TI&lKaiten |EFFIENBE NI\ F LT Y—VERAT B, NEFEST 1V 5 —FUbFrub
LOHEFrRIERHALTREY—/N\ET—LEENRIET H5——L& Symantec DEF2)TAT7—FTUhH,
Elias Levy K(XEBALTLVS,

2003/1/9 2003/1/9 Sobig.a and the Spam You Received Today
(Sobig.a EBE=-M45 B Z(TE>TLVS Spam)
http://www.lurhg.com/sobig.html
This is the sordid tale of how a lone computer virus opened the door for millions of spam emails every day
worldwide. In order for the reader to understand how this happened, this paper will explain some concepts in spam,
viruses and backdoors. Viruses sometimes leave backdoors, also known as “trojans” on systems they infect; this
is nothing new. The idea is to give the virus writer control over a large quantity of infected computers, establishing
a virtual army of computers to do his or her bidding. The author of the virus discussed in this paper had a different
idea: using a virus as the delivery mechanism, install anonymous proxy servers on thousands of computers
worldwide. Instead of seeking to control the hosts, the virus author merely intended to establish a network of relay
points through which they could direct their own connections, concealing their true origin wherever they went on
the Internet. Whether or not the author intended it for the purpose of spam, this proxy network has been co—opted
by spammers who use it to constantly flood the Internet with a variety of unsolicited commercial email while hiding
from potential retribution.

2003/8/15 Microsoft.com falls to DOS attack
(Microsoft.com /% DOS TZ1L)
http://www.computerworld.com/securitytopics/security/holes/story/0,10801,84074,00.htm|?from=story_picks
The company is working with law enforcement officials looking into the attack

2003/8/21 | 2 SobigF VAL ADHERETBEREDAREN

http://internet.watch.impress.co.jp/cda/news/2003/08/21/203.html
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18 HZAIZRRINFH LV DAL AT Sobig F I ERIZELEELH TS, VMILAXMEESHOE
MessagelLabs &AL 7 M Kaspersky (&, 12 SobigF BNEREICEWTBEREDIMILATHDERDT-,

2003/11/4 WorldPay floored by malicious attack
(WorldPay 74 yoTCEINS)
http://www.theregister.co.uk/2003/11/04/worldpay_floored_by_malicious_attack/
WorldPay — the Royal Bank of Scotland’s Internet payment outfit — appears to have been floored by a malicious
attack.

2003/11/5 | WorldPay fights 'massive, orchestrated’ attack
(WorldPay KIFIEMN DB ELES)
http://www.theregister.co.uk/2003/11/05/worldpay_fights_massive_orchestrated_attack/
WorldPay, the Royal Bank of Scotland’s Internet payment transaction outfit, is continuing to fight a sustained
Internet attack which has left its services mostly unavailable for a second day.

2003/11/11 | WorldPay recovers from massive attack
(WorldPay M KIRIBELHEMNSEIR)
http://www.theregister.co.uk/2003/11/11/worldpay_recovers_from_massive_attack/
Analysis WorldPay's systems are back running normally this week following the most serious and sustained
Internet attack on a UK business to date.

2003/12/9 Mafia recruiting spammers, crackers, AV chief warns
(RIATIRINR— 59 Hh—F)JIL—hLTWBE FUFIAINARUE W EE
http://www.theregister.co.uk/2003/12/09/mafia_recruiting_spammers_crackers_av/
Spammers, beware — organised criminals are positioning themselves to take a slice of your business.
Virus writing — once the sole province of hooligans — has edged itself into the arena of organised crime with viruses
like Sobig—F that are capable of setting up a spam—sending proxy network.

2004/2/22 Trojans as spam robots: the evidence
(RAALORYFELTEFL TV S O DR E D)
http://www.theregister.co.uk/2004/02/22/trojans_as_spam_robots/
German magazine c't says it has evidence that virus writers are selling the IP addresses of PCs infected with
Trojans to spammers. Spammers use these infected systems to unlawfully distribute commercial email messages,
without the knowledge of their owners.

2004/3/21 Phatbot primed to steal your credit card details

(Phatbot &, HHT=DIL I Yh—FDFMEEA R TERBIEEHETLD)
http://www.theregister.co.uk/2004/03/21/phatbot_primed_to_steal_your/
A Trojan horse—type computer virus called Phatbot can steal credit card numbers and launch denial of service

attacks on Web sites.

The new virus made its debut on the Internet on Friday (18 March), clogging bandwidth, stealing personal data and
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initiating denial of service attacks.

2004/4/30 | The illicit trade in compromised PCs
(BRZL71= PC M:BEGEE])
http://www.theregister.co.uk/2004/04/30/spam biz/
Investigators are piecing together the complex relationships between the virus writers, middlemen and criminal
gangs held largely responsible for the growth of spam in recent months.

2004/5/11 | Agobot {ERIBEELF /Y TRIEIND
http://japan.cnet.com/news/sec/story/0,2000050480,20065907,00.htm
Microsoft I& 10 B CKERME) . AV E1—2ITBALTENURTLER SIS T OS5 L Agobot IZ1ERLL
AUE—FYb EITIESENESNEBE FI YRR LIZCEZRDT=,

2004/5/11 | kAL DAKRET Agobot ITERL D B EEE RiF
http://www.itmedia.co jp/news/articles/0405/11/news010.html
ERENS L OADARETOY S LIAgobot | &MPhatbot IEERLTI=EL T, KA YDEEA 21 i D BERH
Ltzo BIIBRERO TSN, BRYUBICENIL, Sasser T—LERBRTEIZ 18 MO VENRBINI-E
HEIFEBERIZEND,

2004/5/12 | Phatbot 7—LEEDREAY, Y UE PC DEEIERS
http://www.cyberpolice.go jp/international/europe_russian/20040515 000619 htm
Phatbot arrest throws open trade in zombie PCs
http://www.theregister.co.uk/2004/05/12/phatbot_zombie_trade
Phatbot 7—/s& Agobot T —LZEMERILI-BE T, RAVERD/N—TFT - JaLTUNLIMICEOEZDHBHN
BRSNCEICKY, VOEQVE 22O/ DARBER DD —LAIZREEL. HEENSOHH CTHEETIAY
E1—2)0EZTERE | DEBAMNBESH o1z, Netsky T — Lk Y IE— A TILALLY, Phatbot, MyDoom KUt
Bagle DXL VAR, BELF-OVE1—2ZBRS-OITEREIN TS, CRHD VAL RITREELIzaVE
1—3E RINLDOPREBLL T, RIEDBY—ERATRERBO-HIFIASNDS, Ff=, BRELOVE2—
A% AT HET, REH(E IP(nternet Protoco ) 7 KL AD TSI AN & BBh % EEE T 5 EMNAIEEET
%o VAR, T—LOEEIT—REMIZ, BRELFZAVEL—2D RV T—IZEEEILTLVS, Blaster 7—LbiAf
VE—F b CREBIZIRS>T- 2003 E£DOEIZ(E, 10,000 & DREFEIE1—2H 500 KILTHESNTHY. Abusive
Hosts Blocking TRV T VMDD TR a—h—VKICKDHE. RAEDMIKT, BOCHEFD 2 fFITE>TLVDEL
S, Ffz BREAVEA—2DOFRERICIE. ZDUVIEIT10 VIS,

2004/5/12 | Phatbot arrest throws open trade in zombie PCs

(Phatbot {EREEESND)

http://www.theregister.co.uk/2004/05/12/phatbot_zombie_trade/

The arrest of the suspected author of the Phatbot Trojan could lead to valuable clues about the illicit trade in
zombie PCs. The arrest of the alleged Phatbot perp was overshadowed by the unmasking of the admitted Sasser

author, Sven Jaschan. But the Phatbot case may shed the mostlight into the dark recesses of the computer
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underground.

2004/05/15 | FAVEER, Agobot fERLBEEE TN
http://www.itmedia.co jp/enterprise/0405/15/epi01.html
FOADAKRENAgobot JZERLTI=EL TRV DERICRFHSNT= 21 MO BA S5 A 14 BFRKESI =, LHEITK
ML, Agobot BT HEEIFRIELRGH .

2004/6/15 Update: Akamai blames 'global DNS attack’ for disruptions
(Akamai DT )LIE, [LEEFE D DNS WA RE £IF5)
http://www.computerworld.com/developmenttopics/websitemgmt/story/0,10801,93837,00.htmI?from=homeheads
Update: Akamai blames 'global DNS attack’ for disruptions
But a Web performance monitoring firm said it has no evidence of a wider attack

2004/6/15 | A—bF—#:REICEWNTI v VTR EMEERE
http://www.cyberpolice.go jp/international /north_america/20040617_190553.html
Gartner: Phishing on the rise in U.S.
http://news.com.com/Gartner:+Phishing+on+the+rise+in+U.S./2100-7349_3-5234155.html
A—bF—H1HOHLWAERRICEDE REIZBTRBFEEEP. TV VT RBICLHWENFLAEICHE
MLTWAEDIETH D, BEFAEAENGERE(CHoI-LDEHIE. EFP 198 BAITELTEY. T1v¥
DU, BHEREE 24 BRIV HEE-ASYDOEYIZ 1200 FLICES, RO 5 BOmEICENIE,
5700 HDHBEN T4 o T HBDBEFA—INERTROTWSENIETHD, DT FIRNTHLTE
NEZKIE A=Y FILAVE1—ED 3 BT BRF—OH—DLIBRNRAI 7T O TWSHEH
BLTVS, RITIEIRF OFERISHLTILE NG EBREEELOTNEA, T4 VTR PXF—OA—%FA
LI=KEISHLTRERESNT S FREFLAHE TGN, F70v o THERIT. 70510 OEEH LF
AT BANRERRDBEHELTND, CORIBHEIZHAL ., SRITEBEDOBERERILT 5=, KYRANKG
HERRFA AT LNBELEENTNS,

2004/6/16 | Akamai Attack Highlights Threat From Bot Networks
(Akamai ~NOBE (L, RybrybDBEEALAIZLT)
http://news.netcraft.com/archives/2004/06/16/akamai_attack_highlights_threat_from_bot_networks.html
Akamai Attack Highlights Threat From Bot Networks ~ Security
Have hacker—controlled “botnets” grown mighty enough to disrupt even Akamai’s content distribution network and
its 15,000 servers? Until yesterday, the notion seemed far—fetched. But Akamai today offered more details on a
distributed denial of service attack by a large network of “zombie” machines that bogged down its DNS system for
several hours.

2004/6/16 | Akamai now says it was targeted by DDoS attack

(Akamai h¥ DDoS 7RV Y DEA—T I TH-ZLERH D)
http://www.computerworld.com/printthis/2004/0,4814,93862,00.html

Akamai now says it was targeted by DDoS attack

It had earlier blamed a larger, global attack for yesterday’s outage
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News Story by Jaikumar Vijayan

2004/06/17

'Y UE PC 25N 1z |—FHY 4. DNS Y4 —/3~ D DDoS E%RH S
http://japan.cnet.com/news/sec/story/0,2000050480,20069290,00.htm

438, Google ¥ Yahoo HE D EE VT H A DT VL AREEIREEIZHA> Tz, ZDEREE LA 5Tz DNS H—/3A
DWE(E, TRybRyb—2FY, VUERBICLERER/AYVIAVEEHFE - Dot 1o 2—Ryb-A
275705 @) Akamai Technologies A% 16 B CREIR) ICBAS ML=,

2004/7/28

DDoSers attack DoubleClick
(DoubleClick A% DDoS %2 (+5)
http://www.theregister.co.uk/2004/07/28/ddosers_attack_doubleclick/

Internet ads firm DoubleClick was the victim of a distributed denial of service attack yesterday.

A flood of malicious traffic from a network of zombie machines reduced DoubleClick’s ability to serve ads over the
Web, affecting many of its high—profile customers. Services have now been restored to normal. But at the height of
the assault yesterday afternoon (UK time) the availability of Web pages featuring ads served by DoubleClick was

severely reduced.

2004/8/26

FBI busts alleged DDoS Mafia

(FBI DDoS ¥ 747 % iR$#)

http://www.securityfocus.com/news/9411

A Massachusetts businessman allegedly paid members of the computer underground to launch organized, crippling
distributed denial of service (DDoS) attacks against three of his competitors, in what federal officials are calling

the first criminal case to arise from a DDoS—for—hire scheme.

2004/8/31

U.S. Defense, Senate Computers are Zombie Spammers
(Ef#E . EROavE1r—42—FV o ER/<—)

http://news.netcraft.com/archives/2004/08/31/us_defense_senate_computers_are_zombie_spammers.html

U.S. Defense, Senate Computers are Zombie Spammers Security

When the U.S. Justice Department stepped up its investigation of cybercrime, it found spam originating from an
unexpected source: hundreds of powerful computers at the Department of Defense and the U.S. Senate. The
machines were “zombies” that had been compromised by hackers and integrated into bot networks that can be

remotely controlled to send spam or launch distributed denial of service attacks.

2004/8/30

Hackers hijack federal computers
(INYA—DKEBBFDIAVE 1 —2FFHED)

http://www.usatoday.com/tech/news/computersecurity/2004-08-30—-cyber—crime_x.htm

Hundreds of powerful computers at the Defense Department and U.S. Senate were hijacked by hackers who used

them to send spam e—mail, federal authorities say.
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2004/9/7 IRC Botnet Found and Shutdown
(RCARYRYMEFERL, rvbd oY)
http://isc.sans.org/diary.php?date=2004-09-07
We received a report this morning from the Telenor Security Operations Center(SOC) of an IRC botnet. The
network contained over 10000 clients. The server has now been shutdown. If you have network traffic logs, you
may want to check for connections from your hosts/network to the IRC server —— it was listening on IP
203.81.40.172 tcp port 10009
2004/9/9 Telenor takes down 'massive’ botnet
(Telenor ARG AR YRR ESvIRT )
http://www.theregister.co.uk/2004/09/09/telenor_botnet_dismantled/
A network of more than 10,000 zombie PCs has been dismantled after security staff at Norwegian telco Telenor
located and shutdown its controlling server.
2004/9/8 Going price for network of zombie PCs: $2,000-$3,000
(V2E PC ORyET—Y DO itk (%, $2,000-$3,000)
http://www.usatoday.com/tech/news/computersecurity/2004-09-08-zombieprice_x.htm
Going price for network of zombie PCs: $2,000-$3,000
By Byron Acohido and Jon Swartz, USA TODAY
In the calculus of Internet crime, two of the most sought—after commodities are zombie PCs and valid e—mail
addresses.
2004/9/20 | Rise of the Botnets
(RybrybDiEimn)
http://www.theregister.co.uk/2004/09/20/rise_of the_botnets/
The first half of 2004 saw a huge increase in zombie PCs. Also called bots, their average numbers monitored by
security firm Symantec rose between January and June from under 2,000 to more than 30,000 per day — peaking at
75,000 on one day.
2004/11/17 | TRUMKRBOEITLFMEBHY 1T AVRAE
http://japan.cnet.com/news/sec/story/0,2000050480,20075857,00.htm
VeriSign NRERLIZRFTDABRE(CEDE. F UMV KBOERICILFEABANST—ANTNETUL
[TEZTLSELD,
VeriSign [ X EBFR 16 BIZFE R LT=lnternet Security Intelligence Briefing] ELV3 2 A MLDLR—RDIEMN T,
BECHBIEESN T L —THERCRBE AR 57— AN EMLTW D &R R T,
VeriSign D/NA RTLO T2k Mark Griffiths [2&d & JRFRAIA. REM PC DBREERS AL THEZEMLH
FHHEEHEATNDENS.
EEOREN., FHOW=ToME, EHEERELIHENBMDILFT AN EE D=1 (Griffiths)
2004/11/25 | EFART V=T 24w 2T O BHILIZEE
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http://japan.cnet.com/news/media/story/0,2000047715,20076383,00.htm
T R ET—H245 4 )L—TF (Anti-Phishing Working Group : APWG) IZ& b &, AU SAUFERILS AN, &
EHFEOILAREEST-Y IRV TY—ILORYERIIERE T4y 0T TADBEMEZEDHTLNDELS,

2004/12/21

Botnet used to boost online gaming scores

(FoZA0 T — LOR/REZRS=OITRYM RV EFIA)
http://www.theregister.co.uk/2004/12/21/randex_botnet_fun_and_games/

Exclusive Teenagers convicted last week of setting up a huge network of compromised Windows PCs used it to

gain an unfair advantage in online gaming — not to send spam.

2005/1/24 | Fx> T LY A% DDoS HMEMSLHSH—E X
http://hotwired.goo.ne jp/news/business/story/20050126102.html
A4 -F T ILIE, W OEEFOBEDI—7 YT BBITAIER— /=R L OB R-1-C&TIE
B DEY—RRBIICRZ oD, Yo TN T —LERDOBETEIKYN— O T4—JIL—T#IZES
EAUTA XY TIVERD 2004 EDFELITHE TIOERILEBR 2LV, BLT 350D EM
PIKEH 1700 DX YT I B A REBEL TS, o, ATM2 - FroTILIE, [FEAEZDBRH O RILH
WERTEH I —REDORENBENAHZENTESY . BHOZERICITHFFOBN-/\wh—FERT
BT DEBRENDEN D, YIEDEEE-LIEBERIN-EEIIDOETNIEHESENERLLIHENS
LYo

2005/2/14 | 14-year—old 'downed Microsoft homepage for four hours’
(14 BT 9aYITEDHR—LR—SEABREELSES)
http://software.silicon.com/malware/0,3800003100,39127841,00.htm
A teenage virus writer has been sentenced to three years’ probation for committing a denial-of-service attack on
Microsoft's homepage.

2005/3/14 | Zombie PCs being sent to steal Ids
(JUE PC A BATZID DEEFIELDHD)
http://news.com.com/Zombie+PCs+being+sent+to+steal+IDs/2100-7349 3-5616202.html
Bot nets, collections of compromised computers controlled by a single person or group, have become more
pervasive and increasingly focused on identity theft and installing spyware, according to a Honeynet Project
report.

2005/03/15 | V2 E PC AMENEREET I--XBILT HR VbR MNIELE

http://japan.cnet.com/news/sec/story/0,2000050480,20081328,00.htm

Honeynet Project D#f&5 kD&, HEDEA LT IL—TIXEEEZE DL, EhlbShiza Ea—2D&S
ETHDHRYRRYID, SHIZBNEHERLTEY . LALBEAEBRDBEEOR /LI TT7 DAV AR—)LIZfEDH
NBTEMEZ TS ELS,
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2005/3/16

Bot nets use Windows for wicked work

(FRybrybhy, Windows ZEBITD=HIZER)
http://news.com.com/Bot+nets+use+Windows+for+wicked+work/2100-7349_3-5620592.html

Despite Microsoft’s renewed focus on security, recent research shows that computers running Windows XP and

2000 form the bulk of bot nets.

2005/5/23

Feds to fight the zombies

(FBIAY UE LHES)

http://news.com.com/Feds+to+fight+the+zombies/2010-1071_3-5715633.html

Remote—controlled “zombie” networks operated by bottom—feeding spammers have become a serious problem

that requires more industry action, the Federal Trade Commission is expected to announce on Tuesday.

2005/05/26

DAIAREYELI VE PC—THAN—HEDEMICELILEMR
http://japan.cnet.com/news/sec/story/0,2000050480,20083909,00.htm

VAN AREDEFMARIZEDE, TAILAEESIEMelissal®TBlaster 1D & 57t R A L AFRITERED
SENESITL TS EWNS, HAEMBITLENIE, YOERYRT—IDEE IRFTEVSHESOFRHHE SRR
[CERZTELGLLES=0T,

2005/5/26

Homeland Security flunks cybersecurity prep test

(Homeland Security WA/ A—tFX 1) T T ACDEFITTEE)
http://news.com.com/Homeland+Security+flunks+cybersecurity+prep+test/2100-7348_3-5722227 .html

The U.S. Department of Homeland Security has failed to live up to its cybersecurity responsibilities and may be

“unprepared” for emergencies, federal auditors said in a scathing report released Thursday.

2005/06/03

Bagle |7 —LHHE 8 D RKEICVAMIILAT REFENER
http://japan.cnet.com/news/sec/story/0,2000050480,20084127,00.htm

MEEZEZ(TTLAS PC [T HT—7ybETHIRLTLS, DLVERICIE. BERICEAS L TLWSIRFEE PR/
LEED, FolbN 1= PC1 BIZDEN 5 LU MRS TLV=CENFIBIL TLVS 1 (Thomas)

2005/7/6

2005 £ 5 AN T4y VT HE, 226%EMTHAEREL. K BMAE
http://nikkeibp.jp/wcs/leaf/CID/onair/jp/comp/384379

X IBM [FKE R 6 A 30 B,2005 5 5 AICHIT5RybT—9- X aT DBRICOVTHAEL-BERERE
Ltzo FNICEDELRIT T4y VT HEN 226%EML, S F 1 ADOE—S% LREoT=,

T T HENEMLTWSERIT RKEDFERA—IILOREEICAVSNEI KRRy DR TINSTZD,
RUrEIXE=ZFD/NNYIVEEBRTHIELETBEMELBELTOTSLTRYMBEBL TSR Y MR
ZELTWD)TI U THEAENT=RIF I —0F R YRRy EES,

2005/7/11

Report: Computer hijacking on the rise,
(QArvExi—42—FE->BYNDEE)

http://news.com.com/Report+Computer+hijacking+on+the+rise/2100-7349_3-5783646.html
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Personal computers that play unwitting host to “zombie” code are proliferating at a startling pace, according to a

new report.

2005/7/12

PC #F-MAI Ry 1705 S LN EE—McAfee AT
http://www.itmedia.co.jp/survey/articles/0507/12/news084.html

McAfee MERAEIZ kML, 2004 55 2 MEHAIKJUE PCIEEAFH TRy A KIBIZEMLIZEWLS,
TXYTAREDK McAfee (7 A 11 B, 2005 F5 2 MFHAD FEFLIEEFENGNTOTSLICKLER
IZBAd At E Rz LIz, ZAIE McAfee O AVERT (Anti-virus and Vulnerability Emergency Response Team) A%
EELI-ABRE T, ZENLNVTOY S LD L 2005 F£5 1 MEEINSE 2 MEHITHFT 12% UL

Do

2005/07/12

YUETRYSLIZEDAVE 1D R SBYN R
http://japan.cnet.com/news/sec/story/0,2000050480,20085262,00.htm
A—H—DHMOBEVRISTYVE 13— FERIENSBELTRY SLDKRAMIGEO>TLED PC ABIREBINT
BATWAIEN, FlzlcRRSNRABLR—THLMIG ST,

2005/7/16

[Sender ID 40 SPF # @ F(Z&o7=R/SLAMEM ], K MX Logic DFHE

http://nikkeibp jo/wcs/leaf/CID/onair/jp/comp/386503

K MX Logic [ELKXERHE 7 A 11 B R/ L-A—)LIZET HRERBRERRL . TNITIHEHEBE L XK
Microsoft X/ Lxt E AL T#H Bl Sender ID 1R/ L %% B HET B A— LR Sender Policy
Framework(SPF) & FITED TR/ L A— LEZEEL TS ELS,

2005/7/.19

ISPs versus the zombies

(ISP &V VE DELY)

http://news.com.com/ISPs+versus+the+zombies/2100-7349_3-5793719.html

Internet service providers face mounting pressure to keep their networks free of pests——not only for the benefit of

their customers, but also for the good of the Internet in general.

2005/08/08

X TARBDOEBREARIF T HEERE
http://japan.cnet.com/special/story/0,2000050158,20086231,00.htm

MAVEa—S7Roz 7B ITEETL 1 EHYEEU LM LDLENR#AH D, —BBDARZIZEST,
4000 EDAVE1—RIZ/AyF I LT, ZDRENHS 200 KILEWSDIZEID BLETIFEL, 120, ZKES EE
TlE, 200 RILIE DAY D&EEZ ) (FIRST O Reid)

2005/08/09

KTRNAL DT EE SRR ENBREENRE-FBIHAEA
http://japan.cnet.com/news/sec/story/0,2000050480,20086265,00.ntm

¥ 2T 1% Sunbelt Software [LKE M 8 A. 50 L DIRITICBARL - KFEE N FREHLBETLY
HIEERR L LT,

2005/8/8

F&fETESTTOIOFA/N—ILRHEM, K McAfee DHAVIEIREE
http://www.itmedia.cojp/enterprise/articles/0508/08/news081.html

% McAfee Dt 1! TR AVERT £#ii5 3 SE UM ARVRRIZKDE. RIEDBRICIEMILADT
AEIT 3=y b b IEWSERS RSN S,
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2005/8/17 | Watch out for worm wars
(D—Lo+—%F8T D)
http://news.com.com/Watch+out+for+tworm+wars/2100-7349_3-5837147 .html
The recent surge in worms could be part of an underground battle to hijack PCs for use in Net crimes, some
security experts say——but others aren’t convinced.
2005/08/18 | T7—LEFHFE IEA SN —FEMROBTODNLSRE
http://japan.cnet.com/news/sec/story/0,2000050480,20086457,00.htm
Windows 2000 D i34 % 2T —LARHITEA>TNSA, —BOEF1UT+FMRE. ThA Ry MISE
ERTHEMTPCERSMAIET BVAMNREET L —THONED—ETHAHAIREMEERELTNS -
MR COZEZICHELTOEVEMARDLNS,
2005/8/30 | Zotob worm linked to credit card fraud ring
(Ztob T—LIF, FLOYMI—REEERER EDLAYAY)
http://news.com.com/Zotob+worm+linked+to+credit+card+fraud+ring/2100-7348_3-5844672.html
Turkish authorities have linked one of the suspects in the Zotob worm case to individuals thought to be part of a
credit card fraud ring, according to the FBI.
2005/08/31 | Zotob T —LDEEEE. VL IUvbA—REFREICES
http://japan.cnet.com/news/sec/story/0,2000050480,20086815,00.htm
FBIIZ& A&, Zotob T—LBIEDEEEZEHHMNLIANDER LKL, AEHOBRREED 1| ABILOYMI—F
AN —BESNIBHDANERRLTNASEEREEDHT=ELVD,
2005/9/8 | DoS MEMFERD =/ \vh—, BFEHTRTH(L)
http://hotwired.goo.ne jp/news/culture/story/20050912204.html
WADHLNA =Ry RRATAV T KU D =OIZT DRIV KEEZ TR A N MDAV E1—F—- 7\
A—HDEERICEBL TS, HEIBEEESRRAIUIIEESN., SM /NI EICH LT ITON-—ED
BB Y —ERIEBTODoSHEDILD 1 DERTLI-ERDH =0T,
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More computers in the Asia—Pacific region are being hijacked and used remotely by hackers to send viruses,
according to a recent study by security vendor Symantec.
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http://news.com.com/Dutch+policetnab+suspected+bot+herders/2100-7348_3-5891266.html
Dutch police have arrested three individuals suspected of hacking into more than 100,000 computers worldwide

and using the hijacked systems in online crimes.
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'‘Bot herders’ may have controlled 1.5 million PCs

(RybN—F—I[F, 150 FED PC ZHlELTLS)
http://news.com.com/Bot+herders+may+have+controlled+1.5+million+PCs/2100-7350_3-5906896.html

Three suspected Dutch cybercriminals could face a stiffer penalty with new evidence that they hacked about 1.5

million PCs worldwide, more than 15 times the original estimate.
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Calif. man charged in 'bot net’ attacks

(RybRvb7RYOETo-BERH)
http://news.com.com/Calif.+man+charged+intbot+net+attacks/2100-7348_3-5931935.html

A 20-year—old man accused of using thousands of hijacked computers, or “bot nets,” to damage systems and send
massive amounts of spam across the Internet was arrested Thursday in what authorities called the first such

prosecution of its kind.
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