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AA20-205A : NSA and CISA Recommend Immediate Actions to

Reduce Exposure Across Operational Technologies and Control
Systems
https://us-cert.cisa.gov/ncas/alerts/aa20-205a
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https://www.europol.europa.eu/publications-documents/beyond-pandemic-how-
covid-19-will-shape-serious-and-organised-crime-landscape-in-eu
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The State of Industrial Cybersecurity 2020
https://ics-cert.kaspersky.com/reports/2020/09/15/the-state-of-industrial-cybersecurity-2020/
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https://securityaffairs.co/wordpress/102361/hacking/israeli-water-facilities- o e
attacked.html OGS
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https://www.timesofisrael.com/6-facilities-said-hit-in-irans-cyberattack-on-israels-water-
system-in-april/
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https://www.timesofisrael.com/cyber-attacks-again-hit-israels-water-system-shutting-
agricultural-pumps/
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https://www.washingtonpost.com/national-security/officials-israel-linked-to-a-

disruptive-cyberattack-on-iranian-port-facility/2020/05/18/9d1da866-9942-11ea-89fd-
28fb313d1886 story.htm
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https://www.lawfareblog.com/israel-cyberattacks-and-international-law
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https://mumbaimirror.indiatimes.com/mumbai/other/

multiple-power-trips-grid-separation-failure-to-

blame/articleshow/78630651.cms
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https://sites.temple.edu/care/ci-rw-attacks/
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— Ransomware to blame for nearly

half the cyber-insurance claims
filed in early 2020

https://www.cyberscoop.com/ranso
mware-cyber-insurance-cost-
beazley-coalition/
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— Ransomware and ICS
https://www.cyberscoop.com/ranso

B SYADITTDEL
— The Emerging Ransomware-As-A-

Service Economy
https://www.forbes.com/sites/robertva

mosi/2020/11/27/the-emerging-

ransomware-as-a-service-economy/

How middlemen are giving
ransomware gangs more attack
options
https://www.cyberscoop.com/ransomw

are-network-access-accenture/

Ransomware variants continue to
evolve as crooks chase bigger

paydays
https://www.zdnet.com/article/ransom

mware-network-access-accenture/
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(Vulnerabilities Equities Policy and Process)
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— K¥PERFD T O 52%E [Heartbleed: Understanding When We
Disclose Cyber Vulnerabilities] (201454H28H)
https://obamawhitehouse.archives.gov/blog/2014/04/28/heartbleed-understanding-
when-we-disclose-cyber-vulnerabilities
— |[BER N FHEES

https://www.eff.org/document/vulnerabilities-equities-process-january-2016
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https://www.whitehouse.gov/sites/whitehouse.gov/files/images/External%20-
%20Unclassified%20VEP%20Charter%20FINAL.PDF (BAEXRAR(C K DURLDZEEH ?)
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IEC 62443 (ISA 62443) S U —XDEE{iE
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M [EC 62443-3-2:2020
Security for industrial automation and control systems —
Part 3-2: Security risk assessment for system design
1. MRSZRAFTLZY—>E2DY MCHE
2. FY =222y MIHT IV R D25
3. 8Y—>2&22Y MCHITIBEROEF I UT 1 KEEHE
4. EF1VT1 EFEXEL

M IEC 62443-2-1:2010 = NET= THEhA
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IEC 62443 (ISA 62443) U —XDE K iEE)

W ISANY20194E(C5%37 UTZISA Global Cybersecurity AllianceHhV& A EE)
— Quick Start Guide to ISA/IEC 62443 (EEE%)

https://qgca.isa.org/isagca-quick-start-quide-62443-standards

— Guide to Security Lifecycles in ISA/IEC 62443 (E&i%)
https://gca.isa.org/isagca-security-lifecycles-62443

— TACS Taxonomy Glossary
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-
IACS%20Taxonomy%20Definitions%200f%20Terms. pdf

— TACS Principal Roles and Responsibilities
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-
IACS%20Roles%20and%20Responsibilities. pdf
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https://gca.isa.org/isagca-quick-start-guide-62443-standards
https://gca.isa.org/isagca-security-lifecycles-62443?__hstc=16245038.bbdd81153faeff8d5490dd133d5ced41.1610945142139.1610945142139.1610945142139.1&__hssc=16245038.2.1610945142140&__hsfp=1015539403
https://gca.isa.org/isagca-security-lifecycles-62443
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-IACS%20Taxonomy%20Definitions%20of%20Terms.pdf?__hstc=16245038.bbdd81153faeff8d5490dd133d5ced41.1610945142139.1610945142139.1610945142139.1&__hssc=16245038.2.1610945142140&__hsfp=1015539403
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-IACS%20Taxonomy%20Definitions%20of%20Terms.pdf
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-IACS%20Roles%20and%20Responsibilities.pdf?__hstc=16245038.bbdd81153faeff8d5490dd133d5ced41.1610945142139.1610945142139.1610945142139.1&__hssc=16245038.2.1610945142140&__hsfp=1015539403
https://gca.isa.org/hubfs/21-29%20-%20ISAGCA/ISAGCA-IACS%20Roles%20and%20Responsibilities.pdf
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W AchillessREEHY, 1 T100&mIA<IEX T, 804&G(C

B EDSA+CSARAE(L, 1FETIIREH RSN, 458 HEIC
— 11RRBEIARNTHBHAR S —DELGE
— 2020 (CHFh Tz (SRR SN 1 1R GRODEREEKEDANER (S -

Bl EDSA :
EDSA 2.0.0 Level 2 3 Embedded Device Security
Assurance
EDSA2.1.0 Level 1 1
EDSA 3.0.0 Level 1 6 CSA .
CSA | Component Security
1.0.0 Level 1 1 AGSITEREE
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https://www.energy.gov/sites/prod/files/2020/05/f74/DOE%20BPS%20EQ%20FAQ.pdf

B 5827H(CWall Street Journalffh ek :

https://www.wsj.com/articles/u-s-seizure-of-chinese-built-transformer-raises-specter-of-closer-scrutiny-
11590598710

— 2019FE (CHEDISHPHEDOKBZ T 23HE 1 — X M EBTHEIBITIC
FINENCSandiaEIZAFTFRIC b w DX E=N/c

— TOERODENMBHRMNELS, FINOEBEAH
B [ZEERC/I\Y T R7HEFAFTNCULZ] EDERINFE

— SANS ICSH\ 5 (FERI [ CEBER TR DM sm
https://ics.sans.org/media/SANS ICS DUC 7 supply chain attacks on US electric inf
rastructure.pdf
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https://www.energy.gov/sites/prod/files/2020/05/f74/DOE%20BPS%20EO%20FAQ.pdf
https://www.wsj.com/articles/u-s-seizure-of-chinese-built-transformer-raises-specter-of-closer-scrutiny-11590598710
https://ics.sans.org/media/SANS_ICS_DUC_7_supply_chain_attacks_on_US_electric_infrastructure.pdf
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FireEyetth'12H 13H (CRRX

https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-
chain-compromises-with-sunburst-backdoor.html
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https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
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B KECISAN'12H13HICES35521-01 [SolarWindstt&Oriond 11—
RIBLROMEKR] ZNAKRL, TOREMIFEHRLVUEINIEHR

https://cyber.dhs.qov/ed/21-01/

] |\ 5 \/jIE&*ED\E*BLF&ﬁ/\@{%l;ED\D :/ 7(APT29, CozyBear)TC“ Cl_’_ ﬁi‘%

https://www.nytimes.com/2020/12/13/us/politics/russian-hackers-us-government-treasury-
commerce.html

— TrumpAB#EIE B9 ; MENBANB EVa—h
— EEEBNUHT (DS T(CLBREEIME] 3

B )\ T KRN ERIRER (CRE DM T Z 8~

https://www.securityweek.com/biden-orders-intel-agencies-provide-full-assessment-solarwinds-hack
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BNISTIR8272 YTSAF1T—> « URDIDEEDHTY—)L

https://csrc.nist.gov/publications/detail/nistir/8272/final

BNISTIR8276 U SAF1T—> - URDEBEBOFETSIUT 4R ER)

https://csrc.nist.gov/publications/detail/nistir/8276/draft

B ENISARNlIoTOUY IS4 Fx—> - CFa2 VT DHA RS>

https://www.enisa.europa.eu/publications/quidelines-for-securing-the-internet-of-
things/at download/fullReport

B NERCH'FAQZ N
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/Supply%20Chain%20Small%20
Group%20Advisory%20Sessions%20FAQs%20%E2%80%93%20December%202020.pdf

B FERCENERCHHEI THHAAEN TWVWBIBETS 1 —)LORIGE T =T
E 9 DFE
https://www.nerc.com/pa/comp/CAOneStopShop/Joint%20Staff%o20W hite%20Paper%200n%20Supply
%20Chain 07312020.pdf
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https://www.enisa.europa.eu/publications/guidelines-for-securing-the-internet-of-things/at_download/fullReport
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/Supply%20Chain%20Small%20Group%20Advisory%20Sessions%20FAQs%20%E2%80%93%20December%202020.pdf
https://www.nerc.com/pa/comp/CAOneStopShop/Joint%20Staff%20White%20Paper%20on%20Supply%20Chain_07312020.pdf
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JPCERT—FT A4 R—>3>t>H5—
—Email : pr@jpcert.or.|p
—https://www.jpcert.or.jp/

1235 > MRS

—Email : info@jpcert.or.jp

— https://www.jpcert.or.jp/form/

B> RF7 LA >S5 > FOHE
—Email : icsr-ir@jpcert.or.jp

— https://www.jpcert.or.jp/ics/ics-form.html
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