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KillDisk and BlackEnergy Are Not Just Energy Sector
Threats . FBIackEnergyJ KO [KillDisk] Z ALY

Posted on: February 11, 2016 at 10:47 am Posted in: Malware, Targeted Attacks 7_ -U"I/} \ I& (L CJ: D 'j g - ’I/ j_aj

Author: Kyle Wilhoit (Senior reat Researcher) E@,Fﬁ 2 b‘Fﬁ_CE?@M?JJ:b\\%ﬂE
0 0000

Our new intelligence on BlackEnergy expands previous findings
on the first wide-scale coordinated attack against industrial
networks. Based on our research that we will further outline
below, attackers behind the outages in two power facilities in
Ukraine in December likely attempted similar attacks against a
mining company and a large railway operator in Ukraine.

This proves that BlackEnergy has evolved from being just an energy sector problem; now it is a e K qu%]\ EQJT':I: (:}I(:I' g 5I&$§ (C 3-3(, \'C :5
threat that organizations in all sectors—public and private—should be aware of and be prepared to |—K| I | D|SkJ E‘a O)*ﬁ'ﬁ:b EE_ énj_
. i

defend themselves from. While the motivation for the said attacks has been the subject of heavy
speculation, these appear to be aimed at crippling Ukrainian public and criticial infrastructure in

o KFMESHICHTITDIIRE(CHULT
[BlackEnergyl t° [KillDisk] B&:&EMDi&
(ZNANTEOSY W e

what could only be a politically motivated strike.

H#8 : “KillDisk and BlackEnergy Are Not Just Energy Sector Threats”. TREND MICRO SECURITY INTELIGENCE Blog.
https://blog.trendmicro.com/trendlabs-security-intelligence/killdisk-and-blackenergy-are-not-just-energy-sector-threats/, (2018-10-1).
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Cyber attack hits Danish rail network
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File photo: Henning Bagger/Ritzau Scanpix

Danish state rail operator DSB was the victim of an unprecedented DDoS cyber
attack, the company confirmed on Monday.

B8R : “Cyber attack hits Danish rail network”. The Local. https://www.thelocal.dk/20180514/cyber-attack-hits-danish-rail-network, (2018-5-14).
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Attack Tree Analysis
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[1] B.Schneier, “Attack trees: modeling security threats,” Dr. Dobb’s Journal December 1999.
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