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Saudi Aramcott ? http://foreignpolicy.com/2017/12/21/cyber-attack-targets-safety-system-at-saudi-aramco/

B 201788H4HICF Jid)\ﬂ\%f‘ﬂiconexd)% CIRGHEEEN B E &
AL, BERUCUWeEREERBEaFEIE U

B ZOEROFABTYIL DT 7HatManBEDHh D 1285048 (R
https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attack-

framework-triton.html
https://ics-cert.us-cert.gov/sites/default/files/documents/MAR-17-352-
01%20HatMan%E2%80%94Safety%20System%20Targeted%20Malware S508C.pdf
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https://ics-cert.kaspersky.com/wp-
content/uploads/sites/6/2017/09/KL-ICS-CERT_H1-
2017_report_FINAL_EN.pdf

Total ransomware
12,000,000

Country* % of systems attacked
10,000,000 1 Ukraine 1.33%
8,000,000 2 Malaysia 1.31%
6,000,000 3 Denmark 1.12%
4 Republic of Korea 1.06%
4,000,000 5 Turkey 0.88%
IRABBE DK 2,000,000 I 6 Brazil 0.85%
T %4—%@7&%&) 0 7 Russia 0.80%
PI<RRDIE? Q3201 5{34 ° 2016 2017 = Romanta 0.57%
9 Iran 0.65%

[
=]

Source: McAfee Labs, 2017. Austria 0.65%

21" \.JPCERT CC’®
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{1.0% 2.0% o 0% 6. 0rs B.0% 0 Dr 120%  14.0% 16.0%
Wannacry 13.4%
Locky 10.7%
laff B.9%

Spora I  7.4%
Cerber I 7.1%
exPetr NN 5.0%
L —
Bitrman N I.1%

SapeCrypt N 1.5%

Crusis TN 1.2%
B Percentage of all IC5 computers attacked by enorypting ransonmyare

TOP 10 most widespread encryption Trojan families, H1 2017
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Countries hit in initial hours of cyber-attack

: UK: 48 NHS Russia: Country's
Ooops, your files have been encrypted! organisations interior ministry
: US: Delivery company  disrupted reported 1,000 of its

What Happened to My Computer? computers infected

Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

#Can I Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
[l But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Il Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

afl We will have free events for users who are so poor that they couldn't pay in 6 months.

FedEx affected France: Some Renault

factories had to stop
production- s

Payment will be raised on

and gas
companies
struck

Your files will be lost on

ifHow Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
AR PR

- fotial i g
Send $300 worth of bitcoin to this address
bitcoin =
Proar e [2(9YDP gwueZ9NyMgw519p7AABISjr6 SMw

*Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia, Sweden and Noway, where incidents
have been reported since

Source: Kaspersky Lab's Global Research & Analysis Team BEE

5/20/2017 00:47:55

Time Left
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5H12H REDIAFEEN kil switch] ZFEER
5813H HE mESunderland TigHV R

744 E TRERIEE ; K[E FedEx, Z[EScottish Power, 75> AD)L_J —,
R1YDERE(F5TEHE), AR 2 DBESHAYHASHIRE

5H19H AZZEH Windows XPRESY — )L & /\H
6H21H R4 I TIZORRTI9H (FAEE T (10008)

e
EZ KU

5H13H
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The harddisks of your computer hawve been encrypted with an military grade
encryption algorithm. There is no way to restore your data wWwithout a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore ypour data, please follow these three easy
steps:

1. Download the Tor Browser at "https: #uWuwW.torproject.orgs". If you need
help, please google for "access onion page’.
2. UVisit one of the following pages with the Tor Browser:

http:~~pety= Bl " ™r=1l.onion g, =
http:/7pety w=mils« " .onion- g u

Enter your perszonal decryption code there:

acl 1l @E*" H =l pglaFal =" "L« F d 1
nF=1 - "= 1M d wuyl

If you already purchased your key, please enter it below.

Rey:

[1ES##zEX ] EHDINERICIFTES TSN

A% : PetrWrap, exPetr, GoldenEye, Diskcoder.C
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Petya outbreak kill chain

MALICIOUS SOFTWARE DOWNLOAD
Initial infection appears to involve a
compromised software supply-chain or
awatering-hole attack

Victim 0

if Kaspersky is present, MBR and
some disk sectors are destroyed.

Otherwise, MER is replaces with a

&

SMB EXPLOITS

®

CREDENTIAL
THEFT

®
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: seee 5 ransom bootloader (or trash if fail) (

LA
o & °
: g SCANNING
o [SEDEBUG] )
° MBR ACTIVITIES ¢
o [take effect post-reboot] e
o o
o (-] "
o | TRASH INFECT | e ~
o )
o o Multi-threaded execution of FILE
0o0QCOLOO0OORDOORO

malicious code begins in parallel ENCRYPTION

AR EN RO P UL eI ENCY AR ESPONSEN EAMMEO0E nation

@TERNET / LOCAL NETWOQ'

CVE-2017-0144,

CVE-2017-0145

=
=

Org A Org B etc.

L[]

I\ [\ [/=—\

k Victim 1 Vigtim 2 etc. _/
From LSASS/CredEnumerateW. Credsstokens
or steal active tokens
()
Remote execution through
PSEXEC or WMIC
LATERAL
MOVEMENT
Scanner enumerates targets :ig
for lateral movement (adming) Machine st
)
LOCAL NETWORK

Local files on the machine are |
encrypted with AES

=\ [\ /=/—\
Victim 1 Victim 2

etc.
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NotPetyathize : Merck$t

BEREICH Iz & < BRESHT

5.F : 395( I\)I/ RS THA €9 MERCK

IMVENTING LIFE

meA27HICHA/\—KEZH DT
_?zjf, R&D, BRFEDZEPPI CIRE(CEE
—1-ATHRE(FEIRTEIEN, FHRIFEIHZRLE
— —BPDIRERE(FEIHETICHFFELU EDORE UL
— FeNEnEmOD Iz iR U CFe LN\ DecE 7= o]

TWHFHEREHRESE

http://www.mrknewsroom.com/news-release/corporate-news/merck-announces-second-
quarter-2017-financial-results
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NotPetyathiz : FedEx$L

BKE(CAHZ & <Y
55k 503(BRIL, ESH : 40FA Fed

Corporation

B 2016F5H ([CEBUXUTZERIMDTNT Express T
6B278(ICS > YA T VIREEES I ‘§<:{ =T ]

— DU 5A FORLRNN SaFE D TNT RGN EE 69181 O
— 7APERRT :
BIEREETEE R LA EHY —EX 28R

B AT LADFEREIHORBEUIIET ———
FINIRESE [ (EIRERESD) ]

http://investors.fedex.com/news-and-events/investor-news/news-release-
details/2017/FedEx-Files-10-K-with-Additional-Disclosure-on-Cyber-Attack-Affecting-TNT-
Express-Systems/default.aspx
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NotPetya#fizE : Reckitt Benckisertt

B REICANZ E< BEHREERE
oL 99N> R, B2 35A A

B 68 27H (CNotPetyall B2
— 7R LHAFEAT
B HARDOHEIY A A ADFEITHNTET
BEC—EORETHZCIITEHBTEI

— NotPetya/ZITHRE T I(EZIRWHTE_E BEREZE
(BECH LT 1S/R> REI& DT LR ? )

HA )\ —WECEA U TEERN

https://www.rb.com/media/news/2017/june/cyber-attack-statement-to-customers/

21 ‘ Copyright ©2018 JPCERT/CC All rights reserved. Jaigeinl Gogrlgtitsr Spdrejanoy Hasdass Tl Geogre




NotPetya##=E : A.P. Moller-Maersk#t

BN —UCR iz E< B LEXRH

5o b 3558 R, EXEEZN: 8.8A A

B 27HF NS R

— HYETFIRREDFELLAERR(ICT <

— BEBHEDAPMAY — =) LEBFINY

7H4H tﬁi_d eZENEF O
B EDIC KBDFEFEDIUIEN HEE

22 Copyright ©2018 JPCERT/CC All rights reserved.

O

B EEER

ZSAVANREC

BHRPO720EES —=FI)ILO—E(EE, L>)\1,
—a1—3—,/)0ULt07, OvFILFIALAE)T




YA )\ —ZEDZFRZL

EFROZIELEEOND YA/ —FE
YA N\—KZE5x & UTDIRFEEE EEFREDRDITHEEH(C




24

ICSICH T DY A IN—EBDDFE nistspsoo-s2)

KBS

Ry bRy MERE

5588

Ry NEfED TERHT

—  BRENENDDHD

_

— XY NCTEDIAEMLE

JLIREM EEODFFENREE
HHERERIES RINAEED

I\ H— Ry hI—=ONEA

PIEBIE IL—ILiER ; BREADRIE
JAvSv— SoslLBHRDFFER

AN — HBA—)LZFAE

NILD T RFEE NIV T T DIER

FOUR b R TFE CTHAEARZRD

Copyright ©2018 JPCERT/CC All rights reserved.

U AP NE O P ULETAET NG ENCY AR ESPONSEN EATINOOOIC



|CS/\®-U-’(} (_;ﬁ;ﬁﬁ (Booz Allen Hamilton¥R&EZE LKD)

RUSSIA NORTH KOREA

TARGETS: Electricity, manufacturing, mining, oil and gas, TARGETS: Light rail and electricity

railway DEMONSTRATED CAPABILITY: Penetrate
DEMONSTRATED CAPABILITY: Penetrate ICS operator ICS operator IT networks

[T and OT networks P PRIMARY OBJECTIVES: Retaliatory strikes
PRIMARY OBJECTIVES: Geopolitically driven disruption & against national adversaries

and destruction of infrastructure 3 RISK: Likely to conduct disruptive or

destructive attacks outside U.S., possible
disruptive or destructive attacks against
U.S. ICS operators

RISK: Likely to conduct disruptive or destructive attacks
outside U.S., likely to target U.S. ICS operators, unlikely
to cause disruption or destruction against U.S. operators

Xk

: W
i
J S

CHINA

TARGETS: Manufacturing, electricity, light
rail, oil and gas, water and dam
DEMONSTRATED CAPABILITY: Penetrate
ICS operator IT and OT networks

PRIMARY OBJECTIVES: Traditional
espionage, support of national economic

IRAN

TARGETS: Electricity, water and dam
DEMONSTRATED CAPABILITY: Penetrate ICS operator

[T and OT networks interests through intellectual property

PRIMARY OBJECTIVES: Retaliatory strikes against theft, establish persistent access as .

national adversaries, establish persistent access as contingency for future conflict % I ﬁﬁ . BOOZ A"en Ham | |t0n*i

contingency for future conflict RISK: Highly likely to target U.S. ICS L.

RISK: Likely to target U.S. ICS operators, unlikely to operators, unlikely to cause disruption https://www.boozallen.com/insights/2016/
cause disruption or destruction or destruction @

06/industrial-cybersecurity-threat-briefing
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http://reports.weforum.org/global-risks-2018/press-release/

=SS

M Tallinn Manual 2.0 on the International Law Applicable to Cyber

Operations 23 (FIMRD 25 (F20134F)

B2 aX—J&ENDTZHILIRZE KD DERE

https://techcrunch.com/2017/02/14/microsoft-calls-for-establishment-of-a-digital-geneva-convention/
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https://techcrunch.com/2017/02/14/microsoft-calls-for-establishment-of-a-digital-geneva-convention/

IcstEF*+a1YUFr+a - 1235706
DEHE

SANSDEXRIRESZ(2017EF6BAAR)LD

HTTPS://WWW.SANS.ORG/READING-ROOM/WHITEPAPERS/ANALYST/SECURING-
INDUSTRIAL-CONTROL-SYSTEMS-2017-37860
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3.4%

m Yes

= No, we're sure we haven't been infiltrated.
\ 18.8%
= Not that we know of. 5.1%

= Yes
26.6%

= Unable to answer due to company policy.

= No, we're sure we haven't
been infiltrated

= Not that we know of

m We've had suspicions but lack proof.

= We've had suspicions but
were never able to prove it

= We don't know and have no suspicions. 52.0%

= We don’t know and have no
suspicions

40.3%

JPCERT CC’
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5

50%

40%

30%

40%

20%

30%

10%

0%
20%

Tto2 3to5 6to 10 11to 25 26+ Unknown
m 2014 m 2015 u 2016

Unknown 1-2 3-5 6-10 More than 50
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Eﬁﬁﬁi (Securing Industrial Control Systems-2017)

BICSTF1VUToFEH : 2016FEHNSIELH(46%)
BEBNRT N

— BRIEEN DR T IRz DiEfT (44%)

— S AT ITT7ZEDEE (36%)
BFEMITELE . a1+ 5l - BEE (36%)
B> O—SHEARDIRD : 24%

BAaRRYS—FEZNISTOY A /)\— - tFa21 U5 - JL—A

T— (XIS © 48%
B ICSA\DERKE . BUL\~FEA (69%)
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ICSETF1VUF1 ([T D201 7FEFHEE

B 10/5~250/3K RILODIEENZ LY
BAAEAEEER) (IS U TFEENER D

Organization’s Control System Security Budget

for FY 2017 by Size
<1K 1K to 10K >10K
We don’t have one 9.4% 3.4% 2.6%
Less than $100,000 3.4% 2.6% 0.0%
$100,000-5499,999 6.0% 3.4% 3.4%
$500,000-5999,999 0.0% 1.7% 4.3%

$1 million-52.49 million 0.9% 6.8% 4.3%

52.5 million-59.99 million| 0.0% 4.3% 1.7%
Greater than $10 million 0.0% 0.9% 2.6%
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B derts-Fy 2016 [ Advisories - FY 2016 | Aleri= - CY 2016 [ Advisories - CY 2016

5| : 1CS-CERT Annual Vulnerability Coordination Report 2016
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/NCCIC_ICS-CERT_FY%202016_Annual Vulnerablllty Coordlnatlon Report pdf
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B Spectre &Meltdown : 'Ot v HDREE4
ICS-ALERT-18-011-01B (https://ics-cert.us-cert.qgov/alerts/ICS-ALERT-18-011-01B)

—ORVWEDICBEEINTULRIFTOXAEUMEFHNE X D
B WIiFi (X1 9 DKrackI{ZE

https://www.krackattacks.com/

B OPC-UATO ML « RAYVIDHMESSE

ICSA-17-243-01B (https://ics-cert.us-cert.gov/advisories/ICSA-17-243-01B)

— Siemenstt (FREFEHEE IRE U TLNBDHMBDONR S —(E?

BYIRDTY - ST AEEH USB(safeNettz>Fx) Iz)@ﬂfé%%'@ﬁ
Kaspersky*iﬁﬁ.:. (https://securelist.com/a-silver-bullet-for-the-attacker/83661/)
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https://ics-cert.us-cert.gov/alerts/ICS-ALERT-18-011-01B
https://www.krackattacks.com/
https://ics-cert.us-cert.gov/advisories/ICSA-17-243-01B
https://securelist.com/a-silver-bullet-for-the-attacker/83661/
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B CNFTOHICSAHKES ERIERICZHADBEUCHEEEED &
HERIEND

B HEEERMEM S (CIG LT, BT 54 - FI—20LERNS,
ZEHDMfessZ A LU TS EHBRlIEN D

B IEZ M I DHRESE
— IOActive : Hacking Robots Before Skynet
https://ioactive.com/pdfs/Hacking-Robots-Before-Skynet.pdf
— TripWire: More than 90% of IT Pros Expect More
Attacks, Risk, and Vulnerability with IIoT in 2017

https://www.tripwire.com/state-of-security/featured/90-pros-expect-

attacks- r|sk vuInerabllltv liot-2017/ —
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https://ioactive.com/pdfs/Hacking-Robots-Before-Skynet.pdf
https://www.tripwire.com/state-of-security/featured/90-pros-expect-attacks-risk-vulnerability-iiot-2017/
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https://ioactive.com/pdfs/SCADA-and-Mobile-Security-in-the-loT-Era-Embedi-FINALab%20(1).pdf

..,.-Q. Remate SCADA client ¢ D Internet @ Cloud (5)
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Industrial bus(es)
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ISO/IEC 270003/ U —XiEHE(L

M ISO/IEC 27019:2017
Information technology -- Security technigques -- Information

security controls for the energy utility industry
https://www.iso.org/standard/68091.html

— THRILF—ERMTDISMS(BHRt+1 U BB 251 B IER
—ICSICDWTCE\EEM,

—2013FRTRZEL, IS(HEERFEEE)E U T2017F(CHT
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https://www.iso.org/standard/68091.html
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1ZE A
CSMS
EREE R — (TOV SUD) (JIPDEC) JOtEX
s \ J
( (TUV SUD) \
o
(ISA Secure) SSA SDLA (ISA)
UL CAP for ICS (ISA Secure) (ISA Secure) cicsp
(UL) \ ) (SANS/GIAC)
AR IOEX
Achilles
HHRENR— | Communications
A Certification
(WurldTech.GE)
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A>R—2R> MW I BERBEEICEI U TIEAChilles n.u\EiEb“iEEiE

%mﬁﬂ%)ﬁf 0):1 [\ uIEFF;z&O)“I"
20154F 20178 2018%F

2010%F 2014%F 20154F 0B % 18 18
Achilles 216
Communications 22 135 (GEAAEIR) 2904 472 581
Certification =
EDSA (ISA ISCI) 0 5 9 11 14 20
UL CAP for ICS (UL) 0 2

20105 IF R DRI B fn & (FRagnar Schierholz K 5 (C K% ”Security Certification — A critical review” (C4%3

B K[EFHISA Secure E HAMDCSSCHEREE L TULVBEDSA (Embedded
Device Security Assurance):B'ﬁ_Ea'ﬂ p FISENE U (C@E=®pcsa> rO—5%)

http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices

Ems““,e@ (ﬂ CSSCREEF 3 hU—
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ULERBEE(UL 2900)hMaE S
W58 (CHDUL 2900-2-2(CE DK BRI HFIT

(Standard for Software Cybersecurity for Network-Connectable Devices, Part 2-2:
Particular Requirements for Industrial Control Systems)
https://www.businesswire.com/news/home/20170516005575/en/Electric-Imp-
World%e2%80%99s-10T-Platform-Earn-UL

B 78 (CANSIHUL 2900-1%KE/HFHEE E U THE

(General Requirements for Software Cybersecurity for Network-Connectable Products)
https://industries.ul.com/cybersecurity/ul-2900-standards-process

2y ND—2 [CiERTIR R R ROEM

UL 2900 UL 2900-2-1 EEAER CERRES
UL 2900-2-2 ICSICEBRES
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https://iothews.|p/archives/54238

B HY RIS RIS A A2 U1 BERS AT A

https://it.impressbm.co.jp/articles/-/15126

B KECHRESTIZS4%x2018TH
ICST Y NI =D DEBERIMD TR MO =2 Ehi

https://s4x18.com/the-ics-detection-challenge/
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http://www.ipa.qo.jp/icscoe/index.html
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M ISA/IEC 62443([CEDLWEHEBEI1—X

BICSHA)\— - F+1 U DFEEFTEER
IACS Cybersecurity Design & Implementation (IC34)

https://www.isa.org/training-certifications/isa-training/instructor-led/course-descriptions/ic34/

—3HJ—X

BICSHA/)\— - TFxa U DER MR
IACS Cybersecurity Operations & Maintenance (IC37)

https://www.isa.org/training-certifications/isa-training/instructor-led/course-descriptions/ic37/
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http:/ /www.jpcert.or.jp/vh/regist.html
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[ :|%$I§ N — ZCO nP 38\{ http:/ /www.jpcert.or.jp/ics/ics-form.html
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— Email : pr@jpcert.or.jp
— Tel : 03-3518-4600
— https:/lwww.jpcert.or.jp/

1227 MRS
— Email : info@jpcert.or.jp
— https:/lwww.jpcert.or.jp/form/

B RXFT LA >SFT > FDRES
— Email : icsr-ir@jpcert.or.jp
— https:/lwww.jpcert.or.jp/ics/ics-form.html
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