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OpenSSL G HESSHHZMT SEEwR The Heartbleed Bug
The Heartbleed Bug is a serious vulnerability in the popular CpenSSL
" cryptographic software library. This weakness allows stealing the
&t information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSUTLS provides
JPCERT-AT-2014-0013 communication security and privacy over the Internet for applications
2014 U4JE[B:§;¥C? such as web, email, instant messaging (IM) and some virtual private
2014-04-11 (E;F;) networks (VPNS)
The Heartbleed bug allows anyone on the Internet to read the
<o JPCERT/CC Alert 2014-04-08 »3» memory of the systems protected by the vulnerable versions of the
OpenSSL software. This compromises the secret keys used to
OpenSSL (DAREEIE RS B SR identify the service providers and to encrypt the traffic, the names and
passwords of the users and the actual content. This allows attackers
I tns A fuw. incert .ar . infat /200 4/ 140013 . hin] to eavesdrop on communications, steal data directly from the
services and users and to impersonate services and users.
—_— D b —
OpenSSL DRfESS 4 (CRAT D F R The Heartbleed Bug
https://lwww.jpcert.or.jp/at/2014/at140013.html http://heartbleed.com/
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About FIRST ABLCREBROLDIC. F—LOREL

Mission Statement EREFHOXRBEEEELET,
: FIRST is the Forum of Incident Response and Security Teams. The idea of FIRS)|

:::_jrr:ﬂ“des .nne. year after the CERT(rJ Coordination Center was created after the mfam.nu
% @ e e !ncldems already were impacting not only one closed user group or organization ) o )
interconnected by the Intemet. BAY—H—hGHaER? CSIRTOEH
i Bylaws It was clear fram then on that information exchange and cooperation on issues BEY—Y—EHBDTEATT CSIRTOZEMAETT

¢ Whistleblower Protection Policy wulnerabilities or wide ranging attacks - especially on core system like the DNS

¥ Conflict of Interest Policy critical infrastructure itself - were the key issues for security and incident respon|

# Organization [ Bxy—H— e — b
Steering Committee Since 1990, when FIRST was founded, its members have resolved an almost col
t Board of Directors related attacks and incidents including handling thousands of security vulnerabill
i Secretariat millions of computer systems and networks throughout the world connected by
MemberTeams T T T T
e FIRST brings together a wide variety of security and incident response teams in 2013.12.06 CSIRTHE SR osE 4o O MHEFEHLELAED  ~
i Committees security teams from the government. commercial, and academic sectors. 2013.11.01 FaREENE S L (TMC-SIRT) HAEFS ISR F L FE F—LBAN—GFERLEL

FIRST http://www.first.org/ BAS —H— NMisES http://www.nca.gr.jp/
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B https://www.jpcert.or.jp/research/2007/CSIRT Handbook.pdf

B TOMOSEER]

B CERT/CC - “Creating a Computer Security Incident Response
Team: A Process for Getting Started”
M http://www.cert.org/csirts/Creating-A-CSIRT.html

B TERENA — “CSIRT Starter Kit”
B http://www.cert.org/csirts/Creating-A-CSIRT.html

B AusCERT - “Forming an Incident Response Team”
B http://www.auscert.org.au/render.htm|?it=2252
B RFC 2350 — “Expectations for Computer Security Incident
Response”
B http://www.ietf.org/rfc/rfc2350.txt
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