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the WHITE HOUSE FPRESIDENT EARACK OBAMA
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Home = Brigfing Room = Statements & Releases

The White House
Office of the Press Secretary B E-Mail || W Tweet || [ Share || +

For Immediate Release February 12, 2013

Presidential Policy Directive -- Critical Infrastructure
Security and Resilience

PRESIDENTIAL POLICY DIRECTIVE/PPD-21
SUBJECT: Critical Infrastructure Security and Resilience

The Presidential Policy Directive {PPD) on Critical Infrastructure Security and Resilience advances a national unity
of effart to strengthen and maintain secure, functioning, and resilient critical infrastructure.

_ j(%ﬁbﬁiii(PDD)Zl%(ZOB)'EE%4/77@‘12#1')7‘4&
ovwmeend DO T Z (28 ) s B C@EIT={FXIEH DKTE

coordinated efforts| . . . . .
_ including assets, Presidential Policy Directive — PPD 21 (2013)

and well-being. http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-
critical-infrastructure-security-and-resil
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The terms "secure" and "security" refer to reducing the risk
critical infrastructure by physical means or defense cyber
attacks, ar the effects of natural or

)

measures to intrusions,
manmade disasters.
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The term "resilience" means the ability to prepare for and adapt
ta changing conditiens and withstand and recover rapidly from
diﬁ:t;[.ﬂ.:_m:r:. Fesilience includes the ability to withstand and
recover from deliberate attacks ccidents, or naturally

“UErI1ng hr.f-il or i1ncidents
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{I Presidential Policy Directive — PPD 21 (2013)
http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-
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HOME INFORMATION PRODUCTS ICSJWG TRAINING FAQ

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESF O\

Industrial Control Systems Cybersecurity (301) Training

ICS-CERT Home Date: December 8 - 12, 2014

Event Information Location: Control Systems Analysis Center, 765 Lindsay Boulevard, ldaho Falls, Idaho

Agenda The United States Department of Homeland Security ICS-CERT (Industrial Control Systems Cyber Emergency

Response Team) Program is pleased to sponsor ICS Cybersecurity (301) Training for North American partners.
Registration

This event will provide hands-on training in discovering who and what is on the network, identifying vulnerabilities,

Arcommdations learning how those vulnerabilities may be exploited, and learning defensive and mitigation strategies for ICS. The

Restaurants week includes a Red Team / Blue Team exercise that takes place within an actual control systems environment. This
training provides the opportunity to network and collaborate with other colleagues involved in operating and protecting
Local Attractions control system networks.

Who Should Attend?

Members of the industrial control systems community associated with IT and process control network operations and
security, operations or management of critical infrastructure (Cl) assets and facilities as well as those who provide Cl
components and software development.

€3y

3 Nagoya Institute of Technology Source: https://secure.inl.gov/icsadv1214/
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ENCS —
European Network for Cyber Security

The ENCS Advanced Cyber Security Course
5 Days of learning about cyber security from both sides

Days 1 - 3: Basic knowledge and skills

In the first three days experts from ENCS and its international network of partners will teach you the basic knowledge and
skills you need. You will apply what you learn immediately in hands-on sessions.

Offense: Defense:
Learn how hackers operate. Learn what you can do to stop them.
* How they scan your network to prepare for attacks. * Find vulnerabilities before hackers do.
* How they exploit vulnerabilities in software to hack a * Detect intrusions in your network (SourceFire).
computer {\Wurldtech). » Caollect evidence of an incident (Netherlands Forensic
* How they crack weak passwords. Institute).
* How they extract confidential information from websites.  » Know which security standards apply to your organization.

Day 4: Red Team - Blue Team exercise

In this realistic cyber attack-and-defense exercise, you are challenged to apply all your intelligence and the

knowledge you've gained. ENCS offers a real-life business environment, including an operational ICS environment
controlling a small factory. It is the Blue Team's responsibility to secure the factory and keep production going,
while at the same time the Red Team is hacking their systems.

Day 5: Evaluation and lessons learned

COin the final course day you will discuss the exercise. What did the people in the other team, or those in different roles,
experience? How can you apply the lessons learned within your own company? The objective is that you will take home
concrete, practical steps to improve the cyber security of your own arganization.

-
((*) Source: https://education.encs.eu/training/training-overview/encs-

Nagoya Institute of Technology advanced-cyber-security-course-red-team-blue-team-training
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QU" Queensland University of Technology ) )
Brisbane, Australia a university for the real — Search site or

Industry Intemational students

L, Study » Short courses and professional development  »  Cyber security (industrial control systems)

Cyber security (industrial control systems)

o [ [

Learning outcomes

On completion of this unit you should be able to:

+ describe vulnerabilities and threats to networked control systems

« define major requirements and technigues for developing, installing and configuring secure networked applications and systems
= recognise, analyse and describe threats to the security of information in practical situations

+ evaluate network systems through penetration testing to discover and mitigate vulnerabilities and threats

+ discuss mitigation strategies for a range of vulnerabilities in networked control systems and applications.

{ x . Source: https://www.qut.edu.au/study/short-courses-and-professional-

3 Nagoya Institute of Technology

development/short-courses/cyber-security-industrial-control-systems
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Kaspersky Lab

KIPS “Kaspersky Industrial Protection Simulation”
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Kaspersky Lab
KIPS “Kaspersky Industrial Protecti

on Simulation”
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Kaspersky Lab
KIPS “Kaspersky Industrial Protection Simulation”
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