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B JRXATLOESGMELERIAMY : Access & Availability

B AR (ENE - R J)L) EZE :Human Factors

m #H#EE: Organizational Responsiveness

B HEW-sEEILEEEA  Proactive Abilities
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Report Prepared For t#‘ j IJ T{
Paula J. Olsiewski, PhDD., Program Director
Alfred P. Sloan Foundation

Security

Advancing Security Wo ridwide”

Business Continuity

ﬁ RERIRIAE
Emergency Management
By representatives of HFFﬁ

ASIS Infernafional (ASIS)

Disaster Recovery Institufe Infernational (DRI
Mational Fire Profection Association (WFPA)
Risk and Insurance Managemen! Socefy, Inc
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Framework for
Voluntary Preparedness

RO RO A
Risk Management
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EER AT LYRIIRL AR
BHIZmEBEL=TIEEDOR R (lr)

F_'rlmary Risk Incident Area Potential Risk (Example) Nature Indicator Monitoring Approach
Risk Area Category
Hardware Hard disk failure Static Qualitative Event-driven
Internal Software Critical bug realization Dynarmic Cuantitative Feriodic
Metwiork Metwork down Dynarmic Cuantitative Real-time
System Infrastructure FPower failure Dynarmic Cuantitative Real-time
Hardware Stop running with overcapacity Dynarmic Cluantitative Feal-time
External Software Program version unmatch Static Clualitative Event-driven
Metwork Slow communication Dynamic Cluantitative Real-time
Infrastructure Closed traffic (no access to office) Dynamic Clualitative Event-driven
Internal Human resource Regional -wide epidemics Oynamic Cluantitative Event-driven
Transaction Unexpected irregular transactions Oynamic Cluantitative Real-time
Operation Human resource Decrease in skill level Static Cluantitative Real-time
External |Transaction Unexpected slow performance Dynamic Cluantitative Real-time
Contract Wery limited SLA Static Clualitative Event-driven
Staff skill Lack of necessary skills Static Clualitative Feriodic
Internal | Staff availability Unexpected high turnover Dynarmic Cluantitative Real-time
Compliance Criminal fraud Dynarnic Cualitative Real-time
“endor Multi-vendor management failure Static Cualitative Periodic/Event-driven
Management : _ _ . — —
Project Project management failure Dynarmic Cualitative Feriodic
External |Other banks System integration failure Dynarmic Cuantitative Real-time
Matural disasters Earthguake Dynarmic Cuantitative Real-time
Human disasters Terro-attack Dynarmic Clualitative Feal-time
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D kEH—FRF—AOVKE:RMM (Resiliency Maturity Model)

B BRYIFIZT7IEMERN. ERER. TERVS—LGENIY— T LEHERK
B FO-KEB-AN—HENG., FEXS, EBEAVIFEERT, Y TS/ F—V
BHESEEE DEEAIC DN TO R BAEIEIEL R

B BEII—X3-BIZAY ERLEO TR FT—F I EHTFH

@ I1BMAURFERMZEAT: RMI (Resiliency Maturity Index)

B FHRATLEEOHE CHEEEIESEBICRITITEEHEL
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PAS 77:2006

IT Service Continuity

Management
SINGAPORE STANDARD FOR !-.» Code of Practice
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