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Table 5. Top 10 most critical ICS vulnerabilities.
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http://www.isasecure.org/Certification-Program/ISASecure-Program-
Description.aspx

1. #getxa1) T8l (FSA: Functional Security Assessment)

2. Y9z TR X T 15 (SDSA: Software Development
Security Assessment)

3. BEBREMHER (CRT: Communications Robustness Tests)
WurldTech#t @ Achillesi2TE &R C

Level 1 Level 2 Level 3

. %‘- 1 % 'j: H O n eyWG| I *i % Safety M an ag er Software Development Security Assessment

Functional Security Assessment

http://www.isasecure.org/End-User-
Resources/Registered-Products.aspx Communication Robustness Testing

(all levels)
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B “Inthe Dark: Crucial Industries Confront Cyberattacks” (48)
http://www.mcafee.com/us/resources/reports/rp-critical-infrastructure-protection.pdf
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B ICS-ALERT-11-343-01
Control System Internet
Accessibility
http://www.us-
cert.gov/control_system
s/pdf/ICS-ALERT-11-
343-01.pdf

H # . Quantitatively Assessing
and Visualising Industrial System
Attack Surfaces (EET>T1)w

L KEE Eireann P. Leverett)

JPCERT CC®

Hungary 14 || South Africa 9
[celand 2 || Spain 86
India 14 || Sweden 442
Indonesia 2 || Switzerland 34
Iran, Islamic Republic of 1 || Taiwan 66
Ireland 76 || Thailand 7
[srael 10 || Trinidad and Tobago 1
Italy 57 || Turkey 7
Japan 59 || Ukraine 12
Jersey 1 || United Kingdom 122
Kazakstan 1 || United States 3920
Korea, Republic of 41 || Vietnam 1
No Country Information Available 31 || Total 7489

Table 2.2: Connections logged per country

Copyright© 2012 JPCERT/CC All rights reserved.

26



VK9 BHIERTLOF—T 1L

X TAITEFEAIBOT=FIEH AT LR — JPCERT CC®

B Siemenstt AATR— LR—J 2 X 1 TAERR— FHR

http://www.industry.siemens.co s
m/topics/global/en/industrial- | < s
security/pages/Default.aspx SIEMENS

@ by IR—= -G | @ CSC and Proximetry to - » | A, Major Automation & Co---

ndustrial Security - To-- x | +

2o # B

-

siemens.com/t:

|| g~ siemens security

]

More security where it matters in ‘
industrial automation
|

B REVI1—3DHES -
Aldaiy e Ry

B IS EERADFELGL

- More information

> Home > Industry Sector > Industrial Security

Industrial Security Compr for
protection Security Integrated
> Industrial Security for Controllers and HMI

> Industrial Security for PC-based Systems

> Industrial Security for Process Control
Systems

> Industrial Ethernet Security
> Industrial Security Services

> Security Solution from Siemens Building
Technologies

Whether you want to protect your existing know-how or
exclude unauthorized access to your automation
processes from the start and thereby prevent any
disturbance of your production processes: With our
comprehensive industrial security services, we wil
support you in taking the required steps against every
conceivable threat scenario — and plan comprehensive
solutions for maximum protection

December 22, 2011

Siemens was notified by IT experts (Billy Rios and Terry
McCorke) about vulnerabilities in some of its automation
products. These are the WinCC flexible RT versions from
2004 to 2008 SP2 and WinCC Runtime Advanced V11

and muttiple Simatic panels (TP, OP, MP, Comfort). Wem

CP 343-1/443-1 Advanced
second place of Automation

a Award 2011
b |
v 2 Wore information about the
Automation Award (German
only)

Production! Automation! Security!
BISS See how Siemens achieves
% - Industrial Security in its own
Amberg PLC factory
o "> more information

More Information

P

aware f the renarted vulnerahilfiss_first renacted i)
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