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Rootkit. TmpHider

2011-01-19
Vba32 build 3.12,14.3 was released

2010-11-10 Modules of current malware were first time detected by "VirusBlokada" company

Vbai? build 3.12.14.2 was released zpecialistz on the 17th of June, 2010 and were added to the anti-viruz bazes as
N Trojan-Spy.0485 and Malware-Cryptor.Win32.Inject.gen.2. During the analysis
:-'bla:317:u:|ld 312141 s el of malware there was revealed that it uses USBE storage device for propagation.
2010-08-09 You should take into consideration that virus infects Operation System in unusual way
Vha3? build 3.12.14.0 was relessed through vulnerability in processing Ink-files (without usage of autorun.inf file).
2010-08-03 So you just have to open infected USEB storage device using Microsoft Explorer or any
Vba32 build 3.12.12.8 was relzasad other file manager which can display icons (for i.e. Total Commander) to infect your

Operating System and allow execution of the malware.

Malware installs two drivers: mrxnet.sys and mrxcls.sys. They are used to inject code
into systems processes and hide malware itself. That's the reason why you can't see
malware files on the infected USB storage device. We have added those drivers to
anti-virus bases as Rootkit. TmpHider and SScope.Rookit. TmpHider.2. Note that
both drivers are signed with digital signature of Realtek Semiconductor Corp.
(www.realtek.com].

Thus, current malware should be added to very dangerous category causes the risk of
the virus epidemic at the current moment.

After we have added a new records to the anti-virus bazes we are admitting a lot of

http1//WWW.anti'virus.by/en/tempo.shtml detections of Rootkit. TmpHider and SScope.Rookit.TmpHider.2 all over the world.
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W32.Stuxnet Dossier
http://www.symantec.com/connect/blogs/w32stuxnet-dossier

v’ Symantec.

Security Response

W32.Stuxnet Dossier

Varsion 1.3 [Novamesr 2010)

Nicolas Falliere, Liam O Murchu,
and Eric Chien
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« Symantec: Win32.Stuxnet Dossier
http://www.symantec.com/connect/blogs/w32stuxnet-dossier

« ESET: Stuxnet Under the Microscope
http://blog.eset.com/2010/09/23/eset-stuxnet-paper

« Siemens: Information concerning Malware / Virus
[ Trojan

http://support.automation.siemens.com/WW/view/en/43876783
« F-Secure Blog

http://www.f-secure.com/weblog/
e IBM-ISS: An inside look at Stuxnet

http://blogs.iss.net/archive/papers/ibm-xforce-an-inside-look-at-
stuxnet.pdf

e US-CERT: Control Systems Security Program(CSSP)
http://www.us-cert.gov/control systems/
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