Japan Computer Emergency Response Team Coordination Center

il {E1 S X7 L

) T45HEY—I)LDFEI

20104F 2H9H

JPCERT a—T43—{avt 54—
ERAEENRTIN—F
BE L

: Japan Computer Emergency Response Té&

DN : c=JP, st=Tokyo, I=Chiyoda-ku, email=office@jpcer.
Emergency Response Team Coordination Center, cn=Japea
Response Team Coordination Center ¥
:2010.03.09 10:14:19 +09'00'



AKBDOT7oTR JPCERT CC*

B SSAT ( SCADA Self Assessment Tool ) D B4t
B CSET ( Cyber Security Evaluation Tool ) ®D#&4Y
B SSAT & CSET D LEE

B ERLE

Copyright® 2009 JPCERT/CC All rights reserved.



SSAT ( SCADA Self Assessment Tool ) JPCERT CC°®

B SSAT &lE? — |
>CPNI A\FAFLTz SCADAZE |~ - =
BALTVDHIES AT LA ~ e
T B SFHEY—IL

of National Infrastructure

BRI

> SCADA [Z48{ELTULVS
L e ———
>E A RIENR S

> 5Tl 13 52 HARE TR AT AE e
>HRSEENNEE —

Copyright® 2009 JPCERT/CC All rights reserved. 3



SSAT ( SCADA Self Assessment Tool )

JPCERT CC°

BtXa)T+EEL CPNI KAKLTWNS T YR -TS59T4 X -HAK

[ 7AtEX-#H#HE SCADA X151 |
> TR TSHTF4RIZVDODDHARIZH N TLNS

> B HThR(2009/10 ver 20X 7 7A T 0 A—ILEANE X )T+ R EFEM

o 1aE
= k- WA
- A et

Picture 1 - 3

BN TCPNI & b 595 ¢ AT A5 Ab )

= A= E T4 § N

2
3
4
5 HyFISOT4ANAF TOEL- WAnE SCADA BF L Ur g
[:]
T HAE 1L WRI IO

8

9 HAF 2L EFaT-TAFIFrORE

10

11 HAF 3 HEGENO T

12

13 HAF 4 BRI ¥ LOWE

14

15 HAF 5.4 —F =T YA D TR

16

17 H4F 6. FOS xS A O BM

18

19 HAF T 8L RO T

20

21 SCADA B LU IO MR ok 0 —2CBU BT 2 (7D 2 — L@
22

23 AWEF Ui

24

25 avhO—RLATLOY Ao VT R
26

27

2

LRSI~ 17 e T Y .o P DA e s R R B I S L] 7 R}
e R |

PO—JLo 2

CPNI

Centre for the Protection
of National Infrastructure

ww.cpni.gov.ukiDocs/Overview_of Process Contrel_and_SCADA_Security. pdf

hitp:
hittp. fwwer cpni.gov.uk/Docs/Guide_1_Understand_the_Busness_Risk pdf
hitp:www. cpni gov.uk/Decs/Guide_2_Implement_Secure_Architecture pdf

Pwweceni gov.u/Docs/Guide_3_Establish_Response_Capabiities pdf

www ceni.gov.ukDecs/Guide_4_Improve_Awarenass_and_Skills pdf

www.ceni.gov.ukiDocs/Guide 5 Manage Third Party Risk pdf

www.cpni.gov.uk/Docs/Guide_&_Engage_Projects pdf

hilp:

hitp:

fwwer cpni.gov.uk/Docs/Guide 7_Establish_Ongoing_Governance pdf

wvwe cEni gov. v/ Dogs/re:20050223.00157 pdf

www.ceni.gov.ukiFratecting YourAssets/personnelsacwrity-268 aspx

hitp:

wwi.us-cart gow/contral_systanms
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PROCESS CONTROL AND SCADA SECURITY
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NERC CIP-002 - 009 [

[ Global Assessment (Catalog of Recommendations) - 2008
NIST SP800_53 ReV-O - 3 V] Global Assessment (Catalog of Recommendations) - 2009

"] NIST SP800-82 Rev. 0 (Final Draft)

NIST SP800-82 Rev.0

v NERC CIP-002 through CIP-009
" | NIST SP800-53 Rev. 0

ISO/IEC 15408 Rev.3. 1

| NIST SP800-53 Rev. 1

DoDI 8500. 2 : ._ NIST SP800-53 Rev. 2

v NIST SP800-53 Rev. 3 (Final Draft)

G | Obal Assessment v ISOIEC 15408 (Common Criteria) Rev. 3.1
| DoDI 8500.2

Ente o rise Evaluation v| Components (Control System Diagram)

v Enterprise Evaluation
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MNIST Rev 2
9 [Z3 NIST SP200-53 Rev. 2
¢ [CJ Access Control

.Policy And Procedures
3 2. Account Management
3 3. Access Enforcement
3 4. Info Flow Enfarcement
5. Separation Of Duties

Least Privilege
Failed Login Attempts

—-1 @

a. System Use MNotification
9. Prev Logon Motification
10. Concurrent Session Ctrl
11. Session Lock

} 12. Session Termination

} 13. Supervision and Review
} 14. Actions Without 1&A

} 15, Autornated Marking

[y 16. Automated Labeling

} 17. Remote Access

} 18. Wireless Access

3 18. Portable & Mobile Devices
3 20. Use Of External Systems
o= [J Awareness and Training

o= O3 Audit and Accountability

o= [ Cedification-Accreditation

o= 3 Configuration Management

o= ] Contingency Planning

o~ [ Identific ation-Authentication

o= 7 Incident Response

o= ] Maintenance

o= [ Media Pratection

o~ ] Physical & Envil. Protection

o= T3 Planning

o= ] Personnel Security

o= [ Risk Assessment

o= [ System & Serices Acquisition
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MIST SPB0D-53 Rev. 2 Access Control

11.  Does the systern prevent further access to the system
by initiating a session lock after an
organization-defined time period of inactivity, and the
session lock remains in effect until the user
reestahlishes access using appropriate identification
and authentication procedures? See HELF far
guidance.

The system prevents further access to the system by initiating a session
lock after an organization-defined time period of inactivity, and the session
lock remains in effect until the user reestablishes access using
appropriate identification and authentication procedures. Or, in situations
where the ICS cannhot support session lock, the organization employs

appropriat

ol B[ [F3BR4R =%

The systel
Hot Applic

D e

2. Doesthe systerm automatically terminate a remote
session after an organization-defined time petiod of
inactivity? Check all that apply. See HELP for guidance.

terminates a remote session after an

ed time period of inactivity. Or, in situations where the
upport the automatic termination of remote sessions after a
ed period of inactivity, or the ICS cannot automatically terminate
emote sessions due to significant adverse impact on performance, safety,
or reliability, the organization employs nonautomated mechanisms or
procedures as compensating controls (e.g., providing increased auditing
measures for remote sessions or limiting remote access privileges to key
personnel).

Control Enhancement 1 - Automatic session termination applies to local
and remote sessions.

The system does not automatically terminate a remote session after a
period of inactivity.
Mot Applicable.

DO

3. Dnoesthe organization supervise and review the
activities of users with respect to the enforcement and

usage of system access controls? Check all that apply.

The organization supenvises and reviews the activities of users with
respect to the enforcement and usage of system access controls.

Control Enhancement 1 - The organization employs automated
mechanisms to facilitate the review of user activities. Or, in situations
where the ICS cannot support the use of automated mechanisms for
reviewing user activities, the organization employs nonautomated
mechanisms or procedures as compensating controls.

K. { Section )

[4]
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e e Summary Fegort B a

= Question: 10, Does the information system limit the number of concurrent sessions for each system account to [Assignment:

organization-defined number of concurrent sessions]?

= GAP Requirement (Administrative-AC-10 R3):  The information system limits the number of concurrent sessions for each system
account to [Assignment: organization-defined number of concurrent sessions).

Your answers are highlighted in yellow in the table below. The red shaded area indicates the level the tool calculates for those
answers. To reach your specified Level of High, you must be able to select all the answers for a row in the table below that has
a level equal to or greater than the Level shown in green.

Not answered
The system does not limit the number of concurrent sessions.
The system does not limit the number of concurrent sessions
The system does not limit the number of concurrent sessions.
The system limits the number of concurrent sessions as defined
Very High The system limits the number of concurrent sessions as defined

. Level calculated from questionnaire answers
B Minimum Level needed to meet requested Level
Answer(s) selecled in questionnaire

Level Specific Requirement
The information system limits the number of concurrent sessions for each system account to [Assignment
organization-defined number of concurrent sessions)

Help Documents

NIST SP800-53A AC-10

Guide for Assessing the Security Controls in Federal Information Systems

Open
ISOAEC 270022005 Reference | 1S0nEC 27002:2005 | A1151 =
Recommended Security Controls for Federal Information Systems and | NIST SP800-53 |"ac-10R3 |
Organizations Open
Hide Detail Jump To Question

Copyright® 2009 JPCERT/CC All rights reserved.

15




SSATECSETOD HEER

JPCERT CC°

SSAT LBRNE CSET
SCADA Y AT L0 B &5l B Hl#ES AT LEO B CFE
CPNI OtFa1)T1EEDH tXa )T RE FRDEXITAEELZRE
Excel DEA HA BBOF7 I r—avBA
fEL - BRI =T+ —L4 BRI BEDI+—L
MRS TVBELDH SN 'H FREShTLSEDH DAL
55 AR £ i 344 RAAM
R RER R AR
(A £ 0D i P L

Copyright® 2009 JPCERT/CC All rights reserved.

16



BRIGE JPCERT CC°

opyright® 2009 JPCERT/CC All rights reserved. -I 7



	制御システム�セキュリティ評価ツールの紹介
	本日のアジェンダ
	SSAT ( SCADA Self Assessment Tool )
	SSAT ( SCADA Self Assessment Tool )
	SSAT ( SCADA Self Assessment Tool )
	SSAT ( SCADA Self Assessment Tool )
	SSAT ( SCADA Self Assessment Tool )
	SSAT ( SCADA Self Assessment Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	CSET ( Cyber Security Evaluation Tool )
	スライド番号 16
	質疑応答

		2010-03-09T10:14:19+0900
	Japan Computer Emergency Response Team Coordination Center




